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What is Security and why do we need it?

i
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 More than just Access

Control

 Risk Management

e E-Business

* NetCentric Operation

Virus

Unauthorized access
Theft of proprietary info
Denial of service

Insider Net abuse

Laptop theft

Financial fraud

Misuse of public Web application
System penefration

Abuse of wireless network
Sabotage

Telecom fraud

Web site defacement

2005

Role-based
policy

(Sandhu and Samarati, 1994)
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Technical View
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DoDAF (Continued)

All Views A1 Creerview and Summary Scope, purpose, intendad usas, environment depicted,
Infarmation analytical findings
All Views A-2 Integrated Dictionary Architecture data repositony with definitions of all terms used in
all products
Operational | OW-1 High-Lewvel Cperational High-level graphicalitextual descrpiion of operational concept
Zoncept Graphic
Operational | OV-2 Cperational Mode Connectivity Cperational nodes, connectivity, and information exchange
Diescription needines betwesn nodes
Uperational | OV-3 isperatonal Infornation Information exchanged between nodes and the relevant
Exchangs Mairix attributes of that exchangs
Operational | OV-4 Organizafional Relationships Crganizational, role, or other relationships among
Chart organizations
Cperational | OW-5 Operational Activity Model Capabilities, operational actiities, relationships among
activities, inputs, and cutputs; overlays can show cost,
perfoming nodes, or ather perfinent information
Operational | V-3a Uperatonal Rules Madel ne of three products used to descnioe operational activiy—
identifies business rules that constrain operation
Operational | ©V-5b Cperational State Transition Cne of three products used to describe operational activiy—
Dliescription identifies business process responses to evanis
Operational | OV-Gc Ciperational Event-Trace Cine of three products usad to descrbe operational activity—
Dliescription traces actions in & scenana or seguence of evenis
Uperational | OW-7 Logical Diata Model Liocumentation of the system data reguirements and structural
business process rules of the Operational View
Systems a1 Systiems Interface Description ldentification of systems nodes, systems, and system tems
and their interconnections, within and befween nodes
Systems SW-2 Sysiems Communications Systems nodes, systems, and sysiem items, and their related
Diescription communications lay-downs
Systems SW-3 ystems-Systems Matn Relationships among systems in a given architecturs; can be
designed o show relationships of interest, e.g., systemtype
interfaces, planned vs. exisling interfaces, atc.
Systems Sw-4 Systems Funclionality Functions performed by systems and the system data flows
Diescription among system funciions
Systems SW-5 Cperational Activity to Systems | Mapping of systems back to capabilities or of sysiem functions
Function Traceabity Matrix back to operational activities
Systems SW-5 Systems Data Exchange Matrix | Provides details of system data elements being exchanged
betwesn systems and the aftributes of that exchange
Systems =i Zysiems Performmance Feriormance charactensiics of Sysiems View elemenis for the
FParameters Matrix appropriate fime frameis)
Systems SW-5 Systems Evolution Description Flanned incremental steps toward migrating a suite of systams
o a more efficient suite, or toward evolving a current system to
a fuiure implementation
Systems Sv-a Systems Technology Forecast | Emerging technologies and softwarsfhardware products that
are expected fo be available in a given s=t of time frames and
that will affect future development of the architecture
Systems SW-10a Systems Rules Maode! Cine of three products used to descnbe system funclionalty —
identifies consirainis that are imposed on systems funciionality
due o some aspect of systems design or implementation
Systems SW-1Cb Systiems State Transtion Cne of three products used fo describe system functionality—
Dliescription identifies responses of a sysiem fo events
Systems SW-1le Zysiems cvent- race ne of three products used to descnbe system funclicnality—
Diescription identifies sysiem-specific refinemenis of critical seguences of
evenis described in the Operational View
Systems SW-11 Phiysical Sehema Fhysical implemeniation of the Logical Data Modsl entities,
e.g., message formats, file structures, physical schema
Technical -1 Technical Standards Profie Listing of stamdards that apply io Systems View elements in a
given architecture
Technical -2 Teznnizal Standards Forecast Liescription of emerging standards and potential impact on

current Systems View elements, within a set of time frames
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\ Others

e Java 2 Enterprise Edition (J2EE)
 Microsoft .NET

* [nternational Standards Organization Open
Distributed Processing (ISO ODP)

 The Open Group Architecture Framework (TOGAF)



E_,' Security Architecture

 What is a Security Architecture?
e |s it separate from a Systems Architecture?

 Examples of Security Architectures
 DoD Goal Security Architecture (DGSA)

 Open Management Group (OMG) Common Data
Security Architecture

* Network Centric Operations and Warfare (NCOW)
reference Model

These Architectures and Models Don’t provide an assessment of current security

10
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Can a Decision Maker use this to determine where to expend resources?

(CDSA) (2000)
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\ Other Modeling Tools

,..i

g

e Petri Nets
e Attack Trees
 Many others...

CHTR
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\ Petri Nets

e Places, Transitions, Arcs, and
Tokens

* Described by 4-tuple

« PN (P,T,I,0) where:

P isthe set of places, T is the set
of transitions, | and O are the set of
input and output arcs

Tg

(David and Alla, 2005)

13



\j Using PNs to Model Securlty
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e Can be used to Hierarchically Model System Activities
 PNs can be used to model stochastic processes
» Colored PNs enable modeling of system data flows using types

 Easy to Generate and Simulate
e Can be used to create Executable Architectures

<ref _DC,
<res> . REF_PE> PEL:
—"D P7 PEL P9 > ref_DC:=rel_DClres)
REF PE:=REF PE(res) <ref DC,
<res> REF_PE>
| > ——O——>O——>
O(P7.res = O P9.(ref_DC, REF_PE) A (P9.ref_DC = ref_DC(res)) P7 PO

APO.REF_PE = REF_PE(res)))

14
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e 1. Goal

e 1.1. Leaf 1 (OR)

e 1.2. Sub-Goal 1

e« 1.2.1. Leaf 2 (OR)
e 1.2.2. Leaf 3

Attack Trees

Goal
(root node)

Sub-Goal1
(branch)

Leaf 2

Leaf 3

2. Goal
« 2.1. Leaf 1 (AND)

e 2.2. Sub-Goal 1

o 2.2.1. Leaf 2 (AND)
e 2.2.2. Leaf 3

(root node)

Goal

Sub-Goal1
(branch)

Leaf 3

(Pallos, 2004).
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\J/ Using Attack Trees to Model

or

Security

e Allow Threat Modeling
e (Can assign values to Leaves
* Values can be rolled up to develop optimal response or

most appropriate Course of Action

 Decision Maker can then choose where to invest limited

resources
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System Architectures
Non-Layered

Models

Low Level Models
Attack Trees, Petri Nets,
OPNET

Level of Abstractior
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Java, Net, elc
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\ Problem

 Combatant Commanders and Chief Information
Officers are not able to immediately determine
mission effects of enterprise component outages
or system-wide attacks

* No Courses of Action (COAs) with cost benefit
analysis available to them

e Speed of the internet may prohibit effective
human interdiction

* Enterprise to Enterprise security at risk without a
global integrated security architecture

18
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Security Aspects of Adding New
Components to the Enterpris

Enterprise Level

e

>
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l Tools l Architecture 1 Policy
/'y +
Assess Guide TThreats l Constraints
Capabilities] I Vulnerabilities
v
Legacy New Component
System/Subsystem | . > (1e.: Active X)
Interactions

Systems Level
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Potential Solutions

 Technology

Enterprise Architectures based on Common/Standard
Frameworks with integrated Security Architecture

* Must be Adaptive and Proactive

* Must be able to Respond to Failures and Attacks and Learn from
them

« Make architectures executable by using a hierarchy of models

e Policies

Standardize Policies
« “Tailorable” to Individual Enterprises

e Procedures

Common Procedures built on Sound Security Principle

Develop Courses of Action that support Policies and Take
Advantage of Technology

« Automate Response when Appropriate

20



\ Summary

* |ntroduction
e Security Overview
 Modeling Overview

e Problem
 Potential Solutions
e Summary

The views expressed in this article are those of the authors and do not reflect the official policy of the
United States Air Force, Department of Defense, or the United States Government.
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'\{ Key R&D Areas

o

 Functional Cyber Security
* Authentication, Authorization, and Trust Management
* Access Control and Privilege Management
» Attack Protection, Prevention, and Preemption
e Large-Scale Cyber Situational Awareness
* Automated Attack Detection, Warning, and Response
* Insider Threat Detection and Mitigation
* Detection of Hidden Information and Covert Information Flows
* Recovery and Reconstitution
* Forensics, Traceback, and Attribution

« Securing the Infrastructure
* Secure Domain Name System
e Securing Routing Protocols
* IPv6, OPsec, and Other Internet Protocols
* Secure Process Control Systems
 Domain-Specific Security
* Wireless Security
» Secure Radio Frequency ldentification
» Security of Converged Networks and Heterogeneous Traffic
* Next-Generation Priority Services

 Cyber Security and Information Assurance Characterization and Assessment
» Software Quality Assessment and Fault Characterization
» Detection of Vulnerabilities and Malicious Code
* Cyber Security Standards
* Metrics Software Testing and Assessment Tools
* Risk-Based Decision Making

» Critical Infrastructure Dependencies and Interdependencies (IWG), 2006 26
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Key R&D Areas (Cont)

Foundations for Cyber Security and Information

Hardware and Firmware

Secure Operating Systems

Security-Centric Programming Languages

Security Technology and Policy Management Methods

and Policy Specification Languages

Information Provenance

Information Integrity

Cryptography

Multi-Level Security

Secure Software Engineering

Fault-Tolerant and Resilient Systems

Integrated, Enterprise-Wide Security Monitoring and Management
Analytical Techniques for Security Across the IT Systems Engineering Life Cycle

Enabling Technologies for Cyber Security and Information Assurance R&D

Cyber Security and Information Assurance R&D Testbeds
IT System Modeling, Simulation, and Visualization
Internet Modeling, Simulation, and Visualization

Network Mapping

Red Teaming

 Advanced and Next-Generation Systems and Architectures

Trusted Computing Base Architectures

Inherently Secure, High-Assurance, and Provably Secure Systems and Architectures
Composable and Scalable Secure Systems

Autonomic Systems

Architectures for Next-Generation Internet Infrastructure

Quantum Cryptography

«  Social Dimensions of Cyber Security and Information Assurance

Trust in the Internet
Privacy

(IWG), 2006
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