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Overview

• Introduction
• Security Overview
• Modeling Overview
• Problem 
• Potential Solutions
• Summary

• The views expressed in this article are those of the authors and do not reflect the official policy of the 
United States Air Force, Department of Defense, or the United States Government.
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What is Security and why do we need it?

• More than just Access 
Control

• Risk Management
• E-Business
• NetCentric Operation

• Confidentiality
• Integrity
• Availability

(Sandhu and Samarati, 1994) 

2005 (Lucyshyn and Richardson., 2005) 
(Alberts et al., 2003, Alberts and Hayes, 2006) 

(DoD, 1993) 
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NetCentric Enterprise Services

(Raduege, 2004) 



5

NetCentric Warfare Example

(Taylor, 2004) 



6

DoDAF

• Operational View
• System View
• Technical View

(DoD, 2004b) 
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DoDAF (Continued)
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Zachman
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Others

• Java 2 Enterprise Edition (J2EE) 
• Microsoft .NET 
• International Standards Organization Open 

Distributed Processing (ISO ODP) 
• The Open Group Architecture Framework (TOGAF) 
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Security Architecture

• What is a Security Architecture?
• Is it separate from a Systems Architecture?
• Examples of Security Architectures

• DoD Goal Security Architecture (DGSA) 
• Open Management Group (OMG) Common Data 

Security Architecture 
• Network Centric Operations and Warfare (NCOW) 

reference Model 

These Architectures and Models Don’t provide an assessment of current security
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Example of Security Architecture

Can a Decision Maker use this to determine where to expend resources?
(CDSA) (2000) 
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Other Modeling Tools

• Petri Nets
• Attack Trees
• Many others…



13

Petri Nets

• Places, Transitions, Arcs, and 
Tokens

• Described by 4-tuple
• PN (P,T,I,O) where:

• P is the set of places, T is the set 
of transitions, I and O are the set of 
input and output arcs 

(David and Alla, 2005)
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Using PNs to Model Security 

• Can be used to Hierarchically Model System Activities 
• PNs can be used to model stochastic processes
• Colored PNs enable modeling of system data flows using types

• Easy to Generate and Simulate
• Can be used to create Executable Architectures
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Attack Trees

• 1. Goal 
• 1.1. Leaf 1 (OR) 

• 1.2. Sub-Goal 1 
• 1.2.1. Leaf 2 (OR) 
• 1.2.2. Leaf 3 

• 2. Goal 
• 2.1. Leaf 1 (AND) 

• 2.2. Sub-Goal 1 
• 2.2.1. Leaf 2 (AND) 
• 2.2.2. Leaf 3 

(Pallos, 2004).  
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Using Attack Trees to Model 
Security

• Allow Threat Modeling
• Can assign values to Leaves
• Values can be rolled up to develop optimal response or 

most appropriate Course of Action
• Decision Maker can then choose where to invest limited 

resources

(Schneier, 2000, Schneier, 1999) 
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Hierarchy of Models
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Problem

• Combatant Commanders and Chief Information 
Officers are not able to immediately determine 
mission effects of enterprise component outages 
or system-wide attacks

• No Courses of Action (COAs) with cost benefit 
analysis available to them

• Speed of the internet may prohibit effective 
human interdiction

• Enterprise to Enterprise security at risk without a 
global integrated security architecture
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Security Aspects of Adding New 
Components to the Enterprise



20

Potential Solutions

• Technology
• Enterprise Architectures based on Common/Standard 

Frameworks with integrated Security Architecture
• Must be Adaptive and Proactive 
• Must be able to Respond to Failures and Attacks and Learn from 

them
• Make architectures executable by using a hierarchy of models

• Policies
• Standardize Policies

• “Tailorable” to Individual Enterprises
• Procedures

• Common Procedures built on Sound Security Principle
• Develop Courses of Action that support Policies and Take 

Advantage of Technology
• Automate Response when Appropriate
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Summary

• Introduction
• Security Overview
• Modeling Overview
• Problem 
• Potential Solutions
• Summary

• The views expressed in this article are those of the authors and do not reflect the official policy of the 
United States Air Force, Department of Defense, or the United States Government.
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Backup Slides



26

Key R&D Areas
• Functional Cyber Security

• Authentication, Authorization, and Trust Management
• Access Control and Privilege Management
• Attack Protection, Prevention, and Preemption
• Large-Scale Cyber Situational Awareness
• Automated Attack Detection, Warning, and Response
• Insider Threat Detection and Mitigation
• Detection of Hidden Information and Covert Information Flows
• Recovery and Reconstitution
• Forensics, Traceback, and Attribution

• Securing the Infrastructure
• Secure Domain Name System
• Securing Routing Protocols
• IPv6, OPsec, and Other Internet Protocols
• Secure Process Control Systems

• Domain-Specific Security
• Wireless Security
• Secure Radio Frequency Identification
• Security of Converged Networks and Heterogeneous Traffic
• Next-Generation Priority Services

• Cyber Security and Information Assurance Characterization and Assessment
• Software Quality Assessment and Fault Characterization 
• Detection of Vulnerabilities and Malicious Code
• Cyber Security Standards 
• Metrics Software Testing and Assessment Tools
• Risk-Based Decision Making
• Critical Infrastructure Dependencies and Interdependencies

(IWG), 2006 
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Key R&D Areas (Cont)
• Foundations for Cyber Security and Information 

• Hardware and Firmware 
• Secure Operating Systems
• Security-Centric Programming Languages
• Security Technology and Policy Management Methods
• and Policy Specification Languages
• Information Provenance
• Information Integrity
• Cryptography
• Multi-Level Security
• Secure Software Engineering
• Fault-Tolerant and Resilient Systems
• Integrated, Enterprise-Wide Security Monitoring and Management 
• Analytical Techniques for Security Across the IT Systems Engineering Life Cycle

• Enabling Technologies for Cyber Security and Information Assurance R&D
• Cyber Security and Information Assurance R&D Testbeds
• IT System Modeling, Simulation, and Visualization
• Internet Modeling, Simulation, and Visualization
• Network Mapping 
• Red Teaming 

• Advanced and Next-Generation Systems and Architectures
• Trusted Computing Base Architectures 
• Inherently Secure, High-Assurance, and Provably Secure Systems and Architectures 
• Composable and Scalable Secure Systems
• Autonomic Systems 
• Architectures for Next-Generation Internet Infrastructure
• Quantum Cryptography

• Social Dimensions of Cyber Security and Information Assurance 
• Trust in the Internet 
• Privacy

(IWG), 2006 
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