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1 Abstract 

When facing decisions in underdeveloped, degraded and denied environments, the 
commanders are likely to rely even more heavily on efficient intelligence analysis. 
Unfortunately, most of the time, the data gathered in these environments will be 
uncertain, ambiguous and incomplete. Tools enabling fast and thorough analysis are thus 
required. Use of automated processing alone is vulnerable to data deficiencies and human 
judgment is essential to ensure intelligence products validity. Interactive visual interfaces 
offer a strong approach for enabling human analysis by leveraging the high bandwidth 
visual pathway into the human mind and unique human visual pattern finding abilities. 
We proposed visual analytics tools to support sensemaking and improve social network 
analysis in a counter-insurgency context. Our prototype is composed of a series of 
independent but coordinated generic widgets that can be applied to a broad range of 
application domains. Among the proposed analysis tools are: a Multi-timelines widget for 
temporal events and situation evolution analysis; a Magnets Grid widget for multi-
dimensional information exploration; and a record browser of Visual Summary Cards 
widget for fast visual identification of key information elements and comparison between 
entities. We also expose the concepts underlying an additional widget currently in 
definition. The Graph Analytics widget combines a visual presentation of graph diagrams 
composed of nodes and links to other visual presentations of the analyses outputs like 
ranking, statistical results or else the semantic meaning of links based on a social network 
ontology. 

2 Introduction 

The context of military operations has changed significantly since the end of the Cold 
War and into the Global War on Terror. For instance, military forces are now faced with 
an elusive and changing adversary who is technologically innovative. Multiple theatres of 
operations have to be considered and operations must be conducted in a Joint, 
Interagency, Multinational and Public (JIMP) environment. Table 1 depicts some 
elements of the new context, which create such a degraded and denied environment for 
our military forces. 

Table 1: Context of new military operations [DLCD, 2009] 

Cold War Context New Military Context 
Well defined strategic context (Cold War) Poorly defined strategic context (Global War on Terror) 
Static theatre of operations Multiple theatres of operations 
Single spectrum operation Full spectrum engagement 
Well defined adversary Elusive and changing adversary 
Technologically predictable enemy Technologically innovative enemy 
Structured enemy forces Networked enemy forces 
Corps construct Battle group construct 
Rigid and concentrated forces Adaptable and dispersed forces 
Long term evolution cycle Very short term evolution cycle 
Limited third party considerations Crowded JIMP environment 
Controlled info sphere Uncontrollable info sphere 
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The Canadian Forces (CF) and the allies have been increasingly involved in missions 
taking place in this new context of operation. The commanders having to proceed to 
decision making in such context rely more heavily on efficient intelligence analyses. 

The intelligence function itself, along with its complex tasks, is also impacted by the 
complexity of the environment. For instance, the context of counter-insurgency (COIN), 
under which this research project is taking place, is bringing its own additional 
components of complexity. With respect to the term “insurgency”, the CF COIN doctrine 
[DND/CF 2008] defines it as being “a part of a wider set of irregular activities and threats 
to a secure and stable environment”. An “irregular activity” may be defined as: 
“behaviour that attempts to affect or prevent change through the illegal use, or threat, of 
violence, conducted by ideologically or criminally motivated non-regular forces, groups 
or individuals, as a challenge to authority”. While insurgent groups can be tightly 
connected to criminal or terrorist networks [Lonsdale 2008], their motivation is different 
as it is initially a political one expressed through oppositions to the government in place 
or any instance supporting it. These definitions stress some essential elements. First they 
refer to asymmetric approaches by opposition to the conventional threats that were 
known up to the cold war period1. Second, they clearly position the importance of gaining 
local population support as the fundamental objective of such warfare from both the 
insurgents as well as the military forces standpoints. This implies that the line between 
the local population and the adversaries is blurred. In essence, an insurgency emerges 
from inside a country, and the insurgents networks are usually embedded in local 
communities. Therefore, making sense of the situation requires not only understanding 
the insurgent networks, but also their connections to other networks like the criminal or 
terrorist networks as well as the local population networks. This would then include a 
certain level of white2 situation awareness (SA) partly accessible through social network 
analysis techniques and methods. Such difficulties in understanding these systems and 
how each part impact on one another are exacerbated by the cultural differences between 
the local communities and the military personnel. 

3 An intelligence SNA capability 

3.1 Sensemaking and SNA 

The concept of sensemaking is central to the military domain and tightly connected to 
situation awareness. Sensemaking can be understood as “a process to successively build 
and refine representations and fit data with representations to meet the requirements of a 
task” [Russell et al. 1993]. The process described by Russell et al. [1993] envisions 
sensemaking as the quest for successive representation that best support the task to be 
performed. This perspective on sensemaking was more deeply explored in the context of 
intelligence analysis activities by Pirolli and Card [2005] with their “Notional model of 
sensemaking loop for intelligence analysis” depicted in Figure 1. 

 

                                                 
1  See Table 1: Context of new military operations [DLCD, 2009] 
2  White situational awareness includes things such as infrastructure analysis (e.g. buildings, lines of 

communications) and population analysis (political, economic, cultural (ethnic/racial/tribal/religious), education, 
health, welfare, language, history and key personalities). 
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• Software systems for complex problem solving often consist of several 
components and visualizations. We must evaluate the individual components 
and/or visualizations as well as the entire system. 

• Information for many of these tasks is not static but changes over time. This 
dynamic nature increases the complexity of the task. 

• Complex problems often require multiple domain experts to collaborate. This 
presents a challenge in combining multiple perspectives.” 

In the counter-insurgency context or other ones strongly related to socio-cultural aspects, 
when an intelligence analyst attempts to make sense of the situation by conducting these 
tasks, some of the required pieces of information can be extracted by analyzing social 
networks3. Tools enabling fast and thorough social network analysis are thus required. 
However, use of automated processing alone is vulnerable to data deficiencies and human 
judgment is essential to ensure intelligence products validity. Interactive visual interfaces 
offer a strong approach for enabling human analysis by leveraging the high bandwidth 
visual pathway into the human mind and unique human visual pattern finding abilities. 
Therefore, we proposed visual analytics tools to support sensemaking and improving 
social network analysis in a counter-insurgency context. 

3.2 Social network analysis research project 

It is with this perspective in mind that DRDC has started to research on SNA for the 
benefit of the DND/CF. In 2010, a new applied research project called “Social Network 
Analysis in Counterinsurgency” (SNAC) has started4. It relies on the premise that 
improving intelligence products through advanced SNA and visualisation/interaction will 
contribute to increase sensemaking and situation awareness leading to better decision 
making [Lecocq et al 2011]. From a social sciences perspective, SNA can support the 
intelligence function through a better understanding of the social networks, their 
structures, and how to best influence or else weaken them in the case of insurgent 
networks. 

While existing tools and technologies will be investigated, the current research project 
aims at identifying and enabling the different components of a full SNA capability. SNA 
cannot be summarized as the sole use of technologies supporting the exploitation of some 
SNA measures like the usual betweenness centrality, and a few others. An intelligence 
SNA capability requires enlarging the scope to include the activities to be performed 
prior and after the analysis itself. 

3.2.1 Social network analysis capability framework 

As depicted in Figure 2, the starting point of the intelligence SNA capability will be 
defined by the military needs based on the COIN strategy and its underlying objectives 
(1). These latest, combined to the desired effects pursued by the militaries, will permit to 
identify more precisely the social networks of interest and the analyses to be performed 

                                                 
3  Unfortunately, as underlined by Gou et al. [2012], existing social network analysis tools often overlook users’ 

needs for sensemaking activities that help to gather, synthesize, and organize information about the social data. 
4  For more details on the SNAC project please refer to Lecocq, Lavigne and Gouin [2011]. 
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While the scope of the project is COIN and intelligence, it is envisioned as a more 
generic capability of SNA which could be used in different contexts. SNA should be 
performed as a constant activity complementary to other intelligence analysis activities. 
Similarly, while being built for the purpose of the intelligence function, the capability in 
itself and its different components should also be transitioned to the command and 
control function and consequently achieve a more meaningful bridge between the two 
functions. 

3.2.2 Visualisation and visual analytics 

In the context of this research project, analyses of social networks are performed for the 
benefits of the intelligence function and consequently in support to decision making. 
SNA requires complex tasks holding the same characteristics than the ones described by 
Sholtz [2008] in the previous section. Indeed, the multiple dimensions of the information 
and the quantity of linkages to understand may lead to a cognitive overload. It is essential 
to fully exploit the power of information visualisation. 

Information visualisation is defined as: “the use of computer-supported, interactive, 
visual representations of abstract data to amplify cognition” [Card et al 1999]. This 
definition refers to two essential parts contributing to information visualisation: the first 
is the cognitive ability of the human to perceive and make a mental representation of 
information or a situation; the second is the supporting technology that allows the 
presentation of this information or situation. 

Information visualisation constitutes a significant research area, which studies various 
human cognitive characteristics such as pre-attention and inattentional blindness. It also 
explores and develops various techniques to represent information in a salient way and 
provide efficient interaction. “Information visualisation promises to help us speed our 
understanding and action in a world of increasing information volumes” [Card 2008]. 

More recently, Visual analytics has emerged as a multidisciplinary field of research that 
leverages information visualisation and a number of other disciplines. “Visual analytics is 
the science of analytical reasoning facilitated by interactive visual interfaces” [Thomas 
and Cook 2005]. Visual analytics focuses on the following areas: 

 “Analytical reasoning techniques that enable users to obtain deep insights that 
directly support assessment, planning, and decision making;” 

 “Visual representations and interaction techniques that take advantage of the 
human eye’s broad bandwidth pathway into the mind to allow users to see, 
explore, and understand large amounts of information at once;” 

 “Data representations and transformations that convert all types of conflicting and 
dynamic data in ways that support visualisation and analysis;” 

 “Techniques to support production, presentation, and dissemination of the results 
of an analysis to communicate information in the appropriate context to a variety 
of audiences’ [Thomas and Cook 2005].” 



7 
 

4 Visualisation and SNA 

In the context of this project, we consider that interactive visual interfaces offer a strong 
approach for enabling human analysis by leveraging the high bandwidth visual pathway 
into the human mind and unique human visual pattern finding abilities. We proposed 
visual analytics tools to support sensemaking and improve social network analysis in a 
counter-insurgency context. The research team levered different representation formats 
best supported by visualization and visual analytics techniques for the development of a 
social network analysis capability as exposed in the framework. Here again, visual 
analytics techniques come in support of each component of the framework and not only 
the analysis portion. In terms of complexity, these analyses have to encounter many 
covert networks, which in essence are surreptitious; making data about them more 
difficult to collect [Roberts 2010]. The analyses of social networks performed in this 
context have to take into considerations missing data and the reliability of the source the 
data is extracted from. Actually, SNA is prone to numerous errors, specifically due to 
misunderstandings about the meaning and the quality of the data supporting the analysis. 
In 2011, a report was published following a workshop on the “challenges in 
computational social modeling and simulation for national security decision-making”. 
The importance of SNA was largely discussed during the workshop and Jeffrey C. 
Johnson5 [2011] stressed the importance of developing a science of errors. In the 
prototype, visualisation techniques are pursued in order to help the analyst understand the 
limits of the analysis in relation to the data supporting it. In many cases, analysts need to 
know from which data sources the data are extracted and their reliability. Also, the 
analyst needs to be able to grasp the extent to which data are missing and its impact on 
the performed analysis of the social network or else to what level the computed measure 
is prone to misleading based on missing data. 

In a previous paper, Lecocq et al [2011] looked at each component of visualisation for the 
full spectrum of the SNA prototype development in the context of this research project. 
They mentioned a number of challenges they were facing while attempting to develop 
such a SNA capability, as well as some important elements when leveraging visual 
analytics techniques and methods. To name a few: 

 Social networks analyses results should be explored through combined visual 
means and not solely by presenting a graph diagram depicting some components 
of the social network structure; 

 The analyst should benefit from sensemaking tools in order to understand the data 
used to characterise the social network as well as to perform analysis on it. This 
implies the integration of the semantics about the selected data into the visual 
analytics tools. Other information could also be integrated, as for instance, the 
limitation of the data set and the corresponding resilience of the SNA measures to 
missing data; 

 The capacity to manage large amount of data and visualise large graphs in a 
meaningful way is required in the context of this research project; 

                                                 
5  Paper presented at the DTRA/Sandia Workshop on Challenges in Computational Social Science. Santa Fe, New 

Mexico. October 25-28, 2010 
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 Visual analytics techniques should be carefully utilized when attempting to 
perform analyses of social networks in a complex context like a counter-
insurgency environment. 

Since then a number of elaborations have been performed and the following section 
describes four different visualisation widgets foreseen to be part of the SNA proof-of-
concept prototype. Each of these widgets was implemented using Service Oriented 
Architecture (SOA) principles, providing them enough flexibility to be used in different 
contexts of operation. Indeed, three of these widgets were initially developed for 
maritime domain awareness purposes and are being transposed to the COIN context. The 
fourth widget, the “Graph Analytics” widget, is currently under definition and will soon 
be developed for the purpose of the SNAC research project. Likewise the first three 
widgets, this one could also be transposed to other contexts like the maritime domain in 
order to leverage graph analytics techniques. 

The fact that the visual analytics techniques are exploited through the use of widgets, is 
supported by several rationales. Indeed, the intelligence analysts, in the Canadian Forces, 
are not solely dedicating their time to perform social network analysis alone. Intelligence 
analysts have to perform many different types of analyses, all pertaining to a same 
situation being faced. SNA is critical for some aspects but will never hold the entire 
solution in itself. Therefore, in order to reach a certain level of sensemaking, it is 
important to combine visual techniques involving networks with other ones like the 
semantic of the relationship, the geographical information, the anomaly detection, or else 
the time window of interest. Krempel [2009] suggested that advanced visualisation 
techniques should be able to help solving complex situations in an efficient way. In our 
situation, COIN complex environments combined with social data complexity necessitate 
providing the end-user with multiple types of visual displays. The development under the 
format of composable widgets enables to select the ones that are the most relevant to a 
specific situation and that will enable the human ability to rapidly detect patterns and 
reach sensemaking. These widgets remain connected to one another, creating enough 
flexibility to permit a shift of focus towards specific elements of interest pertaining to the 
situation being faced. 

4.1 Visual Summary Cards widget 

The visual summary cards widget shows all the key characteristics of a node, or so called  
social entity (individual, group or organization), at a single glance. A card can include: 

 a unique photo representing the node; 

 a word cloud summary of the related intelligence documents from which social 
network data were extracted from; 

 snapshots of the social networks for various dimensions; this would be based on 
the results from the Graph Analytics widget; and 

 icons showing different characteristics, such as: the social entity allegiance; tribal 
affiliation; criminal or insurgency activities involvements; nationality; religious, 
political or C2 known roles. 
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Social networks are, as mentioned before, composed of nodes and edges, or so called 
links, but they are also composed of many attributes characterizing these nodes or links. 
This widget leverages the notion, also proposed by other researchers [Perer and 
Shneiderman 2006], that once specific SNA metrics are applied on a social entity, the 
result can be attached to certain nodes and turned into one of their attribute or 
characteristic. An example of this would be to calculate a closeness centrality result to the 
profile of reference and search for other social entities with similar values and keeping 
records of the measure as an attribute of the node itself. Currently, most of SNA 
applications permit the visualisation of the nodes and the edges or else portions of the 
networks, but only a few of them like GraphDice [Bezerianos et al 2010], GeoSom [Wu 
et al 2006], or GraphScape [Xu et al 2007] make an attempt at visually presenting these 
attributes [Jusifu et al 2010]. Nevertheless, as exposed by Gou et al. [2012], existing 
social network analysis tools are usually weak in supporting complex analytical tasks 
involving such relationship between the structural (SNA measure like the closeness 
centrality) and the social data like some of the characteristics of the social entity. 

This widget is very important in helping the analyst to expand the analysis of the social 
network from one node and its relationships to the consideration of other similar profiles 
and patterns in social networks. 

4.2 Magnets grid widget 

Moving away from the graph can help focus on other characteristics of the social 
network. For that purpose, we propose an extended version of the Dust & Magnets 
concept from [Soo Yi et al. 2005] for social networks analysis. The Magnets Grid widget 
is a multi-dimensional interactive visualization app for exploring simultaneously multiple 
characteristics of a social entity. The observation of multiple properties of the social 
nodes can lead to insights about how they are correlated, uncorrelated, or negatively 
correlated. Here again, this exploration can lead the analyst to detect trends, patterns and 
outliers. Based on these discovered trends, the analyst can subsequently run different 
analyses on selected social networks. 

In Figure 4, the canvas located on the left side contains the dots representing any type of 
nodes/social entity (individuals, groups or organizations). Adding labelled magnets to the 
display area will cause the dots to be attracted to them according to metrics that were 
computed from the social network or the intelligence data gathered about each node. In 
our extended version, optional constraints can be added to the axes to keep the dots inside 
columns, rows or grid boundaries. 
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analytics” widget is viewed since it will combine the visual presentation of the social 
network as a graph diagram with the analyses results that were performed on the network, 
some being statistical results. This perspective is based on the results from researches 
demonstrating that combining statistics and network graphs, involves the visual as well as 
the language capacities of the end-users and therefore contribute to the reduction of 
cognitive overload [Ware 2008]. 

With respect to graph visualisation per se, some authors are considering the need to 
provide a better structure to the graphs and data in order to understand them more 
adequately and build sensemaking. Peng and SiKun [2009] propose to use a domain 
ontology model for the field of social network analysis and to facilitate visualisation of 
the social network. Similarly, this widget aims at supporting sensemaking as it goes 
beyond the initial visual information provided about the network structure. The widget is 
defined to connect the different graph components, like a node, a link or a property about 
one or the other, to a semantic meaning from an ontology. These properties are important 
and meaningful to the analysts, leading them more easily to sensemaking. 

5 Discussion and future research 

This paper describes some of the embraced visual analytics concepts in an applied 
research project undertaken at DRDC Valcartier. The project focuses on enabling the 
development of a social network analysis capability for the intelligence domain. 
Developing such a capability requires enlarging the research scope to the activities to be 
performed prior to and after the analysis of the social network itself. In this paper we 
discussed some of these activities and how visualisation is perceived as facilitating them. 

Intelligence analysis is composed of many complex tasks and is tightly related to 
increasing sensemaking. While automation and systems can greatly support the analyst. It 
is critical to maintain the human in the loop. Analysts have a wealth of experience that 
can be tapped using advanced visual analytics techniques. Our prototype is composed of 
a series of independent but coordinated generic visual widgets that can be applied to a 
broad range of application domains for the benefit of the analyst. Among the proposed 
analysis tools are: a multi-timelines widget for temporal events and situation evolution 
analysis; a magnets grid widget for multi-dimensional information exploration; and a 
record browser of summary cards for fast visual identification of key information 
elements and comparison between entities. We also expose the concepts underlying an 
additional widget currently in definition. The Graph Analytics widget combines a visual 
presentation of graph diagrams composed of nodes and links to other visual presentations 
of processing outputs like ranking, statistical results or else the semantic meaning of links 
based on a social network ontology. 

Since the instigation of the first three widgets, they were always foreseen as being 
transitioned to the SNAC research project; this is the effort being currently conducted. 
Also, the fourth widget that is discussed, the Graph Analytics widget, is currently under 
definition and its development is foreseen to take place during this year as well. Finally, 
other additional widgets are also considered like the Map and Timeline widget, which 
allows the user to interactively view positional data. Currently this widget, also 
developed for the maritime domain, enables the user to view vessels positions as well as 
to select a time window for which tracks will be visible on the map. Transposition of this 
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widget is also considered for the SNAC project since it could be used for many different 
purposes like, for instance, communication tracking against insurgent events taking place. 

Many technology-driven tools that are built pretend to impact sensemaking activities but 
the quantitative or qualitative measure of such impact is still underdeveloped. Scholtz 
[2008] reported progress and challenges in evaluating tools for sensemaking with a list of 
metrics resulting from a workshop discussion for visual analysis environments. It is our 
plan to make use of some of these metrics in the evaluation of the widgets for the SNAC 
project. Meanwhile, the first three widgets that were initially developed for the maritime 
domain were created in a generic way and respecting SOA principles. They were well 
received by the maritime domain community and a more systematic evaluation will take 
place by the end of 2013. 

These four widgets each consider some of the visualization and visual analytics issues 
and challenges as exposed by Lecocq et al. [2011]. Nevertheless, some of the aspects are 
not yet covered and will be part of future research on the topic. 
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