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ognitive

on Layer

nications

Data  Information  Knowledge  Decision Making  Action
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Network Centric Network Centric 
OperationsOperations
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eoretical framework, the four tenets of network-centric operations
(Alberts & Garstka, 2004):

A robustly networked force improves information sharing and 
collaboration
Such sharing and collaboration enhance the quality of information 

and  shared situational awareness
This enhancement in turn enables further self-synchronizationThis enhancement, in turn, enables further self-synchronization

and improves the sustainability and speed of command
The combination dramatically increases mission effectiveness.

stability a necessity to advance theory.

hallenge: Objective and generalizable measures of Mission Commandhallenge: Objective and generalizable measures of Mission Command 
ectiveness
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Science of Mission CommandScience of Mission Command
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otivation:
Help advance a scientificHelp advance a scientific 
xperimental infrastructure 
ocusing on theory development, 

i t ti h th ixperimentation, hypothesis 
esting, data collection relevant to 
perations.1

Conduct  more rigorous research 
n impact of networking on 

Mission Command and human ss o Co a d a d u a
ognition.

t-brief recommendation, Working Group #4 (Analysis of Human Decision Making in 
k d E i t) MORS k h “J i t F k f M i C d dworked Environment), MORS workshop “Joint Framework for Measuring Command and 

rol Effectiveness”. JHU-APL Laurel MD, 23-26 Jan 2012
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Mission Command Experiment Mission Command Experiment 
(Scenario(Scenario--based)based)
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allenge:
ssion Command researchers need a means to automatically derive y
rformance metrics of effective collaboration and decision-making during  the 
nduct of network-enabled operations. 

nvergent three thrusts of laboratory experimentation:g y p

Technical
Hardware & 

Network 
A hit t

Data Capture 
& Knowledge 
M tArchitecture Management

Scenario
Experimental 

Design & Scenario 
DevelopmentScenario g

Control Development

Analysis Metric Data AnalysisAnalysis Framework Data Analysis
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Warfighter AssociateWarfighter Associate
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chnology Purpose/Goal:
The WA is an intelligent decision support tool for Mission 
Command that considers user's intent state of the world andCommand  that considers user s intent, state of the world, and 
domain specific knowledge to recommend a course of action.  

Uses are to: 
◦ Improve performance in Mission Command; 
◦ Evaluate performance in Mission Command through real time 
network based measures of team cognition and team 
effectivenesseffectiveness
◦ Apply as a training aid during debriefings in after-action reviews;
◦ Facilitate human system inter-operability

rlying Science:
putational  (graph-based) knowledge-based representation of Soldier 
specific information work flows coupled to battle-space monitoring.
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ArchitectureArchitecture
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Knowledge EngineeringKnowledge Engineering
ghter Associate able to respond to: •Airspace deconfliction
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ormal doctrinal operations
s in Contact (TIC)

onnel recovery/downed aircraft
EVAC and casualty evacuation (CASEVAC)
asses of improvised explosive device (IED) attacks

t fi

•High value targets
•Intelligence Surveillance Reconnaissance 
(ISR) asset management
•Unit boundary coordination
• Joint and coalition coordination

Mi fi ld

bserve-Orient Graph
attlespace Monitoring)

Decide-Act Graph
(Decision-Support)

ct fires
reats
arms fire

• Minefields
• Civilian demonstrations

attlespace Monitoring) (Decision-Support)
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MEDEVAC Example MEDEVAC Example 
(Sub(Sub--section of Decidesection of Decide--Act Graph)Act Graph)
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Tailored Decision Support Tailored Decision Support 
(Intelligence Officer S2 Recommendations)(Intelligence Officer S2 Recommendations)
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Data Analysis ToolsetData Analysis Toolset
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L
• Query Database

CLog 
Analyzer

• Metric: Task Completion Timing

• Summation of Activation of Knowledge

Knowledge 
Graph

Summation of Activation of Knowledge 
Graphs “Heat Map”

• Metric: Summarized Activity

Activation
Chart

• Timeline of Activation (single node)
• Metric: Cognitive Workload

Chart
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Data Analysis Toolset:Data Analysis Toolset:
Log Analyzer (Task Completion Timing)Log Analyzer (Task Completion Timing)
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Log Analyzer (Task Completion Timing)Log Analyzer (Task Completion Timing)
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Data Analysis Toolset:Data Analysis Toolset:
Knowledge Graph HeatKnowledge Graph Heat--map Summary of map Summary of 
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Activated WorkflowsActivated Workflows
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Data Analysis Toolset:Data Analysis Toolset:

Timeline of Node Activation Timeline of Node Activation (Cognitive Workload)(Cognitive Workload)
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( g )( g )
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Laboratory ExperimentLaboratory Experiment
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oldier-participants
Maneuver Officer (S3)
Intelligence Officer (S2)

Data Collection
Warfighter Associate Data
Communications (voice, 
h t )Fire Support Officer (FSO)

Common Operational PictureChatrooms

chatroom)
Human-Computer Interaction

Maneuver Intelligence Fires
This paper describes
a agent
technology for a 
Mission Command System (MCS) that
…
Okay
The WA dynamically 
updates the user MCS 
interface(s) and provides 
recommendations 
for courses of action (COAs) updates

This paper 
describes a unique 
and promising intelligent 

agent technology for a Mission 
Command System 
The WA dynamically updates the user 
MCS interface(s) and provides 
recommendations for courses of action 
(COAs), updates 

This paper describes a unique and 
promising intelligent agent technology for 
a Mission Command System (MCS) that 
Roger
operational 
environment to: 
Su The WA dynamically 

updates the user MCS interface(s) and 
provides 

This paper

HICON/JSOC Gorgas Net Sustainment
This paper describes a unique and

for courses of action (COAs), updates 
the current common operational picture 
(i.e. “battle intent and monitors the state 

of the operational environment

( ), p
the current common
“battle map”) 

for situational grid 0213 2093
Okay
Roger
Move predator over to 33JWL

burden associated
with
and searching 
vast amounts of information.  

Two 

interrelated knowledge graphs are

This paper
describes a 

unique and promising intelligent agent 
technology for a 
Mission Command 
System (MCS) that
Okay
Support 

cognition by
increasing situation understanding, 

collaboration, force

This paper describes

a unique and promising 
intelligent agent technology
for a Mission Command 

System (MCS) that
continuously monitors
the operational environment 

to: 
Support cognition by increasing situation 

understanding, collaboration, force 

This paper describes a unique and 
promising intelligent agent technology for 
a Mission 
Command System 
(MCS) that 

Roger
operational 
environment to: 
Support cognition by 
increasing situation understanding, 
collaboration, force synchronization, and 

aiding

(Screen #1) (Screen #2)
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Communication Timeline Communication Timeline 
ResultsResults
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Cognitive Workload MetricCognitive Workload Metric
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Cognitive Workload Metric
◦ Continuous Measure
◦ Real Time
◦ Unobtrusive
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Resource ManagementResource Management
of ISR Assetsof ISR Assets
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Resource Management:
Allocation of LimitedAllocation of Limited 

ISR Resources
(Intelligence Surveillance 

& Reconaissance)
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ConclusionsConclusions
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etrics:
Objective unobtrusive and real time metrics of Mission CommandObjective, unobtrusive, and real-time metrics of Mission Command 
erformance based on knowledge-based systems approach.

Cognitive Workload measure
Resource managementResource management

Data-to-decisions initiative 
Knowledge is inherently modifiable (knowledge engineering)
Can be used for field studiesCan be used for field studies

ecision-Support:ecision Support:
Training technology (decision-aiding & after-action review)
Support users in suboptimal conditions (fatigue, inexperience, 
egraded networks )egraded networks…)
Support joint and coalition operations
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BackupBackup
A Graphical View of KnowledgeA Graphical View of Knowledge
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Traversing Knowledge GraphsTraversing Knowledge Graphs
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