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Introduction

= For the Network Centric Warfare and Operations, the interoperability
between C4ISR & weapon systems is essential.

¥ Interoperability

— The ability of systems, units or forces to provide data, information,
material and services and to accept the same from other systems, units
or forces and to use the data, information, material and services so
exchanged to enable them to operate effectively together.

&« Especially, the timeliness and correctness of information exchange
IS needed as a key factor of interoperability.

— Information exchange capability of C4ISR & weapon systems has to be
validated.

— Tn analv7ao a Ja
1\U Al quyl_b CAII\U CA

developed and utilized .
e JCSS - DISA, NetCOS - EADS
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Introduction

= NetSPIN (Network Simulator & Planner for Interoperability)

— Tool that is able to conduct interoperability T&E by utilizing M&S of
battlefield networks using the OPNET, and by interlocking the external
real C4l & weapon systems

» timeliness and correctness of information exchange

Information Exchange Comm. Operations Network Equip. Network Operation Terrain &
Requirements Scenarios & Config. Info. Org. Info. Environment Info.
Military Users -1 g
Real battlereld

Interoperability T&E
Group

g

Requirement Planning
Group

Network Planning
& Operation Group
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Introduction

= Introduce the analysis method of information exchange capability for
battlefield networks using M&S techniques of the NetSPIN.

— Explain NetSPIN M&S techniques

— Analyze and evaluate the timeliness of messages for the specific
operation

* when the traffic of the SPIDER is increased due to introduction of new
systems such as an UAV in a corps and a VTC system in a division.
 the battlefield network is composed of simulated models of the SPIDER.

* equipments and organizations of the ATCIS are modeled and interconnected

on the SPIDER grid, and they communicate mutually to exchange simulated
traffics.

— Compute the end-to-end delay of operation messages and the
throughputs of links

» to assess affects for the existing battlefield network due to introduction of
new systems
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! Network modeling

| of the NetSPIN
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Network modeling of the NetSPIN

= QOverall model hierarchy of the NetSPIN
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Device modeling

¥ Device models of the ATCIS

Name Main functions

Terminal Functions as the terminal that generates traffics

(Multi-Function accessing Equipment ) Function to transform messages of SST into TCP /IP packets

Functions of the terminal as the commander’s laptop to access the

lermmal PPP ATCIS in the battalion under the direct control of the regiment

B DMC Function to serve PPP (Pomnt to Pomt Protocol) services in the
(Digital Modem Concentrator) battalion under the direct control of the regiment
(Data Link Processor) Function to transmit data between functional centers and units

Functions of the server for data requests between a functional room

ATCIS SERVER .
- and a unit

SST - - -
(Surveillance & striking System Terminal) Functions to generate, transmit, and receive traffics

Backbone switching hub Functions for L2 switching
Workgroup switching hub Functions for L2 switching
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Device modeling
¥ Device models of the SPIDER

Type Name Main functions
TTC-95K (Tactical Switch) . call processing
Circuit-based | PCU (Packet Communication Unit) - circuit switching
switch + flood search routing for searching the position
RSC (Remote Subscriber Concentrator) of subscribers
- resource management
P router | TDU (Trunk Distribution Unit) - IP routing function
- Integrated multiplexed trunk operation
_ RAU (Radio Access Unit) - circuit switching
Mobile - wireless accessing function
communication
device MST (Mobile Subscriber Terminal) - call processing and data communication function

- wireless accessing function

i TMR (Tactical Multich: 1 Radi . :
Wireless (Tactical Multichanne 10) - wireless relay function

transmission S— ) i ]
device RLI(Radio Link Interface) - wireless accessing function
DMT (Digital Multi-role Terminal) - call processing
_ - data communication function
Terminal

CNRI (Combat Net Radio Interface) ' Fall processipg _ _
- interconnection with a FM radio
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OPFAC and organization modeling

» OPFAC model

— simulates the set of S
communication devices aoperati
that are grouped
according to the
system type and the
military organization

« Qrganization model

— simulates a military
organization

— iIs the hierarchical
combination set of
OPFAC mOdeIS OPFAC model of

e include Subordinate a fire direction center
OPFAC models
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Traffic modeling

= NetSPIN uses several traffic models
— IER / thread / application / application demand / traffic flow models
» Modeling procedure of IER and traffic in overall simulation process

Collect IER & traffic Analyze the collected Select IER & traffic models
information information for a scenario
* Measure real traffics * Discriminate Tx/Rx devices * Select the modeling method
* Search NMS (Network * Analyze the traffic generation - level of available information
Management System) data pattern - necessity of modeling for
* Search IER information - amount of traffic generation detail procedures of
* Search test data - link load/flow applications
* Collect [ER & traffic amount of application usage - applicable sub-protocol
* Estimate information using the - discriminate applications for - necessity for multi-tier
statistical technique traffic generation modeling
- use habit for applications - necessity for analytical
- use time/period modeling
- traffic exchange
characteristics for applications
Simulation & Analyze its results «— Dispose IER & traffic models — IER & traffic modeling
* Select statistics items * Dispose traffic models between * Apply collected information to
* Perform the simulation Tx/Rx devices each model
* Analyze simulation results * Verify the disposition of traffic
models
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Scenario modeling and simulation

&= Scenario concept for the analysis of information exchange capability

— In the composition of our simulation scenario, a corps and subordinate
units of it such as a division, an operation brigade, a regiment, and a
battalion are disposed on the SPIDER network grid of a corps.

— Also, four types of traffics are exchanged in the simulated network
model.

Analysis traffics SPIDER grid in a corps and troop disposition

"""""""""""""""""""""""""""""""""

1. Simulated operation Traffic

(aperiodic, small, real time) ; ngfelrvauon
aftalion |

—————————————————————————————————————————————————————

2. Corps UAV Traffic
(aperiodic, large, near real-time)

3. VTC Traffic
(periodic, large, real time)

' | i | @ Operation !
4. Background Traffic ; ; | Gorps | uBPlgade

_____________________________________________________
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Scenario modeling and simulation

+= Simulated traffic flows for the analysis

Command post of an operation brigade
Operation center Computer Operation center ;
shelter Operat_lon
oy ‘
N, N\
\ .

~
N~ - Brigade Operation regiment
Command post of a corps communication command post
: s center f
Operation center = SPIDER ]
e Cor_ps _ /] 15t regiment
L= -— communications kLT Division Regiment I command post
"= (- center ’)- communications communications
R 4 center center 2nd regiment
\r command post
* - v \ ‘
- ‘-“ - =
. /7 ”’z““.-.-" .l \ 1 3 regiment
e ,f:-“"“ / ) command post
,A “‘ = \
mmand post of a division / * \
Operation centery, Computer Operation center g §  Observation
. shelter

== = == Simulated REesERE® Corps UAV, IERS & VTC| | == == VTC & IERs of the inner
operation traffics between a corps and a division parts of a division, Non- IERs
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Scenario modeling and simulation

%= Analysis traffic models

Types Description Size Modeling method
Traffic for simulated | The system in the division transfers - IER & Thread modeling
operation information to the system of the 600 bps - generation period: constant (1)
battalion under the corps. - generation size: constant
Traffic : d post of th R - IP traffic flow modeling
- main command post of the corps : : :
for UAV operation main command gost of the di?i]sic:n 400 Kbps - generat%onp.ermd: expone_ntlal
of the corps - generation size: exponential
, main command post .. :
betmeendthe of the corps — £ain 200 Kb - Application modeling
C}TII(;% a_n command post of ps - standard application: VTC
Traffics for VIO thedivision | the division - frame generation characteristics:
the inner main command post constant(0.2)
f the division — - Tx frame: exponential(7500)
parts of the | © 300 Kbps p :
division fﬁﬂﬁ;’?ﬂ of - Rx frame: exponential(7500)
IER between the corps and the
division P 80 Kbps - Application demand modeling
IER of the inner parts of the J0Kbps | - peneretion sve: exponeritial (100)
Background traffics | division P 5 + &P
- Application demand modeling
Other Non-IERs 1200 Kbps | - generation period: constant
- generation size: exponential (1500)
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Scenario modeling and simulation

# Analysis and consideration of simulation results

Thread End To End Delay -to-point throughput (bitsisec
== B MNon-introduction of new systems 3,500,000 — ( :
5. M Introduction of new systems
|
= 3,000,000 Y )
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2,500
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I %: ; {5
1 1 2 : %
i 500,000-
0s S W Mon-introduction of new systams
N . - — : = . M Introduction of new systems
Simulation time Simulation time
End-to-end delay of simulated operation Throughput of the link between the command
messages post and the communications center of a division
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Scenario modeling and simulation

# Analysis and consideration of simulation results
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Conclusions

= To analyze the information exchange capability between elements of
the battlefield considering real communication environment

— presented the modeling of military network of the NetSPIN

» |n the situation that traffics of the SPIDER have been increased due
to the introduction of new systems such as the UAV and the VTC
system

— the end-to-end delay of simulated operation messages and the
throughput of links have been analyzed

— the information exchange capability of existing communications network
has been evaluated according to the introduction of the new system

« By analyzing effects of communications network due to the
Introduction of new systems beforehand utilizing the NetSPIN

— causable problems were able to be forecasted in advance

o |\| fQDIl\I will ha 1icad affactivialyv nal\l-)inm tha infn
- CLlOUIl 1IN VVIII T UoT U Cllel.lVCly |a|yL|||y LIIT 1111V

exchange capability of the mllltary and planning the communications
network of it.
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