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Abstract

Future military Command Processes will be different from those in use today. The design of
future applications and infrastructures (to support a digitised environment) must not constrain
these processes and must allow them to be adaptable (both before deployment and during
operation) and to evolve in the longer term. The paper deas with a method of capturing and
representing the Command Process and of mapping the Command Processes to appropriate
solutions such that neither flexibility nor the emergence of novelty are constrained. The approach
has three inter-linked elements. a model of the command process (ie amodel of domain problem
ared); a model of the application and infrastructure architectures (ie a model of potential
solutions); and a methodology for mapping between the two. Overall, the paper will explain how
the methodol ogy works and show how it might be used.

1. Philosophy

Recent UK and US documents state the requirements for battlespace digitisation [1, 2] and lay
heavy emphasis on the role of information in winning future wars. However, information is only
one ingredient in the recipe for success. In our view success in war is about carrying out high-
tempo, coherent, decisive actions (faster than your opponent can react) resulting in "decision
dominance"* and through having “command agility”. Command Agility can be thought of as the
ability to be flexible and adaptable so that fleeting opportunities can be grasped. This is done by
the Commander issuing clear intent and then delegating the control authority to subordinates so
allowing them the scope to exercise initiative [3]. It aso means being innovative, creative and
unpredictable in a manner that (even if low-tempo) increases the confusion in the mind of the
opponent®. This process is “command led” meaning that human decision-making is primary and
that the role of technology is secondary.

How is this process to be supported in the 21% Century? Certainly not through the ill-considered
use of digitisation. Technology is an ingredient in the recipe of success, but deciding how and
where to use it appropriately needs thought. The starting point should be an understanding of the
Command Process, of the Operational Art used in warfighting and of the non-deterministic
nature of war. In addition, the opponent must not be forgotten. It is a truism that “He who looses
learns most” and Commanders, their Staffs and those involved in executing plans must, at times,

! sun Tzu, "The Art of War": 111 - Offensive Strategy (4) "Thus, what is of supreme importance in war is to attack the enemy's
strategy".

2 UKOPSDOC (JWP 0-10): Chapter 1, Sect 111, " Becauseit is a dynamic contest, conflict is uncertain and chaotic ... commander
must exploit chaos by foisting it on his opponent, yet bringing greater order to his own schemes than his opponent can”.



loose and must be exposed to novel and challenging opponents [4, 5]. Scenarios must vary from
“asymmetric warfare” (where opponents may be low-tech or offer a “future-shock” to friendly
forces) to all-out war and even entirely hypothetical situations which some might consider
unlikely. These experiences will root out complacency, predictability and vulnerabilities in the
people, their processes and their command support systems.

This paper proposes a model of the Command Process that takes account of these things. The
Model alows for the fact that, ssimultaneously, there are a large variety of forma and informal
processes being employed and that there is a need to support them. There are many types of
support that can be provided, indeed, many of the solutions to digitisation problems at the higher
levels of command are organisational - not technical - and hence the applications and
infrastructure architectures offered must take this into account. For example, Commanders at all
levels are decision-makers and each needs a visualisation of the battlespace which is relevant to
the decisions they have to make. Rather then trying to automate this process (or provide a
common operational picture) it is most appropriate to give decision-makers the tools to configure
their “decision desktop” to their own requirements.

This process of indicating the mapping between problems (supporting the parts of the Command
Process) and the appropriate solutions (applications and infrastructure) must be carried out in a
manner which does not produce predictable systems. Also, as a generd rule, it is best if
Command Processes ARE NOT embedded in the applications and infrastructure as this would
mean that novelty, flexibility and the ability to snatch the initiative will be reduced. The paper
indicates how the mappings mentioned above can be achieved.

2. The Command Process

The real Command Process is not deterministic and cannot be found as a flowchart, fixed
structure or engineering blueprint written in a book. Instead, it is a human-centred (command-
led) activity which is more likely to be characterised by employing probability, complexity or
chaos theory [6, 7, 8]. Indeed, an approach which tries to characterise the Command Process
using the language of Command is more likely to succeed than one which uses task-based or
system engineering style structures. There is considerable debate about this issue. Our view is
that inappropriate methods will generate inappropriate solutions [9]. The Command Process is
“fractally decomposable’ in that at amost every level of command the decision-makers use a
tool for thinking (called the Estimate Process) which is used to determine courses of action based
on the Commanders I ntent.

Hence we have adopted the DSTO Model [10] which describes the Command Process in terms
of the transformation of intent. The model (see Figure 1) recognises a set of activities involving
informal control (the transformation process) and another set involving forma control (the
process of dissemination / monitoring of command intent). We have adapted the DSTO Model
dightly to show the role of campaign visualisation and the importance of there being a shared
understanding among the command team. The Formal Control processes (which can be captured
in the form of a business process) are necessary to "publish orders and directives in a formal,
authorised manner" and to receive reports and authentication information. Traditionaly, IT
systems have been designed to support these formal processes. Yet informal processes (such as
brainstorming and course of action selection - not easily captured as business processes) are



where the (as yet largely unexploited) benefits for digitisation can aso be realised. The formal
processes are often carried out in a linear or sequential manner, whereas the informal processes
may involve a great deal of iteration and heuristics which may draw on creativity, intuition
(experience) and “flashes of inspiration”.
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Figure 1: The Command Model

Though the Command Model shows two main axes of demarcation (formal and informal) there
are others. Activities can be well-characterised or poorly-characterised; they may be stable over
time or variable; specific to a location or distributed / mobile or they may be associated with a
person or their functional role or may be entirely generic. When associated with specific military
Tasks these issues are known as the “Operational Drivers’.

For an activity to be well-characterised it has to be made up of a predictable sequence of parts
threaded together in a manner which can be identified and recorded. In a well-characterised
activity the people involved in the task will know what to do and will probably have been trained
to follow afairly clear set of procedures. However, in a poorly-characterised activity it will not
be possible to identify threads or procedures which make up the activity (though it may be
possible to identify certain repeating fragments). A poorly-characterised activity will change
from event to event and moment to moment and people carrying out the task will have devel oped
strategies to respond to these demands.

The DSTO Model aso identifies a number of levels at which different types of communication
(about the same factor) takes place. At the highest level are “Knowledge Bearers’ dealing with
legal, financial, conceptual, process and group issues etc. Next are “Information Bearers’ which
address capturing, storing, processing and retrieving information. Lastly there are “Data Bearers’



which carry out the transfer of electronic information as data streams. A key point revealed by
this Command Model is that issues at the Knowledge Bearer level can only be solved by
organisational changes [11] and, therefore, the use of technology is only appropriate at the
Information and Data Bearer levels.

The mapping of these Command Process characteristics (the Operational Drivers) to the styles of
decision-making (referred to above) and to the types of Command-Support Applications required
is dealt with below and is the main topic of the paper.

3. Styles of Decision Making

Human beings who are “experts’ make successful problems solving and decision-making look
easy. Being successful is about selecting a strategy appropriate to the situation. This may involve
any or al of the following: trial and error, menta mapping (manipulating an interna
representation of the world — ie internal trial and error), drawing upon knowledge acquired from
experience and training, “logical” analysis, insight / intuition / “hunches’ (naturalistic decision-
making). Different Commanders tend to favour different strategies based on their personality,
experiences, beliefs and the culture (whether political, sociological or military) of which they are
part. Hence, it is impossible to classify decision-makers other than to say that there are many
different styles and types. Nevertheless, most decision makers are considered to be logical and
rational despite the fact that it is well accepted [12, 13, 14, 15, 16] that effective military leaders
have “flair”, use an intuitive style and know the power of initiative. Thisisillustrated in Figure 2
which is drawn from a discussion on decision-making by Professor Derek Hitchins[17].
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Figure 2: Styles of Decision-Making (From Reference [17])

The analysis in Figure 2 shows that different decision-making approaches have their advantages.
The rational approach (on the right-hand side of the Figure) lays greater emphasis on following a
set decision process and tries to reduce risk by considering all the factors. This “brute-force’



approach to searching the problem space may be staled if relevant information in unavailable
and will be time-consuming and predictable. The intuitive approach (on the left-hand side of
Figure 2) is fast and incisive and can be triggered based on minimum information and is best
when time is at a premium. However, it isa“quick and dirty” search of the problem space which
has the potential for disaster.

Decision-makers will vary their strategy as a Situation unfolds. They may start to solving a
problem by using strategies which worked on similar problems in the past. Subsequently, they
may change to a rational approach or switch to a snap decision [18]. Hence it can be seen that
supporting the wide variety of Command Process characteristics and decision-making
approaches mentioned above is no trivial task. However, there is one factor which is constant
and that isthat any IT support provided must be able to deal with uncertainty!

4, Characterising the Solutions

The specification of IT support (so-called “Command-Support Applications’) to the Command
Process can be characterised as being either Process-Neutral (general purpose tools written with
no knowledge of the operationa process) or Process-Specific (where the operational process is
built into the IT Support tool). Somewhere between these two extremes lies a state where IT
Support is provided for well understood fragments of the overall process, termed Process
Fragments. The characteristics of these various types of solutions are discussed below.

4.1 Process-Neutral

Process-Neutral Applications are the easiest to deploy because they are common across many
tasks and rely upon the intelligence of the users to fit them into the process. They are commercial
off-the-shelf-based tools (COTYS) that require little customisation (excluding the problems of
security) precisely because they are Process-Neutral. These applications are typically used where
the environment is highly dynamic and requires close, flexible, collaboration between many
people (especidly if they are physicaly separated) with a need for a shared context and
understanding of objectives (especialy if the information is changing rapidly or is physically
distributed.

4.2  Process-Specific

If a process is well defined and stable (i.e. its detailed process flow is unlikely to change over
time and the details of the process are aways followed the same way) it is a strong candidate for
automation support by a Process-Specific Application. These applications are tailored
specifically to the needs of a particular process. This mixing of the process into the application
structure gives the benefit of a well automated and closely matched tool at the expense of
constraining the users ability to change the process. A Process-Specific Application may be built
by (or on behalf of) a decision-maker by aggregating Process-Neutral elements together in such a
manner that they appear to be a single bespoke application.



4.3 Process Fragments

If a process has well defined parts to it (process fragments) but the way these parts are invoked is
required to be completely flexible, then Task-Customised Support Applications may be the best
approach to providing support to the process. These applications concentrate on supporting the
process fragments that are stable and well understood within a larger process that is not (and the
inverse - supporting the process fragments that are unstable and not well understood within a
larger process which is). Process fragments can be automated without the whole processes being
fixed.

44  Applications and Infrastructure

One further aspect of the solution must be considered. What is the relationship between the so-
called “Command Support Applications’, the decision-makers (users) and the supporting
infrastructure? A Technical Reference Model (Figure 3) has been devised which shows this
relationship.
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Figure 3: Technical Reference Model



This Model shows that the decision-maker (user), the Command Process and the Support
Applications are closely bound together (aligned). This “entity” is separate to the infrastructure.
The infrastructure provides a service — information provision — which exploits a trader-broker
architecture (outside the scope of the paper) to make information available when and where it is
required. This Technical Reference Model supports the Command Model described above as it
would alow decision-makers (who know what information they need to have to solve their
problems and how they want it displayed) to carry with them their own self-customised
Command-Support Application and plug it into the infrastructure as required.

5. Optimising the Solutionsto Process and Style

The Operational Drivers mentioned at the start of the paper identified that the Command Process
can be categorised as being either well or poorly characterised. Similarly, the Technical
Reference Model has stated that software components can either be grouped in a bespoke
manner, for well characterised processes, or Task-Customised when poorly characterised. By
making a mapping between Process Characterisation and IT Support characteristics, it is possible
to make some statements about the type of compatible Command-Support Applications which
would be required. The mapping is shown in Figure 4 below.
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Figure 4: Mapping of Military Processto IT Support

The outcome of mapping Military Processesto IT Support in this way results in the identification
of three ‘domains’ where IT Support is applicable and two ‘domains’ where it is not.



General Purpose Tools. Where the Command Process is poorly characterised and / or
informal then the best that IT Support can provide will be general purpose tools like white-
boarding and word processors and generic visualisation tools,

Bespoke. Where the Command Process is well characterised and there is a requirement for a
high level of formality (non-repudiation of message receipt etc) then bespoke IT Support
systems may be employed that mirror the Military Process. In this area care must be taken
not to compromise Flexibility of Command by keeping too rigidly to a single process,

Task-Customised. Where fragments of the Command Process can be characterised then IT
Support can provide specific tools for those fragments. These tools will not be ‘linked’ by an
understood Military Process but will be invoked by the user when required. 1T Support in
this category covers analytical tools and specific database query tools,

Inappropriate for Tool Support. Where the Command Process is poorly characterised and /
or is amost unique to each decision-maker (for example in creating each decision-maker’s
Situation awareness) it is inappropriate to attempt to build a bespoke IT Support system.
Similarly, where the Military Process requires very formalised procedures it is inefficient to
provide generalised IT Support.

This approach is designed cope with uncertainty and to enable the optimum and appropriate
Command-Support Applications to be acquired in the light of the Operational Drivers described
in above. Thisis counter to most “cybernetic” approaches [19, 20] to Command Support Systems
which attempt to digitise the whole process, reducing command agility and compromising
decision dominance. It is a fundamental principle of the Model described in this paper that there
are certain situations where the use of computer-based IT is not appropriate and would actually
be damaging to the Command Process.

6. Future Developments

In the continuing debate about how to model command and control there is still much to discuss.
However, we maintain that there needs to be greater acceptance of the view that the Command
Process is not deterministic and cannot be analysed using a “traditional” reductionist approach. A
Command and Control system is not like a central heating system and must be analysed using the
appropriate tools. Those tools are still under construction but it is clear that they must be made
from components which can deal with complexity, emergence, non-linearity and uncertainty as
well as coping with entirely novel forms of warfare [21].

To redlise the potentials and achieve Command Agility there are there main issues to consider
which areillustrated in Figure 5. Firstly, it is necessary to have a clear vision or concept of what
is trying to be achieved. It may be possible to make some progress by a clever use of existing
capabilities. Next, as has been indicated above, it is important to select, research and develop
appropriate technology to support the concept. In doing this (for example in mapping Command
Support Applications to the process) further work needs to be done to characterise the styles of
decison-making which humans use and in understanding how to provide users with an



appropriate set of tools from which they can select the ones they want to use. Where possibleit is
important not to embed the process in the application as this reduces flexibility and agility.
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Figure 5: Realising the Potential

Finally, even with these problems solved it is still essential to demonstrate the ability to exploit
these capabilities by exercising and training so that Commanders and their staffs can evolve and
experiment with and adapt their processes through facing a variety of ruthless, agile opponents.
This means providing synthetic environments which alow this agility and investigation of
novelty. This is not possible with current synthetic environments as current processes and
procedures have been embedded in the software [22, 23].

Lastly, in procuring systems for Command Agility there will need to be a different approach to
specifying functionality, security, assurance and accountability. To reflect the Command Model
there will be different styles of specification for the different types of solutions. A Process-
Neutral Application can neither be specified nor evaluated in the same way as a Process-Specific
one. Developing “viewpoints’ relevant to the Command-Support Application or Infrastructure
under examination will be essential as will being able to reconcile that an item being procured is,
simultaneously, not fully testable without the system it supports nor fully testable with it.

7. Conclusions

This Model (and its associated view of issues such as the need for Command Agility and
Decision Dominance) has recently been used in the UK and has been well accepted by the
military community as a useful way to think about the Command Process. The Model sees the
Commanders (at each level) as human agents interacting directly among themselves and, where
appropriate, (using their own self-customised “user-interface” Command-Support Applications
connected to a software-agent enabled architecture) via the infrastructure described above. The
Model is a starting point for thinking about the future as it neither pre-supposes any individual
Command Process nor is it specific to any particular technology. Nevertheless, it is redlistic



about the kind of dynamic and uncertain environment in which Command-Support Applications
and their related infrastructures must operate in the future.
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