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Abstract

The post 9/11 new security paradigm requires military forces to be prepared with robust
capabilities to support the response to terrorist attacks against people and critical
infrastructures. This paper describes a new R&D program, called MUSKETEER, that will
develop decision support and knowledge exploitation tools and demonstrate how these tool
sets can significantly improve the military forces ability to respond to terrorist attacks.
MUSKETEER will create a collaborative workspace aiding military experts to work together
effectively (and also aiding the military forces to coordinate with federal government
departments and agencies, other civil authorities at all levels, and international allies when
required) in order to integrate perspectives to better interpret the situation and the problem,
identify candidate actions, formulate evaluation criteria, decide on what to do, and
synchronize a diverse set of plans and actions. The paper discusses asymmetric threat and
terrorism, outlines the perspective and responsihbilities of the Department of National Defence
(DND) regarding these important issues, considers the need for decision support and
knowledge exploitation systems, and describes the main aspects of the MUSKETEER
program, including the well-structured devel opment process that has been identified to build
the appropriate decision support system.

1. Introduction

We live in an increasingly interconnected, complex and often dangerous world. The increase
in terrorist acts and the threat of rapid, globalized spread of infectious disease al challenge
our society and the sense of security that is so critical to our quality of life [PCO, 2004].
Clearly, the events of September 11, 2001 moved the issues of anti- and counter-terrorism,
national/public security, and collective emergency response (both crisis and consequence
management) to the fore of concerns of many nations. The post 9/11 new security paradigm
requires military forces to be prepared with robust capabilities to support the response to
terrorist attacks against people and critical infrastructures.

Given the nature of the threats, often labelled “asymmetric” in the military domain, the
military forces must strive to reduce the time they needs to identify any such threats to
operations, personnel, systems and facilities, and effect the appropriate response to counter
them. In some cases, they must prepare themselves to respond to requests for assistance from



civil authorities. Military organizations must develop a greater ability to protect units,
formations and installations against non-conventiona attacks, e.g., chemical, biological,
radiological and nuclear (CBRN) attacks.

This paper describes a new R&D program caled MUSKETEER (Multi-Environment
Decision Support and Knowledge Exploitation in Terrorist Emergency Responses) that has
recently been undertaken at Defence R&D Canada — Valcartier (DRDC Vacartier).
MUSKETEER will identify, refine, develop and integrate decision support and knowledge
exploitation tools and demonstrate how these tool sets can significantly improve the military
forces ability to respond to terrorist attacks. The paper first discusses the nature of
asymmetric threat and terrorism, providing a few definitions along the way. It also outlines
some elements of the perspective of the Department of National Defence (DND) regarding
these important issues, and the responsibilities of the DND related to this domain. Section 4
talks about the need for computer-based systems to support decision-making and also
discusses decision quality with respect to the availability of critical information. The main
aspects of the MUSKETEER program are presented in Section 5, while Section 6 describes
the well-structured devel opment process adopted and followed in MUSKETEER to build the
appropriate decision support system.

2. Asymmetric Threat and Terrorism

The world is a dangerous place, even if the relative safety of life in Canada sometimes
obscures just how dangerous it is [PCO, 2004]. As recent events have highlighted, thereis a
wide range of threats facing Canada, from pandemics to terrorism. These threats, often
labelled “asymmetric” in the military domain, can have a serious impact on the safety of
Canadians and on the effective functioning of our society. Defence Planning Guidance
(DPG) 2000 initiated an ambitious programme of strategic transformation within the
Department [DND, 1999]. DPG 2000 sets out a number of change objectives, including
Change Objective Three (CO3), Modernize, that identifies five inter-related goals associated
with modernizing the Canadian Forces (CF). One of these goals, Goal Three, pertains to
asymmetric threats: Develop new task-tailored capabilities to deal with asymmetric threats
and weapons of mass destruction.

DPG 2000 assigned the Deputy Chief of the Defence Staff (DCDS) responsibility for the
development of Goal Three and directed the DCDS to determine the capabilities and force
structure required to meet future asymmetric threats and to substantiate the resources needed
to provide the required capabilities. In this context, [Ajilon, 2001] examined the full range of
asymmetric threats and Weapons of Mass Destruction (WMDs) to determine the types of
military response required to support Canadian security and interests. The four phases of the
study were: scope definition, roles and responsibilities definition, determine capability
requirements, prepare force development plan for asymmetric threats.



2.1 Defining Asymmetry

Asymmetric threats or techniques describe weapons and tactics that opponents could use to
foil or circumvent the technological superiority of Western nations. They can include the use
of surprise, and the use of weapons and tactics in ways that are unplanned or unexpected. An
asymmetric attack avoids strength and exploits vulnerabilities and could include the prospect
of an opponent designing a strategy that fundamentally alters the battlespace on which a
conflict is fought. Opponents could, for example, choose to operate in environments, such as
large cities or towns, that degrade the capacity of their enemy to find and attack militarily
significant targets. Tactics could include conducting acts of aggression that purposely blur
boundaries between actions considered crimes and those viewed as warfare. The aspect of
opponents conducting asymmetric operations outside of the accepted norms of warfare and
the law of armed conflict poses a moral dilemma to Western nations bound by these
restrictions.

For the purposes of the study reported in [Ajilon, 2001]: “The asymmetric threat is a term
used to describe attempts to circumvent or undermine an opponent’s strengths while
exploiting his weaknesses, using methods that differ significantly from the opponent’s usual
mode of operations.” Defence Planning Guide (DPG) 2000 defined three broad approaches
that potential opponents might employ to gain an asymmetric advantage: use of WMDs, use
of cyber warfare, or choosing to fight only in complex terrain. For the purposes of the
[Ajilon, 2001] study, the three broad approaches that may be used by opponents have been
amended to Information Operations (10), WMDs, and Non-Conventional Operations (NCO).
The impact of an asymmetric attack could be enhanced significantly and synergy created by
combining various asymmetric threats in a co-ordinated fashion.

Asymmetry can be manifested in the ends to be achieved, or the ways and means of
achieving them. Asymmetric attacks can have a strategic impact, especialy in the
psychological plane, and may include exploiting the fears and beliefs of the civilian
population to weaken support for the democratic process, to undermine the government and
its national security forces or, in alliances and coalitions, to compromise the cohesion of the
partners. Methods could include information system attacks, exploiting sensitivity to
casualties, misinformation, psychologica operations, the use of Weapons of Mass
Destruction, disrupting complex economies, civil disobedience and terrorism. At the
operational and tactical levels, opponents may interdict lines of communications, attempt to
maximize casualties to erode resolve, fight in complex terrain such as cities, or take hostages.

The potential for asymmetric attacks on deployed operations or on citizens, property or
territory will increase the demand for flexible and unconventional Canadian Forces (CF)
contributions to the security of deployed forces, peace support missions, and Canadian
interests, and also for improved intelligence capability.



2.2 Terrorism

Terrorism is an important aspect of asymmetric threats having significant potential to affect
people security. It can be defined as the calculated use of violence or the threat of violence to
incul cate fear, intended to coerce or intimidate governments or societies in pursuit of goals
that are generaly political, religious or ideological (US DoD Joint Pub 1-02) [Ajilon, 2001].
[DHS, 2004] states that, under the Homeland Security Act of 2002, terrorism is defined as an
activity that involves an act dangerous to human life or potentialy destructive of critical
infrastructure or key resources and is a violation of the criminal laws of the United States or
of any State or other subdivision of the United States in which it occurs and is intended to
intimidate or coerce the civilian population or influence a government or affect the conduct
of agovernment by mass destruction, assassination, or kidnapping.

Terrorism may be motivated by a variety of causes that can be intermingled [PCO, 2004]:
religious extremism, violent secessionist movements, state-sponsored terrorism, and
domestic extremism. Anti-terrorism can be defined as defensive measures used to reduce the
vulnerability of individuals and property to terrorism (attacks on populations, territory,
infrastructure, and information and communications systems), while counter-terrorism can be
defined as offensive measures taken to track down, prevent, deter, interdict and respond to
terrorists activities.

2.3 Asymmetric Threat | mpact and Security Challenge

All of these threats pose areal security challenge for Canada [PCO, 2004]. Often, they do not
exist in isolation from one another. For example, the proliferation of WMDs is a problem in
itself, but when terrorism is involved, the threat increases dramatically. The danger of
pandemicsis amplified if groups seek to spread disease deliberately.

DPG 2000 contains a scenario-based capability planning process that enables the analysis of
future requirements. Although the DND scenario framework is still in development, the work
achieved to date was used to review and rate the likelihood of, and the circumstances under
which, an asymmetric threat could develop. The Defence Planning Guidance outlines eleven
scenarios which span the spectrum of conflict and operations envisioned for the CF. The CF
intent is for the scenarios to continuously evolve, thus ensuring that they reflect the latest
strategic environment and Canada's defence perspectives. An initial review of the eleven
scenarios indicated that seven offered possibilities for asymmetric threats that could be
manifested on Canadian territory or against CF units deployed abroad [Ajilon, 2001].

3. Some Responsibilities of the Department of National Defence

The asymmetric threat study [Ajilon, 2001] examined existing and potential future
responsibilities and roles, both international and domestic, for the DND to deal with the
asymmetric threat. The currently accepted DND responsibilities were determined by
examining the various acts, orders-in-council and government policy directives that apply to
DND and the responsibilities of other federal government departments and the provinces.



The responsibilities outlined below are unlikely to change significantly in the foreseeable
future [Ajilon, 2001]. These responsibilities are mandated by federal law and long-term
government policies, are deeply engrained in our federal democratic system of government
and its civil-military relationship, and have existed for some time.

3.1 International Responsibilities

DND may be required to provide military response to direct and indirect
threats to Canadian interests, and will deal with threats to DND operations, including the
provison of force protection measures during collective defence and peace support
operations. The Department of Foreign Affairs and International Trade (DFAIT) will retain
primary responsibility for the security of Canadian citizens and interests abroad and, when
requested by DFAIT, DND will provide armed or unarmed assistance for the protection and
evacuation of Canadians from areas threatened by imminent conflict.

3.2 Domestic Responsibilities

Domestically, the provinces and other federal government departments and agencies have the
responsibility for preventing, deterring, crisis managing and consequence managing an
asymmetric attack on Canada. If called upon, DND will need to respond to requests for
assistance from these organizations and will function in a supporting role. Regardless of
which government department has the lead, the inherent flexibility of military units makes
DND a potential source of assistance in all domestic emergencies and civil disturbances.
However, the DND response is bound by legal considerations. Typically, DND is the
Canadian government’s instrument of last resort. This being said, DND may be required to
respond to a domestic attack designed to delay or hinder the deployment of Canadian forces
overseas. The following broad government responsibilities assist in defining current and
future DND domestic roles[Ajilon, 2001].

DND will be required to provide military response to direct and indirect threats to Canadian
sovereignty. It will deal with threats to DND assets, installations and operations and will
provide communications security support to all government departments. The Solicitor
Genera will retain primary responsibility for terrorist incidents in Canada and DND will
provide armed or unarmed assistance when requested. Provincial and territorial governments
are responsible for law enforcement and public safety within their jurisdiction, and DND will
be required to respond to requests from the provinces for Aid of the Civil Power to assist law
enforcement agencies during riots or disturbances of the peace. Other federal government
departments (OGD) and the provinces retain responsibility for domestic economic threats
and for broader health and criminal issues, and DND will provide armed or unarmed
assistance when requested. In many cases this assistance will be discretionary. The provinces
and territories have the primary responsibility for emergency preparedness and consequence
management during a domestic emergency, and the Minister responsible for emergency
preparedness will be required to coordinate federal assistance.



DND is responsible for maintaining an immediate response capability to any terrorist
incident in Canada in support of the civil authorities and, in each Land Force Area, a unit to
provide an early, planned response to an internal security emergency. DND responsibilities
include: operation of the National Defence Command Centre (NDCC), co-operation with the
national intelligence community to maintain threat assessments, development of mutually
agreed operational procedures with police services, provision of armed assistance in the
resolution of aterrorist incident in support of the Royal Canadian Mounted Police (RCMP),
provision of nuclear, biological and chemical technical assistance and response capability,
including determination and the measures necessary to isolate, contain, assess and dispose of
NBC hazards and assisting with the decontamination of persons and property.

4. Decision Support Systems

Operational trends in warfare and the collective response to large-scale terrorist emergency
events put the command and control (C2) process under pressure. The technologica
evolution constantly increases the scope of the operational theatre and the tempo of the
response. Moreover, a huge load of uncertain data and information is generated about the
environment. Clearly, all these data and information may exceed the human information
processing capabilities. Yet, the military community typically maintains that the dominant
requirement to counter the threat and ensure the survivability of people, or of a critical
infrastructure, isthe ability to perform the C2 activities quicker and better than the adversary.
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Figure 1. A generic decision support and knowledge exploitation system

Information technology support is thus typically required to cope with the human limitations
in such complex environments. This emphasizes the need for real-time, computer-based
Decision Support Systems (DSSs) to bridge the gap between the cognitive demands inherent
to the accomplishment of the C2 process and the human limitations. A DSS is a
computerized system that is intended to interact with and complement a human decision
maker [Elm, Potter, Gualtieri, Roth, Easter, 2002]. Whatever the nature of the DSS, the
objective isto develop DSS features that intuitively fit the perceptual and cognitive processes
of the human user. The ideal DSS is one that provides the information needed by the human



decision maker as opposed to raw data, can be controlled effortlessly by the human,
complements the cognitive power of the human mind, and supports a wide variety of
problem solving strategies. Effective DSSs are the ones that “make the problem transparent
to the user”. Figure 1 shows a generic decision support and knowledge exploitation system.
On the right-hand side are the capabilities supporting the C2 activities per se. On the left-
hand side are the necessary ancillary capabilities. All these heterogeneous capabilities are
glued together through the core system architecture.

4.1 All Information? The Right Information?

In her model, [Endsley, 1995] presents Situation Awareness (SAW) as a stage separate from
Decision Making (DM) and action. SAW is described as the decision maker's internal model
of the state of the environment. Based on that representation, the decision maker can decide
what to do about the situation and carry out any necessary actions. There is thus a strong link
between SAW and the decision making processes. SAW is represented as the main precursor
to decision making, and is the key factor determining decision quality. Enhancing SAW
improves the probability of selecting the appropriate course of actions in most of the
situations. Consequently, SAW is considered essential for commanders to conduct DM
activities, and the improvement of the human DM process can be seen as highly related to the

enhancement of SAW.
Information Fusion

Knowledge M anagement
A / Advanced Visualization
Single Workstation
Contextual Portfolios

>
= : Task Oriented Services
>
& | Etc.
<
o |
0 |
® | Cognitive
e I Overload
I
I
No The Right Information All Information Information
Information At the Right Place Everywhere
At theRight Time At All Time

System Integration and
I nteroper ability | ssues
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In the same line of thoughts, SAW quality can be related to the amount of information
available to an individual. Clearly, circumstances where no information is available should
result in poor SAW, leading with high probability to very low decision quality. In such a
case, a natura reaction would be to provide mechanisms to increase the amount of
information available to the decision makers in order to improve SAW quality. One could
even clam that a good approach to reach optimal SAW and DM would be to provide as
much information as possible. However, this does not necessarily represent the best solution,
as more information does not automatically mean better SAW to ensure a better human



performance. First, all this information may exceed the human information processing
capabilities, leading to cognitive overload. Second, it is not al of the data and information
available in the environment that is relevant and useful for reaching an optimal decision. In
fact, in some situations, most of the data can be seen as distracters and noise for the decision
maker, and may thus reduce his/her level of SAW. The decision maker must detect and use
only a specific fraction of this information to enhance hisher SAW and DM processes. Such
considerations lead to the concept of "the right information, at the right place, at the right
time", as opposed to "al information, everywhere, at al time". Thisisillustrated in Fig. 2.

Clearly however, research and technological advancements toward providing "al
information, everywhere, at all time" are necessary, as such progresses ensure that "the right
information, at the right place, at the right time" will actually be available to the decision-
makers. Figure 3 presents a different perspective of a generic DSS that takes into account
these issues. In Fig. 3, the support capabilities of Fig. 1 are represented as a set of
independent system tools and services supporting situation analysis, decision making,
knowledge exploitation, etc. Part of the necessary interactions between these tools/servicesis
enabled by the system integration and interoperability layer. However, the system also
requires the appropriate mechanisms, based on technological enablers such as information
fusion and knowledge management, to provide "the right information, to the right person, at

the right time.
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Figure 3. Exploiting information sources and tools/services
5 MUSKETEER

A new R&D program, called MUSKETEER (Multi-Environment Decision Support and
Knowledge Exploitation in Terrorist Emergency Responses), has recently been undertaken at
Defence R&D Canada — Vacartier (DRDC Valcartier). MUSKETEER will identify, refine,
develop and integrate decision support and knowledge exploitation tools and demonstrate
how these tool sets can improve the military forces ability to respond to terrorist attacks.

Exploiting distributed collaboration technologies, MUSKETEER will create a collaborative
workspace aiding military experts to work together effectively (and also aiding the military



forces to coordinate with federal government departments and agencies, civil authorities and
international allies when required) in order to integrate perspectives to better interpret the
situation and the problem, identify candidate actions, formulate evaluation criteria, decide on
what to do, and synchronize a diverse set of plans and actions. DRDC Valcartier will build a
computer-based system to support the creation, maintenance and sharing of situationa
awareness (i.e., a common operational picture), and to assist joint problem solving and
decision making at multiple echelons from responders through commanders, and through a
set of disparate agencies at different locations. This will require taking advantage of cutting
edge ontology-based knowledge management technologies to provide tools to capture and
exploit lessons learned, to make inferences that turn data and assumptions into information,
and for data/information classification, categorization, clustering, search, etc.

Current work on contextualized user-centric task-oriented knowledge services (based on web
services and portal technologies), and on innovative visualisation and human-computer
interaction devices, will be leveraged. A compliant architecture will be developed, along with
information management concepts and sufficient mechanisms for military forces to
effectively interoperate with information system technology (across a wide range of disparate
hardware/software systems) between the land/air/sealjoint environments, and also with other
government departments, civil authorities at all levels and international allies. Many critical
issues, such as common data and service access, information exchange/sharing, data formats,
system and data security, privacy and confidentiality and authentication, will be addressed.

6. Approach and Development Process

To build the appropriate DSS, a well-structured development process needs to be adopted
and followed. Figure 4 illustrates such a development process. Many aspects of this process
are discussed in [Breton, Paradis, Roy, 2002]. An important challenge is to develop a DSS
that, on one hand, takes advantage of al the technological opportunities but, on the other
hand, is totally compatible with the way the human executes the tasks to be supported. The
development of decision support systems thus includes the participation of experts from the
application domain, i.e., the Subject Matter Experts (SMES) in Fig. 4, system designers and
human factor specialists to ensure the cognitive fit between the DSS and the decision-makers,
in order to maximize decision-making effectiveness.

The DSS development process begins with the identification of SMEs (mostly decision-
makers) from the operational community. Then, it proceeds with the capture and
understanding of the requirements of the particular application domain of interest. Thisis a
fundamental step, as the application domain characteristics will define the fundamental
skeleton of the DSS and ultimately the form of the DSS knowledge model communicated to
the human practitioner controlling the domain. This step can be initiated through reading
appropriate documentation of the domain, through an analysis of documented lessons
learned, and through an active participation in training courses and/or
exercises/demonstrations with end users. However, a serious DSS devel opment process must
include formal interview of SMEs, following cognitive engineering methods. This step



includes the use of current cognitive theories and models to interpret and understand the
impact of the results and findings from a human factor perspective.
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Figure 4. DSS development process

The analyses above lead to the identification of user needs, problems and deficiencies in the
form of explicit system/software requirements. Then, technological solutions are identified to
address the requirements, taking into account findings of research and technology watch
activities, leading to system development activities. A serious system devel opment process, if
the project timeframe and appropriate resources permit, should follow formal software
engineering methodologies. Testing procedures and demonstrations/experimentations are
required to validate the technological solutions from the human performance and operational
perspectives. Transparency must be one characteristic of the development process. With
testing/demonstration/experimentation results presented as a feedback, the SMEs can
understand the link between their requirements and the solutions provided at the end of the
development process to answer these requirements. Moreover, discussions around these
results may lead to the identification of other problems experienced by the SMEs, or
potential problems created by the new DSS. On one hand, being more involved into the
development process through the feedback process allows the SMEs to develop a better
understanding about the way the DSS is built, which can result in a better acceptation and a
higher level of confidence about the DSS. On the other hand, having more contacts with the
SMEs helps the team members to be more aware of the SME reality, which can lead to the
development of a more appropriate DSS.

6.1 Cognitive Engineering

To efficiently support humans in their situation analysis and decision-making processes, the
technology has to be designed to provide only the critical information required for these



processes, i.e., the data and information that enhance the decision maker's SAW, which in
turn increases the probability of an efficient DM process [Roy, Breton, Paradis, 2001]. From
a DSS design perspective, the identification of the critical information can be done through
the application of cognitive theories and cognitive system engineering (CSE) techniques.
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Figure 5. Applied Cognitive Work Analysis (ACWA)

Cognitive Task Analysis (CTA) and Cognitive Work Analysis (CWA) are both often put
forward as techniques that can provide, via interviews with SMEs, the set of critical
information that must be made available to reach optimal decisions. Unfortunately, these
approaches are well suited to deal with decision support issues but are in practice very
expensive to conduct, time consuming and more importantly, generally inefficient from a
design process perspective. With the latter limitations in mind, a pragmatic CSE approach,
known as the Applied Cognitive Work Analysis (ACWA), has been developed to bridge, in a
structured, efficient and converging way, the gap between cognitive analysis and design
[Paradis, Breton, Bosse, EIm, Potter, 2002]. This ACWA modeling method is a pragmatic
adaptation of the CWA method in order to cope with the limitations related to applying
CWA. As aresult, the cost to conduct CSE analyses using the ACWA approach is reduced
and the analysis-design efficiency is significantly improved, therefore making easier the
identification of decision-aiding concepts suited to provide effective decision support. Figure
5 provides a visua depiction of the sequence of methodological steps and their associated
output artefacts, as well as an indication that the process is typically repeated in several



expanding spirals, each resulting in an improved DSS. [Elm, Potter, Gualtieri, Roth, Easter,
2002] describes each step of this approach in detail.

6.2 Software Engineering

Developing a computer-based decision support system ultimately has to do with developing
software. Hence, as for any large-scale software system, the development of a large-scale
DSS should follow an appropriate software development methodology for the creation and
management of the required software. This section briefly discusses two such methodologies
often put forward by the software devel opment communities.

6.2.1 [SO/IEC 12207 International Standard

As discussed in [IEEE, 1998-A], software is an integral part of information technology and
conventional systems, such as transportation, military, medical care, and finance. Over many
years, there's been a proliferation of standards, procedures, methods, tools, and environments
for developing and managing software. This proliferation has created difficulties in software
management and engineering, especialy in integrating products and services. The software
discipline needed to migrate from this proliferation to a common framework that could be
used by software practitioners to "speak the same language” to create and manage software.
The ISO/IEC 12207 international standard, published by the International Organization for
Standardization (1SO) and the International Electrotechnical Commission (IEC), provides
such a common framework for software life cycle processes, with well-defined terminology,
that can be referenced by the software industry.

The processes in ISO/IEC 12207 form a comprehensive set. An organization, depending on
its purpose, can select an appropriate subset to fulfill that purpose. The standard is, therefore,
designed to be tailored for an individual organization, project, or application. The tailoring
process has to do with the deletion of non-applicable processes, activities, and tasks. The
standard is also designed to be used when software is a stand-alone entity, or an embedded or
integral part of the total system.

6.2.2 Rational Unified Process (RUP)

The Rational Unified Process (RUP) is a software engineering process [Rational, 1998]. It
provides a disciplined approach to assigning tasks and responsibilities within a devel opment
organization. Its goal is to ensure the production of high-quality software that meets the
needs of its end-users, within a predictable schedule and budget. It captures many of the best
practices in modern software development in a form that is suitable for a wide range of
projects and organi zations.

The RUP activities create and maintain models. Rather than focusing on the production of
large amount of paper documents, the unified process emphasizes the development and
maintenance of models—semantically rich representations of the software system under
development. RUP is supported by tools, which automate large parts of the process. These



tools are used to create and maintain the various artefacts—models in particular—of the
software engineering process. visual modeling, programming, testing, etc. The unified
process is a configurable process that fits small development teams as well as large
development organizations, and is founded on a simple and clear process architecture that
provides commonality across a family of processes. Yet, it can be varied to accommodate
different situations. Details of the Rational Unified Process can be found in [Rational, 1998]
or in [Kruchten, 2000].

6.3 Combining Cognitive and Software Engineering Methodologies

Figure 6 illustrates the approach proposed to develop highly effective decision support
systems, based on combining cognitive and software engineering methodologies into an
integrated approach.
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As previously mentioned, the development of alarge-scale DSS should follow an appropriate
software engineering methodology for the creation and management of the required software.
We propose to use an appropriate mix of two methodologies often put forward by important
software development teams, i.e., ISO/IEC 12207 and the Rational Unified Process. These
methodologies will be adapted and tailored to create an hybrid approach that will meet the
needs and scope of the DSS development process. Clearly, using ISO/IEC 12207, RUP, or a
clever combination of both methodologies would provide good results for most software
development projects. However, this is not sufficient for the development of an effective
decision support system. Hence, we propose to combine the software engineering
methodology with a cognitive engineering methodology. In this regard, Applied Cognitive
Work Analysis seems to be an appropriate candidate. Figure 7 shows the relationships
between the various devel opment activities put forward by these three methodol ogies.

6.4 Capturing and Documenting the DSS Requirements

Figure 8 shows how the three methodologies will be combined and used to derive the
requirements for the MUSKETEER project.
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Figure 8. DSS requirements identification

The proposed approach for the identification of the DSS requirements includes the modeling
of the application domain from a cognitive, decision-making perspective (i.e., the capture,
grasp and documentation of the goals, analysis processes, critical decisions and
corresponding information requirements). Combined with formal business modeling



activities, this approach will examine and help sort out the decision-support challenges,
leading to the identification and definition of proper support capabilities, and their
documentation expressed as system and software requirements.

Based on the results of the ACWA and business modeling activities, and working with the
SMEs from the operationa community, a Concept of Operations (CONOPS) will be
developed to describe, in users terminology, how the system should operate to meet the
users needs for the system. The concept of operations description should include elements
such as a description of the current situation or system, a justification for and the nature of
changes, concepts for the proposed system, operational scenarios, summary of impacts, etc.
[IEEE, 1998-B]. Building on the artefacts of the ACWA, the business model and the
CONORPS, the requirement analysis activity will identify and document the system and
software requirements for the DSS (system requirements specification, software requirements
description, etc.) following guidelines provided by the ISO/IEC 12207 and the RUP.

6.4.1 Collective Response Modeling and Scenario Development

Among other things, MUSKETEER will create a collaborative workspace aiding the military
forces to coordinate with other government departments and agencies, civil authorities and
international allies when required. It is thus important to obtain a deep understanding of the
roles and responsibilities of DND in the collective response to large-scale emergencies,
especialy those involving terrorism. Indeed, it is important to understand the relationships
between all of the playersinvolved. In that sense, the approach of Fig. 8 for the identification
of the DSS requirements includes the development of a model of the collective response,
developed mainly through an in depth review of the many emergency response plans and
scenarios available.

6.4.1.1 Reviewing Emergency Response Plans

This activity will identify documents (especially Emergency Response Plans (ERPS),
Standing Operating Procedures (SOPs) and Tactics, Training and Procedures (TTPs)) that
could be used to understand and describe the collective response to large-scale terrorist
attacks, i.e., emergency responses involving many different participants (e.g., the CF, other
government departments (OGDs), civil authorities at all levels, first responders, international
allies, etc.). A particular care will be given to any information pertinent to the description of
processes (activities), the interaction between these processed/activities, the information flow,
the existing strategic, operational and tactical C2 processes associated with the different roles
of the participants, etc. Key ERPs and procedures will be reviewed and analysed. This
analysis will be documented in order to provide the MUSKETEER project with a deep
understanding of the extent and limitations of these plans.

6.4.1.2 Reviewing Emergency Response Scenarios

This activity will begin with a search for relevant existing scenario material from appropriate
Canadian and US organizations. Key Emergency Response Scenarios (ERSs) will be



reviewed and analysed to obtain a deep understanding of the extent of these scenarios,
including any restrictions or limitations. Typical basic scenario components relevant to the
emergency response domain will be identified from the review. In particular, the typical
terrorism and asymmetric threat elements present within these scenarios will be identified.

6.4.1.3 Characteristics of Asymmetric Threats and Terrorist Activities

Based on the review and analysis described above of the ERPs and ERSs, and the analysis of
recent real world events (e.g., the information available on www.terrorism.com), the typical,
common characteristics of asymmetric threats and terrorist related activities will be identified
and described. In particular, the nature and characteristics of terrorist events and asymmetric
threats will be documented, along with the common characteristics or trends of the scenarios,
either in their nature, sequence of eventsactivities, preparation and impact analysis of any
such terrorist eventg/activities. The nature and general characteristics of complex situations
(complex operations in complex environments) resulting from asymmetric threats and
terrorist activities will also be identified, along with potential complex situations (e.g.,
asymmetric threats, natural disasters, peace support operations, etc.) that the CFs may
encounter.

6.4.1.4 Developing a Collective Response Model

A unified model of the collective response to emergencies caused by terrorist attacks and
other asymmetric threat situations will be developed. This model (a generic emergency
response framework) will be a synthesis of the reference ER and scenario documents that
summarizes and integrates their main characteristics (in order to give an integrated view of
all activities that could be involved in a generic collective ER). This synthesis will clearly
identify and highlight the different roles/responsibilities of the various responders, as
discussed in the key national emergency response plans. In particular, the synthesis will
focus on and emphasi ze the roles and responsibilities of the DND. The different Emergency
Operation Centres (EOCs) that can and will be used to support the collective response will be
identified, along with the challenges in inter-agency co-operation, co-ordination,
interoperability and decision making. The C2 requirements of the operational communities at
federal, provincia and municipal levels will be documented (potentially leading to the
development of an integrated C2 model for national planning, alert, prevention and
response). The actual role and issues pertaining to information system technologies used in
collective response situations will be highlighted.

The model will identify and describe the processes associated with each role, the activities
occurring within each process, and the aspects relevant to the realization of each activity.
This will include the information/data flow in and out of each process/activity (including the
format, the intent, the destination etc.), controls and mechanisms (including the systems
actually involved) associated with each process/activity, the knowledge (implicit and explicit,
declarative and procedural) needed to realize them, the interactions among the activities, the
contextual aspects of the realization of the activities (including the dynamic of the different



activities, the identification of the participants/contributors realizing the activities, and the
constraints imposed by the environment).

6.4.1.5 Developing Generic Scenarios of Emergency Response

Based on the review and analysis of the ERPs and ERSs, the typical characteristics of
asymmetric threats and terrorist events/activities, and the model of the collective response,
this activity will develop four generic, baseline scenarios of emergency response to terrorist
attacks and asymmetric threats, focusing on and emphasizing the roles and responsibilities of
the CFs. The main themes for these generic scenarios could be "domestic operations. high-
density urban area / DND assets and CF operations' and "international operations. CA-US
cross-border emergency / CF deployment abroad”. For each scenario, a time-stamped
storyboard and a detailed description of the scenario will be devel oped.

6.4.2 Products and Systems Review Activity

The MUSKETEER project will not develop and build a DSS starting from a blank sheet; it
will rather harness existing capabilities to achieve some level of leveraging. In particular, it
will capitalize on many relevant and unique concepts and products already developed by
DRDC and elsewhere, and that will be considered for refinement, adaptation, incremental
integration and use. As illustrated in Fig. 8, the analysis of the system and software
requirements for the DSS will have to take this into account, since the integration of existing
products will create design constraints for the development of the DSS.

In order to identify the products or systems that should be considered for MUSKETEER, the
project team will conduct an in depth review of products and systems in the field of
computer-assisted decision support and knowledge exploitation, and relevant to terrorist
emergency response. A detailed search for relevant products and systems that are available in
the industry, the military domain, and the academic domain will be performed. This phase
will include a review and positioning of the decision support and knowledge exploitation
technologies, and then the actual inventory of products and systems (including an overview
of major research projects around the world, and the review of emerging commercial
products/ systems). A Products and Systems Master List (PSML) will be generated, including
alist of al contacts relevant to the PSML.

Then, areview and description of the products and systems of the PSML will be performed
in terms of technical specifications, features, system requirements, and other relevant
description items. This will generate a Products and Systems Review Matrix (PSRM). A
Global Capability Matrix (GCM) will next be created, covering all capabilities offered by all
of the reviewed products and systems. The identified capabilities will be regrouped in
functional categories (e.g., situation analysis, decision support, visualisation, etc.). Finally, an
analysis and a synthesis of the review activity above will be performed, including but not
limited to trends (commercial and academic), outstanding findings, user satisfaction, most
promising products and systems (and those that should be avoided), products and systems
evolution (foreseen development), etc.



6.4.2.1 Products I nvestigated and Developed by DRDC Valcartier

A number of existing products investigated and developed at DRDC Valcartier have already
been identified as good candidate for refinement, adaptation, incremental integration and use
in MUSKETEER. Examples of such products are listed in Table 1. Discussing all of these
productsis clearly out of the scope of this document; some of them are shown on Fig. 9.

Figure 9. Examples of existing products/systems developed at DRDC Valcartier

TABLE 1 - Examples of existing products/systems developed at DRDC Valcartier

Products/ Systems

Reference(s)

Common Operational Picture 218t Century
(COP 21) Technology Demonstration
Project (TDP) Situational Awareness Portal

[Gouin, Gauvin, Woodliffe, 2003], [Gauvin,
Boury-Brisset, Auger, 2004], [Gauvin,
Boury-Brisset, Garnier-Waddell, 2002]

COPlanS (Collaborative Operations
Planning System)

[Guitouni, 2003]

ADAC (Automatic Documents Analyzer
and Classifier)

[Guitouni, Boury-Brisset, Belfares, Tiliki,
Belacel, Poirier, Bilodeau, 2002]

ToMaDi (Topographical Map Display)

[Fortin, 2001]

KNOWMES (K nowledge Management and
Exploitation Server)

[Boury-Brisset, 2001], [Boury-Brisset,
2003]




CODSI (Command Decision Support [Roy, Breton, Paradis, 2001], [Breton,
Interface) Paradis, Roy, 2002]

Results from the "Lessons Learned” projects | [Boury-Brisset, Gauvin, Champoux, 2002],
[Champoux, Thibault, Trudel, 2003]

3D Urban Models [Létourneau, 2002]
Information-Centric Workspace [Thibault, Le May, 2003]

OPERA (Operational Planning Environment | [ St-Jacques, 2001]
and Reference Application)

AIThink / Optipath [Pigeon, Bergeron, 2003]

6.5 Demonstrations and Field Experiments

The work plan for the MUSKETEER program includes field experiments, as the program is
directed towards the validation of concepts, technologies and response processes, in order to
provide both timely and directed systems input to military planners and acquisition
managers. The activities below, sequentially progressing from a workshop to a large-scale
field experiment, will be conducted with the end users to validate the findings and results of
the MUSKETEER program.

Activity 1 — Organize and conduct a counter terrorism/asymmetric threat workshop involving
key organisations and personnel identified by the project sponsor to identify critical issues,
processes, ERPs, etc., through short scenario-based case studies.

Activity 2 — Participate to a major existing experiment/exercise to capture domain specific
joint operational requirements and demonstrate initial MUSKETEER prototype
functionalities.

Activity 3 — Participate to a counter terrorism/asymmetric threat exercise aimed at
developing the MUSKETEER target operational architecture (concepts, sources,
organisations, business processes) and demonstrate the initial MUSKETEER Command
Environment (MCE) capabilities.

Activity 4 — Simulation-based, combined laboratory tests aimed at validating MCE
functionalities supporting the C2 process of a Unified Command Center (UCC).

Activity 5 — Limited Objective Experiment (LOE) to capture and validate functional and
operational requirements for the development of advanced decision support and knowledge
exploitation tools for MUSKETEER.

Activity 6 — Evaluate and measure within a suitable experimental context the validity and
effectiveness of the decision support and knowledge exploitation tools provided within a
UCC.



7. Conclusion

The post 9/11 new security paradigm requires military forces to be prepared with robust
capabilities to support the response to terrorist attacks against people and critica
infrastructures. This paper described a new R&D program, called MUSKETEER, that will
develop decision support and knowledge exploitation tools and demonstrate how these tool
sets can significantly improve the military forces ability to respond to terrorist attacks.

The nature of asymmetric threat and terrorism was briefly discussed. Some elements of the
perspective of the DND regarding these important issues, and the responsibilities of the DND
related to this domain were outlined. The need for computer-based systems to support
decision-making was discussed, along with issues regarding decision quality with respect to
the availability of critical information. The main aspects of the MUSKETEER program were
presented. The well-structured development process adopted and followed in MUSKETEER
to build the appropriate decision support system was described. This included a brief
discussion on cognitive and software engineering methodologies, and on a proposition to
combine such methodologies in order to develop highly effective decision support systems.
The proposed approach for the identification, capture and documentation of the DSS
requirements was presented. This approach includes the development of a model of the
collective response to large-scale emergencies caused by terrorism, and the development of
appropriate emergency response scenarios for the MUSKETEER program, mainly through
an in depth review of the many emergency response plans and existing scenarios available.
The approach also includes an in depth review of products and systems in the field of
computer-assisted decision support and knowledge exploitation, and relevant to terrorist
emergency response. Finally, the validation of the findings and results of the MUSKETEER
program through demonstrations and field experiments was briefly discussed.
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