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Preface

t is fitting that this, the third book in our Information

Age Transformation Series, be about effects-based
operations (EBO). The first book in the series,
Information Age Transformation, takes the view that
DoD transformation is, in essence, about becoming
an Information Age organization. The second book
in the series deals with experimentation and argues
that we need to modify, if not replace our somewhat
linear requirements, doctrine development, and test
and evaluation processes. This third book speaks
directly to what we are trying to accomplish on the
"fields of battle" and argues for changes in the way
we decide what effects we want to achieve and what
means we will use to achieve them.

Adaptation to the Information Age will require
changes in the following four dimensions: mission
space (what the military will be called upon to do),
environment (the conditions, constraints, and values
that govern military operations), concepts (the
military business model or the way we do what we
do), and the business side of the DoD (the way the
organization supports value creation). EBO is about
the first two of these four dimensions while Network
Centric Warfare (NCW) addresses the last two.
Hence, EBO and NCW form a synergistic treatment
of military transformation. They deal with the why,
what, how, and support of military operations.

Both EBO and NCW are, at their core, very simple
ideas. Yet EBO, like NCW, often seems to be

iX



mischaracterized and misunderstood, much to the
chagrin of its proponents. One theory that seeks to
explain this notes that in the Cold War era, views of
national security and the role of the military became
narrowly focused. A military was to deter aggression
and, if necessary, fight and win our nation's wars.
Wars were implicitly defined as conflicts among
coalitions of professional militaries. In many ways,
Industrial Age warfare was very symmetric: air to air,
tank to tank, submarine to submarine. Warfare and
anti-warfare. Loss exchange ratios and FEBA
movement made sense in this context. In other
words, measures of attrition and territory, both
directly related to military actions, made sense. Put
another way, the means had merged with the effects.

Fast forward to now. The mission space and the
environment in which we operate have changed
significantly. No longer are the missions we are
called upon to participate in purely or even
predominantly military. The effects sought in many
missions require a balance of military and non-
military means to achieve. Thus, the tight coupling
that once existed between means and effects exists
no longer. But despite this reality, the former tight
coupling between means and effects continues to
permeate mindsets, processes, and measures. EBO
serves to remind us that means and effects need to
be explicitly linked, that traditional means may not be
appropriate, and that we need to once again
broaden our view of military operations.

EBO enables us to apply the power of NCW not just
to traditional combat, as many are inclined to do, but
to go beyond kinetic means to consider means in the

X



information and cognitive domains to create effects
in the cognitive domain across the full mission
spectrum in peacetime and crisis response
operations as well as in combat. EBO shifts our
focus from targets and damage to behavior and the
stimuli that alter behavior. As Dr. Smith argues, this
broad multilevel interaction will form the basis of a
new strategic deterrence.

Dr. Smith's blend of theory and practice explains and
illustrates the why and how of EBO and its natural
links to NCW. Upon completing the first three books
in our Information Age Transformation Series,
readers will have a comprehensive overview of what
DoD transformation is all about and an idea about
how to go about the business of transformation.
Future books in this series will take a look at specific
aspects of an Information Age transformation,
including a look at a reconceptualization of C2.

David S. Alberts
Director, Research OASD(C3I)
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Executive
Summary

he terrorist attacks of September 11, 2001

fundamentally  changed our  security
environment. The system of strategic deterrence in
place since the beginning of the Cold War visibly
collapsed. In place of mutually assured retaliation
came the threat of terrorists armed with weapons
of mass effect whom we may not be able to identify
and who have no homeland at risk. The existing
“balance of terror” became, with September 11th,
unbalanced. Now we are trying to fashion a new
strategic deterrence that relies not so much on
retaliation as on prevention, either stopping the
terrorists outright, deterring the sponsors, or
convincing them that terror cannot succeed.
Where strategic nuclear deterrence was the sine
qua non of the Cold War, this new prevention-
based deterrence demands a balanced application
of both civil and military power to shape behavior.
This shaping of behavior is the essence of effects-
based operations.

To help us deal with the pressing problems of the
post-September 11th world, we have three ongoing
technological revolutions in sensors, information
technology, and weapons. We can use the
technologies simply to achieve incremental
improvements in force effectiveness. But to do only
this would miss their real potential. These
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technologies can enable us to think differently
about how we organize and fight. Indeed, this is
what network-centric operations are about. But this
is not enough. Network-centric operations are a
means to an end. Their true impact derives from
how they are applied. Narrowly applied, they would
produce more efficient attrition, yet they clearly can
do much more. The concept of effects-based
operations is the key to this broader role. It enables
us to apply the power of the network-centric
operations to the human dimension of war and to
military operations across the spectrum of conflict
from peace, to crisis, to war, which a new strategic
deterrence demands.

Defining Effects-Based Operations

The broad utility of effects-based operations grows
from the fact that they are focused on actions and
their links to behavior, on stimulus and response,
rather than on targets and damage infliction. They
are applicable not only to traditional warfare, but
also to military operations short of combat. Effects-
based operations are not new. Good generals and
statesmen have always focused on outcomes and
on the human dimension of war (e.g. will and
shock). Indeed, we can trace how the principles of
effects-based operations have functioned in
hundreds of crises and conflicts to distill a
straightforward definition:

Effects-based operations are coordinated sets
of actions directed at shaping the behavior of
friends, foes, and neutrals in peace, crisis,
and war."
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The concept of effects-based operations focuses
“coordinated sets of actions” on objectives defined
in terms of human behavior in multiple dimensions
and on multiple levels, and measures their success
in terms of the behavior produced. The “actions”
include all facets of military and other national
power that might shape the decisions of “friends,
foes, and neutrals.” Military actions, for example,
might include air strikes, but also include a host of
other military actions such as the role of maneuver,
a major aspect of almost all crisis operations.
Actions encompass operations “in peace, crisis, and
war,” not just combat.

If we look closely at real world crisis and combat
operations, some rules of thumb for effects-based
operations quickly emerge. Actions create effects
not just on the foe but also on anyone who can
observe them. Effects can occur simultaneously on
the tactical, operational, military-strategic, and
geo-strategic levels of military operations, in
domestic and international political arenas, and in
the economic arena as well. Effects cannot be
isolated. All effects, at each level and in each
arena, are interrelated and are cumulative over
time. And lastly, effects are both physical and
psychological in nature.

Operations in the Cognitive Domain

Effects-based operations can be described as
operations in the cognitive domain because that is
where human beings react to stimuli, come to an
understanding of a situation, and decide on a
response. To create an effect, an action first must be
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seen by an observer who will then interpret it and
understand it against the backdrop of his or her prior
experience, mental models, culture, and institutional
ties, and translate this perception into a “sense” of
the situation. Finally, this sense will be balanced
against the options perceived to be available to
produce a set of decisions and the reactions that
constitute a response or “behavior.” This cycle of
actions and reactions will be repeated many times at
multiple levels during the course of a crisis, a watr, or
even a peacetime interaction.

The cognitive cycle suggests three levels of
complexity in effects-based operations.

First, we must somehow orchestrate our actions to
present a particular picture to the observer.
However, the observer will see not only what we do
but also how we do it (e.g. the scale of our action, its
geographic and operational scope, its timing, speed,
duration and synchronicity). But, he will see only
those facets of the action that his data and
information collection capabilities permit.

Second, we must be able to identify a link between
a particular action or set of actions and the effect we
seek to create. But cognitive processes contain so
many variables that we cannot reliably trace a cause
and effect chain from a specific action to a specific
reaction. Therefore, we need to think in terms of the
kinds of potential physical and psychological effects
(e.g. destruction, physical attrition, chaos,
foreclosure, shock, and psychological attrition).
These categories are not mutually exclusive but are
elements in an overall effect that will vary from one
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situation to the next, from one level to the next, from
one observer to the next, and over time.

Third, since effects are interrelated, the direct
effects we create will tend to cascade into
successions of indirect physical and psychological
effects in ways that are different and not entirely
predictable. Physical effects will tend to cascade in
the manner of falling dominoes while psychological
effects will tend to cascade almost explosively,
limited only by the speed and scope of
communications. Our operations may exploit these
cascades to amplify the impact of our actions, or
we may have to control them so as to prevent
unwanted collateral effects.

To plan and execute effects-based operations, we
need not know exactly how an observer will think or
predict exact outcomes. Our object is to identify a
series of the most likely outcomes that are sufficient
for planning. For this, we need to know the nature of
the stimulus we are creating and the decisionmaking
problem it will present to observers, friend and foe
alike. And, we need to know something of the
observers’ decisionmaking processes in order to
understand the influences upon their decisions, such
as institutional biases and prevailing mental models.
Given this knowledge, we can estimate how the
various aspects of our actions might be perceived
and what options might be considered in response.

We must also be able to adapt agilely to changing
situations. For this, we will require feedback as to
whether our actions had the direct effect intended,
and as to any change in behavior created. But how
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do we get this feedback? Clearly, there are many
parts of the cognitive process we will not be able to
observe. Nonetheless, there are observables we
can exploit. If an action involves destruction,
damage assessment is an index of whether the
direct effect sought was achieved. Similarly, a
system’s physical performance can provide an index
of direct effect. Likewise, assessment of an
organization’s performance can provide an index of
its reaction to the stimulus. Finally, we might take a
cue from indications and warning intelligence and
aggregate large numbers of small indicators, any
one of which might be meaningless by itself, but
which can provide feedback on behavior when
combined in the proper algorithm.

Network-Centric Operations:
Options, Agility, Coordination,
Knowledge Mobilization

Despite its complexity, the above is not an
impossible task. We have been dealing with these
challenges on an ad hoc basis throughout history.
The good news is that we now can tap the
technologies and thinking of network-centric
operations to provide the four key ingredients of
successful effects-based operations: options, agility,
coordination, and knowledge mobilization.

Options

The ability to link diverse and geographically

separated capabilities offers decisionmakers a wide

range of options to tailor our actions precisely to a
XVili



situation and set of observers so as to increase their
impact. In a sense, networking permits the attrition-
based metric of probability of kill (Pk) to be replaced
by an effects-based metric “Po,” in which the “0” is
the probability of a given capability producing a
useful option to deal with a given situation.

Agility

The responsiveness of networked forces with
shared awareness and speed of command provides
the agility to adapt to an intelligent adversary’s
actions by enabling us to shape and reshape our
options and actions amid the give-and-take of battle
and crisis operations.

Coordination

Shared situational awareness and understanding
of command intent, coupled with the capacity for
synchronization and self-synchronization, enable
us to coordinate complex actions and effects that
will produce a unity of effect across levels and
arenas in which diverse actions build on each
other synergistically.

Knowledge Mobilization

Finally and most importantly, success in effects-
based operations will hinge on how well we mobilize
knowledge and expertise to bear so as to provide
timely, relevant support to decisionmakers at all
levels. Flexible, responsive networking can bring this
breadth of knowledge to bear.
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In brief, network-centric operations are indeed a
means to an end, and effects-based operations are
that end.

‘Effects-based operations are not defined in terms of a
process because we logically cannot describe a procedure for
planning and executing effects-based operations until we
have first defined what those operations are.
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Introduction

Come the Revolution...

s Chief of Naval Operations, the late Admiral

Mike Boorda was pressed time and again to
support a seemingly endless succession of new
systems and platforms, each usually promoted by
advocates attempting to portray their system in
terms of some fashionable but only half-understood
conceptual buzzword. Boorda’s frustrated response
to these “opportunities” was the pointed observation
that “it sure would be nice if we had some clear idea
what it was we were trying to do first.”

Over the past several years, we have seen a
succession of new civilian and military technologies
and a series of new concepts. We have been
offered the prospects of “force transformation” and
a Revolution in Military Affairs (RMA) in various and
sometimes competing forms. We have been
confronted with the technologies of the information
revolution and their application to something called
Network Centric Warfare or network-centric
operations. We have been asked to understand
some apparently new concepts variously termed
effects-based warfare, effects-based targeting, and
effects-based operations. Quite understandably,
this onslaught can leave us puzzling over how these
pieces might fit together. Like Admiral Boorda, we
are left trying to separate the worthwhile and
necessary elements of the proffered transformation
from those that would serve little purpose.
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The key to dealing with this dilemma, as Boorda
observed, is having some clear idea of what it is
we are trying to do. Given the sweep and profound
nature of the changes we face both in technology
and in our security environment, especially after
September 11, 2001, if we are to obtain that “clear
idea,” then we must proceed from the widest
possible perspective and work our way down to
the specifics. This approach is needed because
the big picture encompassed by this wide
perspective provides the context within which we
can begin to understand and evaluate the changes
being proposed. It provides a way of identifying
where the pieces of the puzzle might fit, including
those otherwise apparently irrelevant pieces that
may prove critical to new ways of doing things.
Also, it can give us a way of figuring out what
pieces are missing and thus, what we need to
invent and build if we are to succeed. In short, it
can give us some sense of the direction and a set
of priorities for getting where we want to go, which
is the first step in any meaningful transformation of
our military capabilities.

The purpose of this book is to begin to define one
aspect of this big picture: how network centric-
operations and effects-based operations fit
together, and how they complement one another in
meeting the needs of the new security
environment. The starting point for this definition is
the hypothesis that Network Centric Warfare and
network-centric operations are not ends in
themselves, but means to an end. They are tools to
be applied to military operations. Their value
derives as much from how we use them as it does
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from what they are. The concept of effects-based
operations, of using military operations to shape
the behavior of friends, foes, and neutrals in peace,
crisis, and war, provides such an application.

Unlike network-centric operations, which have
emerged from the technologies and thinking of the
Information Age, effects-based operations are not
new. Their roots can be traced back for centuries
and are what good generals and statesmen have
always attempted to do. When combined with
network-centric thinking and technologies, however,
such an operational approach offers a way of
applying the power of the network to the human
dimension of war and to military operations in peace
and crisis, as well as combat. In essence, effects-
based operations represent an opportunity to use
networked forces to achieve nonlinear impacts and
to expand the scope of action across the entire
spectrum of conflict.

The focus in this book will be on defining the effects-
based side of this equation. This focus reflects how
the emerging literature on Network Centric Warfare
has already done much to define the network-centric
equation, but that there is no equal grasp of what
effects-based operations are or how the two might
be related. This book attempts to explain effects-
based operations by constructing what might be
termed an extended working hypothesis. It is not a
definitive answer. We are too early in the process of
defining network-centric operations, effects-based
operations, and the requirements for a 21st-century
military to generate one. Instead, the working
hypothesis offers one logical way of assembling the
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pieces. Because any hypothesis is by nature
imperfect and tentative, it must be broad enough to
evolve as the technologies and the concepts of both
network-centric and effects-based operations
evolve. Indeed, a hypothesis with a broad reach in
thought is likely to serve as a sound guide for what
we are trying to do.

To support this working hypothesis, this book will rely
heavily on common sense examples drawn from
military history. These are calculated to convey a
fundamental understanding of the enduring military
principles and ideas behind both network-centric
and effects-based operations.* They are intended as
a jumping-off point for the more detailed operations
research that must still be done, and not as definitive
studies in themselves. However, the use of historical
examples has another important use. It highlights
the point that many of the ideas and principles
inherent in both network-centric and effects-based
operations are not new, but represent fresh
applications and refinements of accepted, tried and
true military thinking.

Transformation

There has been much discussion about the need for
a transformation of American military forces to take
advantage of the new technologies of the
Information Age and to better enable those forces to
handle the challenges of the post-September 11th
epoch. But what is transformation? In his book
Information Age Transformation: Getting to a 21st
Century Military, Dr. David Alberts describes
transformation as “a process of renewal, an
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adaptation to environment™ and points to both the
changes in technology and the post-September 11th
security environment as the driving forces behind
transformation. He then goes on to lay out how
Network Centric Warfare is the key to the
transformation of a still largely Cold War military into
an effective force for the 21st century. Where do
effects-based operations fit in this transformation?

In creating a working hypothesis for effects-based
operations, we will start with a form of transformation
which has received much attention, the Revolution in
Military Affairs. We will postulate that transformation
constitutes a sharp break with the accepted way of
waging war that enables one force to conclusively
defeat another.® Such a framework is useful not
because Network Centric Warfare and effects-based
operations purport to be a true RMA (it is still too
early to tell and, in any event, the transformation of
a large military force is anything but rapid). Rather,
the two concepts may be “revolutionary” because
they propose a new form of warfare that might
enable us to “conclusively defeat” an enemy. The
lessons and caveats attached to the RMA therefore
become factors to be considered in determining how
we approach and implement network-centric and
effects-based operations. They likewise provide an
index of just how “transformational” the concepts of
both Network Centric Warfare and effects-based
operations really are (or aren't).

The most widely used example of a Revolution in
Military Affairs is the 1940 blitzkrieg in which the
German Army defeated the French and British
Armies in northern France. The new “military”
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technologies* embodied in the radios, tanks, and
close air support of the blitzkrieg were available to
both sides in the struggle (actually, the British and
French had more and better equipment than the
Germans). But the Germans combined these new
military technologies with a new, highly mobile
concept of warfare, trained and organized their
forces accordingly, and then devastated their
opponents on the battlefield.

The example of the French and British debacle in
1940 provides two warnings that apply to any would-
be revolution or transformation and to network-
centric and effects-based operations:

* First, new military technologies, no matter how
sophisticated, are not by themselves sufficient
either to create an RMA or to deal with one.
Unless the technologies can be translated into a
revolution in warfare concepts, doctrine, and
organization they will fall short of (or even fall
prey to) a genuine RMA poised against it.
Moreover, to the extent that new technologies
give us an unfounded confidence that the old
“tried and true” doctrine and concepts of warfare
still work, they may conspire against us.

» Second, any successful RMA must function at
more than the tactical level. At a purely tactical
level, France’s Maginot Line worked quite well.
German forces did not come through its
defenses. The fortifications remained intact and
manned until France itself surrendered. The
German blitzkrieg, on the other hand, worked
because it generated sufficient shock to cause
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a collapse of resistance within the French
political and military leadership, who then
surrendered even though the means for
conducting a continued resistance from North
Africa were at hand.®> Similarly, American forces
in Vietnam were able to inflict defeat after
defeat upon the Viet Cong and North
Vietnamese military forces, but were unable to
translate those defeats into a victory over North
Vietnam. As long as it remains possible to win
all the battles and still lose the war, an RMA
must clearly have a strategic and operational
dimension as well as a tactical application if it
is to succeed.

However, there is also a third warning to be drawn
from both the French Revolution and Vietnam: the
Revolution that overturns the existing way of war
may not involve “new” technologies at all. The lévée
en masse that yielded the victories of the French
revolutionary armies and Napoleon was not based
on new technologies, but upon the application of
standard 18th-century military technologies on a
previously inconceivable scale. The need to sustain,
move, and control such a large mass of forces
necessitated changes in concepts of operations,
doctrine, and certainly in the organization and
command of the forces. Those changes and
Napoleon’s reorganization of the French state to
support such an extensive military effort were the
core of the Napoleonic RMA, and did not rely upon
any new technologies possessed by the French.
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Similarly, a military revolution might also center on a
return to an older form of warfare, where that older
form takes advantage of an opponent’s relative
inability to undertake a particular form of combat.
General Giap’s adaptation and application of Maoist
principles of guerrilla warfare to defeating the United
States in Vietnam might be classed in this category.
Such guerrilla warfare required little application of
new technology and deliberately avoided engaging
U.S. Industrial Age forces in massed battles.
Instead, North Vietham’s strategy centered on using
a protracted, low level war to wear down American
resistance at home.® Notice that in both the
Napoleonic and North Vietnamese examples, the
focus was not a different application of technologies
as in the blitzkrieg, but something even more basic,
an asymmetric concept of warfare. The approach to
warfare used was revolutionary because it was able
to meet and negate the impact of the strongest and
most sophisticated armed forces of the day. It was
not the nature of the means that was revolutionary;
it was the result.

These warnings are clearly applicable both to
network-centric, effects-based operations, and to the
situation in which we have found ourselves as a
nation since September 11, 2001. They tell us that
the new thinking involved in the concepts is as
important or more important than new technologies,
and that a tactical-level revolution, however good it
may appear, is not enough to win wars or to keep the
peace. Similarly, any transformation that does not
extend beyond new technology and systems to
tactics, doctrine, organization, and concepts seems
likely to fall short of revolutionary change. Moreover,
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if either or both the technology and the thinking fail
to address the real uses to which the forces are to be
put in a strategic environment, they are doomed to
ultimate failure.

However, there is another dimension to the
distinction between technologies and concepts
that is essential to understanding both the nature
of transformation and the nature of Network
Centric Warfare and effects-based operations. In
the 1940 blitzkrieg debacle, we can distinguish
between two different revolutions.

On the one hand is what might be termed a Military
Technical Revolution (MTR), that is, the impact of
new technologies and systems on existing concepts
of warfare.” On the other hand is a Revolution in
Military Affairs, that is, the application of those
technologies to new tactics, doctrine, and
organization and to a new concept of warfare. This
distinction between new technology and new
thinking is particularly pertinent to our own situation
in exploring the potential of Network Centric Warfare
and effects-based operations. Consider that the new
technologies of the Information Age are not an
American or Western monopoly, just as the radio,
the tank, and aircraft were not a German monopoly
in 1940. In actuality, the technologies that support
Network Centric Warfare and, indeed, the entire
transformation we seek to create either are available
on an open worldwide arms market or, even more
importantly, are military adaptations of widely
available civilian technologies. Indeed, in a macabre
sense, this is what the airliner hijackings of
September 11th represent.
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As this suggests, we have no monopoly on change.
The strategic environment that we face is one
marked by a single internationally available Military-
Technical Revolution that nations and even non-
state actors will try to adapt to their particular needs
with new concepts, doctrine, and organization. Each
will try to create their own unique form of a RMA,
often with us as the focus.

Furthermore, given the declining prices of the
technologies of the information revolution, the
threshold for access to this international MTR is no
longer the possession of a world-class research and
production capability. It is simply the availability of
enough money to purchase the makings of a local
capability and the ingenuity to operate the pieces as
a system. As the terrorist attacks of September 11,
2001 indicate, that amount of money may be so
minimal (the price of pilot lessons, airline tickets, and
box-cutter knives) as to put the operation within the
reach of even small groups and can be especially
deadly whenever the will of those groups is great
enough to generate people willing to commit suicide
to further its ends. Even more ominously, if the
terrorists have access to weapons of mass effect
either independently or through state-sponsors, the
threat may assume strategic proportions.

The keys to understanding and anticipating these
would-be revolutions are likely to be assessing
which technologies are likely to be chosen from this
international grab bag and how they might be put
together. In this context, the crucial determinant of
the success or the failure of a future would-be
network-centric or effects-based revolution is likely
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to lie in understanding the limits of both the
concepts and technologies in meeting different
strategic needs.

A Reality Check

These factors point to six common sense caveats
that we will need to bear in mind as we attempt to
understand the implications of Network Centric
Warfare and to trace a theory and concept of effects-
based operations.

1. Network-centric and effects-based operations
may change the character of warfare; they cannot
change the nature of war.

Coercion and manipulation will still be fundamental
aspects of warfare and of military operations short of
combat. Likewise, new concepts and technologies
will not change the strategic imperatives that drive
nations and non-state players in war and peace.
Thus, the military solutions postulated in network-
centric and effects-based operations will only be
successful to the degree that they enable us to deal
with these imperatives in peace and in war.

2. Network-centric and effects-based operations are
not a substitute for military force.

Network-centric warfare and effects-based
operations are about enhancing the impact and
effectiveness of military force in a given tactical,
operational, or strategic context. Success will be
judged on the basis of results achieved rather than
the novelty of the means used. A display of long-
range precision bombing skills may be
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technologically impressive, but it will be of little use
in coercion unless the targets that are struck hold a
sufficient importance for the enemy either
individually or in their aggregate to create the
desired coercive effect. Similarly, however quickly
we may move, and however successfully we remain
inside an adversary’s decision loop, the advantage
of speed of command will avail nothing unless it
enables us to do something to the enemy as a result.

3. Others will react.

Our network-centric and effects-based operations
concepts and technologies will not and cannot be
developed in splendid isolation and then sprung on
an unsuspecting enemy. The technologies involved
are too widely available and the discussions of their
potential uses are too widespread for this to be a
realistic possibility. The real question is not whether
would-be challengers will react to our efforts to
pursue network-centric and effects-based
operations, but when, where, and how.

No prospective challenger can be expected to
remain static and unchanging in the face of the
efforts we are making. Therefore, if we use the new
concepts to “fight the last war,” if we study them in
the context of past victories rather than past
defeats, or if we measure them against an
opponent who thinks and fights as we do (or even
worse, as we would have him fight), we will yield
any advantage to would-be foes who will not
hesitate to exploit any vulnerabilities we have
demonstrated. Indeed, others are already looking
intently at the technologies that we are examining
and adapting them to their own needs.
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This implies that the development of network-centric
and effects-based operations in the United States
and the West will come as part of a protracted
interactive process in which both we and our
potential challengers are players. In this give and
take, each side may be expected to adapt its
technologies and thinking to evolving developments
on the other side.®

4. Network-centric and effects-based operations are
not a universal answer.

Network-centric and effects-based operations will
not simply replace all other older forces and forms
of warfare. They will open some new warfare
niches even as they close others. And, the very
nature of military competition should make it clear
that would-be foes will attempt to exploit any
warfare niche in which they believe the United
States and its allies cannot successfully engage.
Logically, these would-be foes will see exploitable
niches wherever network-centric and effects-
based operations are least applicable. Urban and
guerrilla warfare, counter-terrorism operations,
peacekeeping efforts, and hostage rescues are
just a few examples. Even if aided by new
technologies, such operations will remain
manpower intensive and casualty prone and thus,
attractive niches to be exploited by would-be foes.

To deal with these ever-changing challenges, we

will still require a balance of military capabilities

even as some of those capabilities become

markedly better. The challenge will be to figure out

how our concepts of Network Centric Warfare and

effects-based operations apply to these challenges
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and enhance our ability to deal with them. The more
applicable network-centric and effects-based
operations are across the spectrum of conflict, the
greater will be their impact.

5. Numbers still count.

New technologies, Network Centric Warfare, and
effects-based operations do not remove “mass” from
the military equation, but may reduce the mass of
the military power needed to produce a given result.
The desired outcome is still a decisive result, and
some finite quantity of actions will be needed to
achieve it. Sensor and information technologies, for
example, can multiply the effect of each weapon
fired by ensuring that each hits the right target at the
right time, but some number of targets must still be
struck to have the desired effect.® Similarly, an
effects-based approach to warfare may enable us to
achieve a nonlinear impact on the enemy, but some
number of actions will still have to be undertaken to
achieve that impact.

6. What if network-centric and effects-based
operations don’t work as planned?

Too many discussions of new technologies and
concepts seem to assume that some form of a
close-ended, one-time, limited objective strike or
series of strikes will be decisive, and that a
sustained campaign and/or the occupation of
enemy territory will not be necessary (clearly not
true in the U.S. operations in Afghanistan). Yet in
our quest for some new blitzkrieg, we must always
ask, what if the conflict turns out to be more like
1914 than like 19407
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The lessons of 1914 pose a very different set of
“what ifs”:

» What if we must deal with an enemy so vast that
even the most effective targeting effort must
necessarily assume a very considerable
scale?™

* What if intelligence is so poor that it cannot
identify which targets might be decisive?

* What if there are no such targets?

* What if the enemy is so determined that he
continues to fight in spite of the damage
inflicted?

Even with all the new technologies of a military
technical revolution, and even with a mature
concept of a new kind of swift, precise war, we may
still become embroiled in a long, large-scale
conflict, or conversely in a protracted low-intensity
conflict.® How would network-centric and effects-
based operations function under these conditions
and how would they contribute?

Since September 11, 2001, there is a new urgency
in all of this. Transformation is no longer an
academic exercise or another buzzword in defense
acquisition. Rather, it is something toward which we
are impelled by a basic change in our security
environment that is every bit as profound and far-
reaching as that of the beginning of the Cold War in
1947-1949. That change pitted the West against an
international communist adversary armed with
nuclear weapons in a balance of terror that endured
for 40 years. Now, we face a security environment in
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which there is no such balance upon which to build.
Terrorist opponents armed with weapons of mass
effect can place our largest cities at risk, but there is
little that we can place at risk in response. This time
we must somehow fight a very asymmetric conflict
whose focus from beginning to end will be in the
mind of man.

It is already clear that the tools of the Cold War will
not suffice to wage this war. We must, therefore,
transform. But we must equally take care as to how
we transform. As in the case of France in 1940, there
is no second chance. Even the promise of network-
centric operations will avail us little if they are applied
to sharpening the tools of past wars or tools to
pursue the wrong objectives.

This is where the concept of effects-based
operations comes in. Effects-based operations focus
on the mind of man. They are not a replacement for
network-centric operations; rather they are the
gateway to applying the tools of network-centric
operations to the threat we now face, an asymmetric
conflict that must be won in the mind of man.

The note of urgency behind the transformation
should tell us something else as well. The
transformation embodied in network-centric and
effects-based operations cannot await the arrival of
some new technology 20 years hence. Instead,
network-centric and effects-based operations must
be an application of both those technologies that we
now possess and those new technologies we can
create. In this sense, for all of the urgency, this
process will remain more of an evolution in military
affairs than a sudden revolution.
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Getting There

It is worth noting that the Revolution in Military Affairs
embodied in the blitzkrieg did not simply occur on its
own. It was created. It required careful thought,
considerable debate, and extensive effort to
transform the German military of 1918 into that of
1940. Because of the internal soul-searching
involved in such an effort, it is far easier to win
support for radical change when the external
pressures leave little room for anything else. This
was certainly the case for Weimar Germany.
However, such radical thinking and action are
especially hard for a dominant power to undertake.™
The very successes that produced its rise work
against it. Admonitions such as “don’t mess with
success,” and “if it ain’t broke, don'’t fix it” become
the rule of the day. This is far more than simply a
conservative reaction. It is a recognition of the
magnitude of the gamble that is involved in changing
from a military structure and strategy that has
worked and yielded the current dominance, to an
approach that is new, untested, and may not work.

Here again is a reason for examining Network
Centric Warfare and effects-based operations from a
larger perspective. If we are to make an intelligent
gamble on the future, we must understand not only
how these concepts apply at the tactical level, but
also how they enhance the nation’s military power as
a whole and enable it to better meet its strategic
needs. However, here we have an advantage. If
effects-based operations are not new but a
restatement of hallowed military principles used by
successful commanders and statesmen from time
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immemorial, then there is a large historical database
that we can examine for clues as to how to proceed.
This database also makes it plain that these
commanders succeeded because they were able to
apply the tools they had available to the problem of
shaping a foe’s behavior, much as we will be doing
in the immediate future. One objective of this book
will be to better define a broad unified concept and
theory of effects-based operations so that we can
better understand where and how the current tools
of network-centric operations can be applied to
doing just this.

Organization of This Book

This book starts by considering the asymmetric
challenges posed by the new security environment
of the post-September 11th world and the limitations
of traditional attrition-based approaches to warfare
in meeting them. It lays out a rough paradigm for
looking at how Information Age technologies, the
concept of Network Centric Warfare, and effects-
based operations relate to one another. It then
proposes a basic theory for behavior-based effects-
based operations and derives a rule set from
historical real world operations. The examples are
then used to explore the three levels of complexity
inherent in effects-based operations and the
requirements for effects-based feedback to
commanders. The concept is then extended to the
peacetime missions of forward deterrence and
reassurance. All of the pieces of the effects-based
puzzle are in turn put together to look at an extended
operational-level example. Finally, this book reviews
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the implications that effects-based operations hold
for the further development of Network Centric
Warfare and how the resulting network-centric and
effects-based operations might contribute to the
creation of a more effective homeland defense in the
emerging security environment.

*Many (but by no means all) of these examples are drawn
from naval history. This should not be surprising given the
author’s extensive background in the United States Navy and
the tendency of all authors to focus on what they know best.
However, the examples used are chosen to demonstrate a
set of problems and solutions that extend far beyond the
Navy or the Naval Service and that reflect the problems the
United States military forces in general face in planning and
executing effects-based operations

*Alberts, David S. Information Age Transformation: Getting to
a 21st Century Military. Washington, DC; CCRP. 2002.

*As originally defined by Andrew Krepinevich, a Revolution in
Military Affairs is a sharply discontinuous change in the
efficacy of certain forms of military power stemming from the
introduction of new technologies, concepts, doctrine and
modes of organization.

Krepinevich, Andrew F. “Cavalry to Computers: The Patterns
of Military Revolutions.” The National Interest. Fall 1994.
P.30ff.

“The evolution of two of these 1940 technologies (the radio
and the airplane) depended about as much on innovations
wrought by civilian industry as they did on improvements
undertaken by government.

*The alternative advocated by de Gaulle and others was to
move the entire French Government and as much of the
French armed forces as possible to North Africa. This was
staunchly opposed by the Vice Premier Marshal Pétain and a
corps of defeatists in the National Assembly who voted to stay
in France and later voted Pétain into power.

°It might be argued that guerrilla warfare was the RMA of the
latter half of the 20th century as it brought down first the great
colonial empires, then fought the United States to a standstill,
and finally laid the seeds for Soviet collapse.

If we consider terrorism as a form of warfare, then the use
of airliners as large guided missiles would fall into this

XXXIX



MTR category.

®*How long might the advantages that accrue from network-
centric and effects based operations last before a reaction
nullified much of its impact? In general, the bigger the
challenge the RMA poses, the greater will be the efforts to
counteract it, and the shorter the time it will retain a dominant
advantage on the battlefield. Conversely, the more radical
and overwhelming the RMA and the more difficult any
attendant MTR is to replicate, the greater will be the impact
and the longer the advantage is likely to last. While the impact
of the blitzkrieg and the levee en masse lasted for two
decades or less, the Western projection of military power by
sea and the follow-on creation of Industrial Age military
capabilities so overwhelmed the non-European world that the
advantage endured for several centuries. The long-term
success accrued less from the military technologies than from
the fact that they evolved from a European societal and
economic structure that was difficult to replicate. Hence, they
and the colonial and mercantile empires they supported
lasted until Japan, a nation that had successfully adapted the
essential elements of European culture that gave them rise,
finally challenged them.

°The contribution of information and knowledge superiority is
that the more open to question the targeting is, the more it will
become necessary to increase the number of strikes to have
a reasonable chance of damaging those targets that will yield
such a decisive impact. Conversely, if the quantity of
weapons used fell to zero, the impact of that superiority,
however fast or omniscient it may be, will still fall to nothing.
However, there is still more to the equation.

The impact of numbers is not restricted to tactical exchanges.
The more our RMA depends on a very limited number of
precisely targeted weapons or actions, the more tempting it
will be for an enemy either to calculate the damage he might
incur and dismiss it, or to deal with the precision by presenting
an overwhelming number of targets. Even more disturbingly,
the fewer weapons we have available, the greater will be the
pressure for us to gamble on targeting a very limited number
of elusive and, perhaps, illusionary “golden” nodes (single
points of failure calculated to bring enemy resistance to a halt)
simply because there are not enough weapons for anything
else. The danger of course is that, if we have guessed
incorrectly, there are no further options.

A highly focused attack may work whenever the enemy is
weak or his will is not great, and the destruction necessary to
be decisive is relatively small. But the reality is that the bigger
and more dangerous the opponent, the riskier it will become to
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base our strategy on assumptions about the fragility of enemy
will. Such assumptions are themselves notoriously fragile and,
if faulty, are more likely to lead to defeat than victory.

“The German invasion of Russia in June 1941 is a case in
point. The force of the blitzkrieg that overwhelmed Poland in
1939 and France in 1940 was simply absorbed in the
vastness of Russia, the same problem which had confronted
Napoleon’s RMA in 1812. The defeat of those enemy forces
that could be engaged and the destruction of the
infrastructure that could be reached in both cases was not
decisive. The Russians refused to succumb, were able to
generate more forces, and retained sufficient additional
infrastructure beyond the reach of the invaders to continue to
sustain armies in the field. A similar problem might confront
the United States in the case of a war with China.

"Desert Storm succeeded as a new style conflict only
because it ended when it did. Had allied forces been required
to move from the open spaces of the desert into the heavily
populated areas of Iraq, or had they been compelled to
conduct house-to-house fighting in Kuwait City, much less in
Basra or Baghdad, the resulting warfare would not have been
swift and decisive, even if the final outcome remained the
same. The cases of Vietnam or of World War Il Russia are
only marginally different in this regard.

2This is very much evident in the countervailing case
presented by Great Britain in the interwar years. Although
Britain entered the 1920s with superiority in all of the
technologies that combined to sustain the blitzkrieg, and
although Britain had initiated many of the concepts involved,
it ultimately failed to transform its military in any
revolutionary way.
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CHAPTER 1

Why Effects-Based
Operations?
Military Operations
In a New Security
Environment

Network Centric Warfare and network-centric
operations' are not ends in themselves. They
are the means to an end. For them to have value,
they must be applied to military operations, and they
must improve the capacity of those operations to
accomplish some strategic, operational, or tactical
objective. Our working hypothesis is that effects-
based operations (military operations directed at
shaping the behavior of foes, friends, and neutrals in
peace, crisis, and war) constitute the conceptual
framework for this two-step process of turning our
network-centric capability into a national advantage.?
In essence, effects-based operations provide the
“end” for our network-centric “means.”

Effects-based operations are not new. Good
generals, admirals, and statesmen have focused on
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using military forces to shape the behavior of friends
and foes for centuries. What is new is the potential
application of network-centric thinking and
capabilities to such operations. As suggested above,
we must address two aspects of this marriage of
network-centric and effects-based operations: what
are the strategic, operational, and tactical objectives
to be attained; and how might network-centric and
effects-based military operations help us to realize
those objectives? It is appropriate, therefore, to
begin to answer the question “why effects-based
operations?” by looking at our emerging security
environment and the requirements that network-
centric and effects-based operations must meet
before beginning to discuss the nature of those
operations in the following chapters.

The New Security Environment:
September 11 and Beyond

The terrorist attacks of September 11, 2001
fundamentally changed our security environment.
The system of strategic deterrence® that had
fended off any serious attack on our homeland
since the onset of the Cold War, and that had
provided stability in a changing world, visibly
collapsed. The Cold War face-off between powerful
nation-states was replaced by a threat from non-
state terrorists, potentially armed with weapons of
mass effect, and dedicated to overturning what
they perceive as an unacceptable status quo. The
“balance of terror” tipped in favor of the terrorists.
We now face the challenge of fashioning a new
balance that relies less on the threat of retaliation
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and depends more on some form of prevention:
stopping the terrorists outright; deterring their state-
sponsors; and convincing all who would exploit
terror that it cannot succeed.

These tasks demand changes in how we create and
apply military power. The paradigms of the Cold War
military order are no longer adequate. Whereas
strategic nuclear deterrence had been the sine qua
non of Cold War strategic deterrence, the new
security environment calls for a more nuanced
approach depending heavily on a forward,
prevention-based, conventional deterrence and the
balanced application of civil and military power.
Where Cold War military effectiveness tended to be
measured in terms of the destruction of forces and
infrastructure, Information Age effectiveness is likely
to focus on force agility and the ability to provide a
wide range of options in peace, crisis, and war.

The Threat

The most pressing threats of the new security
environment are violent reactions to the world’s
movement toward a single international system
marked by the free movement of people, investment,
goods, and ideas. The attacks of September 11th
and the overt hostility toward what is perceived to be
a heavily American globalization make it plain that
this evolution will be neither easy nor without
significant peril. Yet, this movement is not so much a
function of American efforts to promote any ideology
as it is due to the attraction that many aspects of the
Western economic model hold. Notwithstanding
recessions and inequities, the complex adaptive
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economic system that we call free enterprise has
proven to be a much more efficient producer of
goods and services than command economies or
more traditional economies, an efficiency that
manifests itself in the increased quantity of goods
and services available. It is the promise not of mass
consumption but of consumption by the masses, the
idea that everyone can aspire to material goods and
a better life, that is attracting support for change. In
addition, the introduction of new information
technologies stands to further enhance this
productivity and attraction. America may aspire to
influence the direction and timing of this change, but
it cannot control it.

Democratic government, the complex adaptive
political system, is the necessary complement to this
complex adaptive economic system. Again, the
reason is practical rather than ideological.
Responsive government is needed to cope with the
accelerating pace of political and social change that
accompanies the free market and information-driven
globalization, both to curb the potential abuses of the
free market system and to enforce the competition
that drives increased efficiency. In essence, it is the
“feedback loop” that focuses the economic effort and
ensures that efficient free enterprise does not sink
into inefficient monopolies or corrupt oligarchies.

The movement toward a new international system
has also been marked by an expanding information
revolution and the spread of the free, mass culture of
the West, abetted by a pervasive global media
whose reach has been further expanded by the
revolution in information technology (embodied in
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the Internet). This media revolution has not only
heightened demand for the goods that a more
efficient free market economy can bring, but also
increased demand for more open and flexible
government. Again, the information revolution is not
the result of any American effort to create
democratic bastions, support the free press, or
promote information technology. Rather, it results
from the spread of the information itself and the
resulting increased awareness around the world of
how life might be different and how governments
might be better. This awareness lends force to the
entire movement for change, political and economic,
as well as social.

The course of this internationalization has not and
will not be smooth. Expectations raised by the
expanding media will exceed the ability of
governments and economies to deliver.* There will
be violent reactions and often destabilizing changes
in established cultures and institutions. And, those
who oppose change will see conflict as a way to
disrupt the movement toward globalization. The anti-
Western violence of al-Qaida is only one
manifestation of a problem that is likely to continue
as long as the process of globalization continues.®
Herein lies the threat to American security. The
United States can control neither the movement
toward a new international system nor the violent
reactions to it, yet the United States, its citizens, and
its interests will clearly be a principal target. To make
matters worse, the free trade and travel that are part
of globalization make the United States and the
West vulnerable in ways that they have never been
before. Ocean barriers are no longer protection
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against terrorism in an era of mass air travel and still
more massive trade.

Amidst this turmoil, a strategy of “forward defense”
takes on a new meaning, and the traditional military
missions of deterrence, presence, and crisis
response take on a new significance. Over the past
50 years, the United States’ forward defense
strategy has rested on three pillars: the economy,
politics and culture, and the military. Since
September 11, 2001, this strategy has taken on a
new urgency. The pace of the transition in which we
are engaged is likely to be at least in part a function
of the internal and regional stability surrounding it.
The greater the instability and conflict, the slower the
pace is likely to be and the more prolonged the
threat to the United States. By aiding the transition to
a successful and speedy conclusion, we therefore
lessen the danger to ourselves at home and abroad.
The forward strategy thus rests on a paradox. It must
seek both stability and highly-disruptive change.
How then do military forces contribute?

The Military Role

The lasting solutions to the unrest wrought by
globalization are political, social, and economic in
nature, not military. This is because the root causes
of the instability are themselves political, social, and
economic in nature.® Thus, the United States and the
West can influence global evolution only to the
degree that their businessmen, teachers, diplomats,
and journalists are free to play a role. But, these
varied roles, like the change as a whole, demand a
basic local stability in order to succeed. While our
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forward military forces certainly may have a role in
influencing local militaries, their crucial role is not as
an agent of change. Their real role is to create
and/or reinforce the stability that political, social, and
economic change requires. The role of military
forces is not to solve all of the social, political, and
economic dilemmas; it is to buy time.

Military forces buy time in a very immediate sense by
dealing with the symptoms of unrest: meeting
threats to American and Western nationals;
containing crises; supporting local efforts to handle
unrest; and countering opportunistic threats from
other local states. However, perhaps the most
significant military contribution is not dealing with the
symptoms of instability, but acting as the forward
deterrent that underpins long-term stability, a force
whose presence and capabilities support an
enduring peace within which change can occur.

We can conceive of the economic, socio-political,
and military roles in forward defense as a series of
overlapping circles, depicted in Figure 1. Each
element has a distinctively different function in the
strategy. Each overlaps and supports the other
elements. These overlaps are instructive. For
example, by opening new markets, businessmen
also engage in people-to-people contacts that help
to expand the cultural and political frontiers. Yet,
despite the overlap, the role of the businessman
clearly remains economic. Similarly, a diplomat
might aid business in opening new markets or
expanding investments while continuing to execute
U.S. policy. This overlap of functions is also apparent
in the military domain. One role of military forces in
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Figure 1. Forward Defense

forward defense, for example, may be to keep the
seas safe for commerce. Another may be to engage
people-to-people contacts, e.g. exercises with local
militaries. However, while each of the latter roles
may be important, they describe only those areas in
which the military role overlaps and directly supports
the economic and political elements. In this sense,
they are missions that are peripheral to the actual
and most critical military role of creating and
maintaining the basic local stability. It is this role of
deterrence and crisis response that is the true
contribution of the military pillar.

In describing this role and the context of effects-
based operations, our problem is complicated by
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the fact that we tend to look at military efforts in
terms of reactive operations such as the
evacuation of American nationals threatened by
local terrorism, or crisis responses to block local
aggression. Such operations deal with the
symptoms of the instability and the incipient failures
of local deterrence.” As such, they are but one part
of the real contribution of constructing and acting
as the guarantor of local stability.

Strategic Deterrence and the New
Security Environment

Post-September 11th strategic deterrence has two
dimensions: homeland defense and forward
defense, deterrence and containment. During the
Cold War, strategic deterrence tended to be
defined predominantly in terms of strategic
nuclear  deterrence. This is  certainly
understandable given the stakes involved in a
nuclear conflagration, however this strategic
nuclear deterrence was paralleled by a broader
dimension that might be termed conventional or
non-strategic nuclear deterrence.® Both remain a
fundamental part of our security, but the latter
dimension in particular lies at the heart of our
post-September 11th problem and the need for
effects-based operations.

Strategic Nuclear Deterrence

The nuclear deterrence of the Cold War rested on
the threat of retaliation. It worked because each
nuclear-armed power could threaten opponents
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with a set of consequences so catastrophic that
neither side stood to gain. This “balance of terror”
was the basis for mutual deterrence. As secure,
second-strike capabilities emerged, and with them
the perceived ability to retaliate even if the other
side managed to deliver the first blow, this threat of
assured retaliation became the “security” of a
mutually assured destruction (MAD) which Cold
War arms control agreements even codified into
tightly written rules, replete with inspections to
avoid technological surprises that might upset the
deterrence system. Despite a number of tense
Cold  War military ~ confrontations, the
consequences of a nuclear exchange combined
with the acknowledged difficulty of controlling the
escalation of even a tactical nuclear exchange
made nuclear conflict unlikely.

However, the very scale of the consequences
involved in MAD set a credibility threshold. A
nuclear war that would result in the annihilation of
large portions of the population on both sides could
only be credibly threatened to the degree that the
issue at hand threatened the nuclear power’s
existence as a nation.® In essence, decisionmakers
applied a “rational man” approach to MAD and
concluded that no rational decisionmaker would
accept the risk of such destruction for any but a life-
or-death, vital national interest. Hence, if the
threatened national interest was less important, the
threat of nuclear war would become less credible.
Beneath this sliding and somewhat uncertain
threshold, there remained considerable room for
conflicts in which vital interests were not engaged
and, thus, in which strategic nuclear capabilities
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were largely inapplicable.”® The strategic nuclear
deterrents tended to cancel each other out beneath
the credibility threshold and, within this sub-
threshold region, each side was relatively free to
pursue conventional conflicts with peripheral
powers in Vietnam and Afghanistan, the Czech and
Hungarian Revolutions, and the Grenada operation.

What then has changed? The stability of Cold War
strategic nuclear deterrence rested in part on two
facts: that an attacker could be immediately
identified; and that the attacker had roughly
equivalent forces or population at risk.” These facts
assured the nuclear response and gave the regime
of strategic deterrence much of its stability. Since
the end of the Cold War, the problem has shifted to
that of deterring a non-state adversary armed with
weapons of mass effect and acting either alone or
as the surrogate for some hidden state sponsor.
Such an adversary has little at risk in such an
attack. Indeed, the attack may be difficult to trace to
a specific actor, state or non-state. Thus, the
stability of assured retaliation has become a
precarious balance between one side’s ability to
inflict an attack using a weapon of mass effect and
the other side’s ability to prevent it.

Conventional Deterrence?®?

This new strategic deterrence quandary poses a
challenge to how we think about military power
because it suggests that we must somehow deter a
strategic attack with conventional military forces. In
essence, it reverses the Cold War primacy of military
forces in which strategic nuclear forces were the
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sine qua non of homeland security and both
conventional deterrence and the forces to support it
were considered a “lesser included case.” In the face
of the new threat to homeland security, it is nuclear
deterrence that becomes almost a “lesser included
case” of conventional deterrence. Forward
deterrence, the maintenance of regional stability,
and the containment of local crises that spawn both
terrorists and their state support have become the
key to assuring homeland defense to a degree never
before seen.

However, we must be careful. Conventional
deterrence is not simply a miniature version of its
nuclear cousin with conventional weapons
destroying pre-planned lists of targets. Rather, it
differs significantly from nuclear deterrence in its
complexity, its logic, and its execution.® At the heart
of all deterrence is the question of who and what are
to be deterred. In the case of Cold War strategic
nuclear deterrence, this who and what tended to be
relatively straightforward. By contrast, conventional
deterrence encompasses a seemingly infinite and
constantly changing variety of whos and whats, but
few theories as to how to deter. Where the primary
challenge in Cold War strategic nuclear deterrence
was a symmetric opponent in the context of a major
conflict, the what of conventional deterrence can be
either asymmetric or symmetric, and thus can range
from a terrorist cell to a large-scale conventional war,
such as Desert Storm. Similarly, the who can range
from a peer nation to urban terrorists and other
ideological, ethnic, or religious non-state actors.
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The logic of conventional deterrence revolves
about two factors: the threat of unacceptable
retaliation; and the ability to prevent a would-be
foe’s success.*

Retaliation

Like its strategic nuclear counterpart, conventional
deterrence can rely on the threats of retaliation.
We may threaten something a would-be enemy
holds dear, using the same logic as strategic
nuclear deterrence. However, where nuclear arms
hold whole societies at risk, conventional weapons
are limited to more finite targets or actions that
only in some vast aggregate might purport to hold
a whole society at risk. The key question in any
threat of retaliation with conventional weapons is
therefore: what precisely does the opponent hold
dear? In some cases, that question may be
answered with lists of targets. But, in the case of
non-state actors or even states that simply do not
have vulnerable forces, populations, or
infrastructure, the problem again devolves to a
question of understanding what factors play in the
cognitive process of the leadership (e.g., the
survival of the organization), and then threatening
those vulnerabilities in some way.

Retaliation may also take the form of escalation,
threatening to expand the conflict beyond the
confines of a foe’s desired battlespace. However,
where the threat of nuclear escalation involves the
crossing of a catastrophic threshold, in conventional
deterrence this is more likely to be a process of
probing and testing the limits of response. As this
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implies, the more flexible the capabilities of the
deterrent force are, the more likely it is that the
challenger’s probe will be unsuccessful, and his
threat will become less credible.

Over the years, the potential for conventional
deterrence has been multiplied by a succession of
developments. The development of precision
weapons made it possible to destroy very specific
targets reliably without a large-scale effort. Then,
nodal targeting of the weapons bolstered the impact
of precision weapons by enabling warfighters to
focus destruction where it would create the greatest
impact. Finally, the introduction of cruise missiles
meant that these precision strikes could be
accomplished without risking personnel, which
made the political credibility of a threat far greater.
Each of these elements has made retaliation with
precision weapons appear to be increasingly
attractive as a staple of conventional deterrence.
However, a closer examination is warranted.

In fact, retaliation-based conventional deterrence
runs into some of the same problems encountered
in nuclear deterrence. It has a credibility threshold.
The less direct the challenge is to the interests of
the state threatening to retaliate,* the less credible
any threat of a large-scale retaliation is likely to be,
just as in the case of the doctrine of massive
response.’® But, there is a Catch-22 aspect to this.
As the magnitude of the damage that can be
credibly threatened decreases, the consequences
and risks attached to the enemy action also
decrease. And, the lower the risks, the more likely
the deterrence is to be tested, as long as the
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adversary perceives the risks to be manageable.
This suggests that as long as the challenger can
control the level of conflict to avoid a large-scale
reprisal, he would have considerable freedom of
action. By contrast, if a challenger’s probes were to
be met with a tailored, graduated response
including the possibility of vertical or lateral
escalation, his risks would rise substantially.

To make retaliation still more difficult, all these risks-
versus-gains calculations are likely to be heavily
colored by what the adversary decisionmaker wants
to see and by a consequent tendency to rationalize
away the possibility of retaliation entirely or to
minimize its impact. The more intellectually isolated
the adversary decisionmakers are, the more likely
such rationalization is likely to occur.” By extension,
the greater the degree of rationalization is, the more
likely a challenge will be to occur.

As the above strongly suggests, threats of
retaliation at the conventional level are likely to be
either difficult or ineffective as deterrents, especially
in confrontations with asymmetric opponents.

Prevention

The more successful approaches to conventional
deterrence appear to revolve around prevention:
the foreclosure of any reasonable prospect of a
quick or sure success.” Prevention therefore
involves closing any military, political, temporal, or
geographic niches™ an adversary might seek to
exploit. Logically, if would-be foes perceive that they
cannot succeed in a course of action, then they will
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probably consider it pointless to proceed. Such
foreclosure applies both to their dealings with other
local powers and to dealings with a global power
able to intervene in their area.

At the heart of foreclosure are the questions of what
conduct we are trying to deter, and how an
adversary might use the capabilities at his disposal
to create and/or exploit a military, political, temporal,
or geographic niche. That is, successful prevention
hinges on our ability to identify the nature and
dimensions of potential niches and demonstrating
the capabilities to prevent the niche competitor from
succeeding. Moreover, this construct is as
applicable to confrontations with non-state terrorist
organizations as it is to states.® Notice that this
construct is open-ended on several levels. It does
not necessarily imply a military-on-military
confrontation or a formal campaign of any sort,
although both may be part of an effort to foreclose. It
does not necessarily imply a violent use of military
force, though the actions of military forces are very
likely to be part of any response. It will likely involve
some mixture of political, military, and perhaps
economic action to deal with a prospective niche that
may itself contain such elements. And finally, the
closure of the niche may depend either on an active
foreclosure in which specific moves are countered
by specific counter-moves, or on a passive
foreclosure in which the continuing local security
calculus itself discourages challenges.

The above discussion outlines a general framework
for the complex and multi-faceted strategic
deterrence we will need to pursue in the post-
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September 11th security environment. It is a
statement of the problem to which network-centric
concepts and effects-based operations will be
applied. In this sense, it is one part of the “end”
toward which our network-centric “means” will be
directed to produce a result. We still have to
determine how the “means” will be applied to the
tasks involved. This leaves us once again with the
guestion: why effects-based operations? In essence,
what would an effects-based application of network-
centric concepts and capabilities contribute to
solving the problems of the new security
environment that our current approaches to warfare
lack? To answer these questions, we need to
understand what our current approach to warfare is,
and just as importantly, how it has shaped our
thinking about military power.

Attrition-Based Warfare,
Asymmetric Conflict...and the New
Security Environment

For better or for worse, our current approach to
warfare, and thus to implementing a forward defense
strategy and creating a post-September 11th
strategic deterrence, remains largely focused on the
destruction of an opponent’s physical capacity to
wage war.”* That is, it remains attrition-based. Such
attrition is neither wrong nor necessarily
inappropriate. However, it is essential to our
comprehension of the potential synergies of
network-centric and effects-based operations that
we understand why we have come to rely on
attrition. Such understanding is inhibited by the fact



18 Effects-Based Operations

that the term *“attrition warfare” has a distinctly
pejorative ring to it. Attrition warfare or attrition-
based warfare is usually presented as the
technological and conceptual antithesis of
“revolutionary” military thinking or, indeed, as the
form of warfare that network-centric and effects-
based operations seek to replace. Or, it is still more
narrowly used to describe a particularly bloody style
of warfare epitomized by the World War | battles
around Verdun.”? Such easy dismissal yields little
real understanding of what attrition warfare is, why it
was adopted, or how effects-based operations might
provide an alternative. Was attrition warfare simply a
horrifically bad strategic choice? Or, was it dictated
by some strategic imperative that made it a last
resort? And, if the latter, how might network-centric
and/or effects-based operations provide us with
better choices?*

The first step in the process of understanding
attrition is to recognize that attrition warfare, even in
its bloodiest form, is neither a product of the
Industrial Age nor of the modern nation-state. It has
been found throughout history. Indeed, the Third
Punic War between Rome and Carthage (198 B.C.)
can be said to be the archetype of a total war,
attrition warfare carried to its logical but extreme
end. In that war, Rome defeated the Carthaginian
army, destroyed the city of Carthage, and
slaughtered its citizenry or sold them into slavery.
By so doing, the Romans removed all of the
physical means by which Carthage might wage watr:
men, arms, and agricultural infrastructure. No
matter how much the surviving Carthaginians may
have wanted to continue their struggle with Rome,
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they were rendered physically incapable of doing
so. The driving force behind the totality of this
destruction was a mutual hatred between Rome
and Carthage that was pursued so implacably by
the citizen soldiers of both states through a
succession of wars that, as the Roman Senator
Cato kept insisting, there was no alternative but that
Carthage be destroyed.*

The evolution of the modern model of attrition
warfare that has so shaped our thinking followed a
similar logical trajectory. Although the modern
concept of the citizen soldier arguably dates from the
English Civil War and the early colonial and French
and Indian Wars in North America,” it finds its
clearest expression in the French Revolution’s lévée
en masse. The impact of mass conscription upon
European warfare was profound. Whereas most
18th-century wars had been fought with relatively
small, highly trained, professional “precision” armies,
the lévée produced very large citizen armies driven
by patriotism. Napoleon harnessed the military
power of the lévée both by altering French military
organization and doctrine to permit mass maneuver
warfare and by reorganizing the French state and
economy so as to be able to sustain enormous
armies in the field.*® The nationalistic underpinning of
the lévée posed a problem for Napoleon’s
opponents because, to defeat Napoleon, they had to
defeat not just Napoleon or his army, but the French
nation as a whole, much as Rome found it necessary
to destroy Carthage to defeat it.”’

This same dilemma was at the root of the U.S. Civil
War, and of the two World Wars. To the mass
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conscription and nationalism of Napoleonic mass
warfare, these three wars added the resources of
Industrial Age economies. The greater wealth,
technology, and manufacturing capacity provided a
way of regenerating and re-equipping defeated
armies even as the growth of mass democracies
reinforced the nationalism supporting large-scale
conscription. However, the combination of
nationalism and mass democracy also had another
consequence. With large numbers of citizen soldiers
dying in battle and entire populations involved in the
war effort, it became increasingly difficult to accept
18th-century style negotiated settlements, such as
the Congress of Vienna that ended the Napoleonic
wars. Instead, wars were propelled to the infinitely
more difficult goal of unconditional surrender. In
essence, if government is truly to be “of the people,
by the people, for the people,” then it is no longer
sufficient to defeat the opposing army in the field, for
“the people” will simply generate a new army, as
both France and Carthage had repeatedly done.
Rather, to defeat a government of the people, you
must wear down the people’s resistance, or destroy
their ability to put new forces in the field.?*** During
the Civil War, General Grant dealt with this
unpalatable strategic necessity by trying to wear
down the South’s physical capacity to make war by
killing or capturing its soldiers and destroying their
support and re-supply infrastructure.®® By placing
unrelenting military pressure on the Confederate
capital, he forced the South to commit its meager
manpower to a grinding battle in which they could be
destroyed. By using Sherman to cut the South in two
and Sheridan to cut off supplies from the
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Shenandoah Valley, and by using Union naval power
to blockade or hold Southern ports, he eliminated
the Confederates’ ability to sustain any but a limited
guerrilla war. Grant’s was not an arbitrary choice, but
a response to a harsh imperative. No negotiated
settlement was possible because the one thing that
the South and its electorate wanted, independence,
was the one thing that the North could not grant
without invalidating the entire cause for which it was
fighting. There simply was no other way to defeat the
South, nor, as the South itself discovered during the
first half of the war, was there any other way to
defeat the North.*

The World War | trenches bear an eerie
resemblance to those of Richmond and
Petersburg. Just as in the American Civil War, none
of the warring powers in World War | deliberately
set out to fight a war of attrition. In August 1914,
both sides hoped to break their opponent’s will in a
swift campaign. Yet by October 1914, they found
themselves entrenched on a static battlefield that
stretched from the North Sea to Switzerland and
from the Baltic to Romania, with their strategy
reduced to grinding down their foes’ military
forces.* They too had no choice. The scale of the
forces and resources committed was so vast and
the foes so determined that no single battle or
campaign could break their opponent’s ability to
continue the fight. Like the North and the South
during the Civil War, both sides were able to
sustain horrendous losses through 4 years of war,
specifically because they all had some semblance
of popular government and nationalistic fervor.*
However, unlike the Civil War, neither side in the
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Great War was able to destroy their opponent’s
economic and industrial capacity to sustain the
armies in the field. Thus, in the absence of some
signal success in either the Allied blockade or the
German U-boat war, both sides were limited to one
major course of action: grinding down the opposing
army on the battlefield.

In the years after World War |, air power appeared
to offer a logical way out of this dilemma. Bombers
could strike directly into the enemy heartland and
destroy the means of sustaining a conflict without
the need for ground forces to break through enemy
lines. Giulio Douhet, the Italian air power prophet,
even hoped that such bombing would overcome
nationalistic fervor and break the will of the civilian
populace.® Yet, in the end, the strategic bombing of
Germany and Japan during World War Il was more
reminiscent of the Civil War campaigns of Sherman
and Sheridan. It destroyed centers of war
production and cut the lines of communications by
which production reached forces in the field,* but
air strikes alone did not bring victory.*” Similarly, the
coordinated armor and air tactics of the World War
Il blitzkrieg appeared to replace trench warfare with
a swift maneuver war. But, in the final analysis,
despite the military successes against Poland,
France, and initially against the Soviet Union,
Germany was unable to translate military success
into a strategic victory over all of the Allies. Nor were
the Allies later able to translate their own blitzkrieg
imitation into a collapse of German will. Rather, on
closer inspection, the ultimate strategic and
operational impact of the maneuver warfare in
which both sides engaged was to gradually destroy
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enemy forces in much the same fashion that Grant
had done in the campaign leading to the siege of
Richmond and Petersburg during the Civil War. Like
the South, German and Japanese will to resist
endured until both countries were all but overrun or
occupied.® As a result of this will to resist, despite
its tactical and operational innovations, World War Il
remained fundamentally a war of attrition.*

Means and Will

What can we deduce from these examples? And
what implications do they hold for Network Centric
Warfare and the application of the network-centric
revolution to effects-based operations? Four things
are evident in the above history:

* First, attrition warfare was not an arbitrary
choice. It was a last resort. No participant in any
of the wars cited set out to fight a war of
attrition.* On the contrary, all tried to fight a
swift, decisive maneuver war, but found
themselves confronted by a foe too big or too
resilient for that to succeed. They were driven to
attrition warfare when confronted by a hostile
peer who would not yield as they had hoped.
This strategic imperative was twofold. The
resources available to a large industrialized
state provided the physical means to engage in
conflicts of a scale, scope, and duration that
previously would have been unthinkable and
enabled these states to redress battlefield
defeats that, by Napoleonic standards, would
have been decisive.* Equally important, the
nationalism at the root of the nation-state’s
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existence provided a cohesive popular will. That
not only permitted them to endure battlefield
defeats and terrible loss of life, but also
compelled them to demand “unconditional
surrender” of their foes rather than settling for a
negotiated compromise in the manner of 18th-
century diplomacy.

» Second, one cannot assume that an opponent
will fight the kind of war planned. Opponents
adapt to challenges in unexpected ways. The
form these wars took was dictated by the
interactions between the two competitors, not
by any pre-war plans. The longer the conflict
lasted, the more opportunity there was for
adaptation. By extension, any new approach to
warfare (network-centric operations and
effects-based operations included) must be
flexible and dynamic enough to deal with
intelligent opponents.

* Third, the three great attrition conflicts
examined, the American Civil War and the two
World Wars, could be considered wars of
attrition because the overall strategy of the
participants depended on the cumulative
destruction of their opponents’ physical capacity
to wage war in order to achieve victory. It was
not because the combat operations needed to
realize this strategy were limited to attrition for
attrition’s sake. In actuality, each side used
maneuver, surprise, shock, attrition, and any
other form of warfare that offered some
prospect of success in meeting their attrition-
based strategic objective.
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* Finally and somewhat paradoxically, in all of
these wars, the ultimate determinant of victory
was not physical destruction, but the
participants’ will to continue the struggle. In
each case, the underlying rationale for the
attrition strategy was not to inflict the Punic
War-style destruction of a total war (an extreme
and almost impossible task in the case of a
very large nation-state). It was to induce a
collapse of the enemy’s will. In each case, the
warring parties resorted to attrition of forces
and capabilities because they came to see
such attrition as the only option available to
them to provoke such a collapse of will. All
parties to these conflicts almost doggedly
sought to fight a swift decisive war of
maneuver, often despite widely available
evidence to the contrary.” Similarly, the
participants almost invariably* sought their foes’
surrender rather than a total Carthage-like
destruction, even if only to avoid the horrible
cost they themselves would incur in inflicting
such a level of destruction, despite repeated
insistence on “unconditional surrender.”

This duality of these physical and psychological
dimensions in the midst of attrition warfare points to
the degree of complexity that is involved in
understanding how we really wage war and why we
succeed or fail. To win in each of the three conflicts
examined, the victor had to overcome both some
portion of the opponents’ physical means of
continuing the conflict and the opponent’s
psychological will to do so. Thus, with few
exceptions (notably Verdun), what each side sought
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to accomplish by attrition was not simply destruction,
but rather the reduction of the opponents’ physical
capabilities to some ill-defined or, perhaps,
indefinable level at which that opponents’ will to
resist would collapse and they would surrender. This
is significant because the reliance upon such a
complex interaction of means and will suggests that
success, even in attrition warfare, cannot be
ascribed to some predictable function of force size
and Kkill rate. Instead, it is the product of a complex,
nonlinear relationship between physical destruction
of some kind and degree, and a series of
psychological processes taking place in the minds of
human actors at each level of conflict over some
period of time. This complex interrelationship of
means and will appears greatest at the geo-strategic
and military-strategic levels of conflict, but is
certainly evident at the tactical and operational levels
as well.

A Clash of Complex Adaptive Systems

The nonlinearity of the relationship between
means and will also points to the utility of
considering all conflict as clashes between
complex adaptive systems. As described in
complexity theory, such complex adaptive systems
are entities that evolve and adapt to their
environments.* As a result of this ability to learn
and adapt, the behavior of complex adaptive
systems can never entirely be predicted. This
phenomenon is certainly evident in the history of
warfare and specifically in the difficulty in predicting
exactly when, why, and how a warring party’s will
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might collapse under the stress of mounting losses.
In the conflicts examined, the level at which the will
of each losing country (and each military unit)
broke varied greatly.

Three distinct examples of this variation are
obvious in the conflicts surveyed. First, in the
blitzkrieg of 1940, the French will to fight was weak
at all levels from the onset and organized French
military resistance ended early and abruptly, even
though a substantial physical capacity to continue
the struggle remained.*** Second, during World
War |, the will of the Central Powers was sufficient
to withstand 4 years of heavy wartime losses, but
by the summer of 1918, it was so worn down,
especially in Austria-Hungary and Turkey, that
resistance ended before the respective German,
Austrian, or Turkish homelands were invaded,
even though each had substantial organized
military forces still in the field. But third, in the
South in 1865 and in Germany and Japan in 1945,
the will to resist was so great that, even after more
than 4 years of war, and even after the destruction
of most of each state’s physical capacity to wage
war, the will to resist remained strong.*®

These examples are discrete cases on a continuum
that, over the three wars, runs from Denmark’s
acceptance of German occupation without
resistance in 1940 to the suicidal resistance of the
Japanese on Okinawa in 1945. Moreover, a deeper
probe of the French example indicates that the
relationship between the blitzkrieg and the French
collapse is by no means clear-cut. In fact, the
blitzkrieg succeeded at least in part because it
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successfully exploited an underlying French
psychological weakness that derived in part from
deep fissures in French society and the leadership of
the Third Republic.* Even then, as the subsequent
activities of the Free French and Résistance
underlined, the French popular will was not entirely
broken so long as there remained a hope of
overturning the German victory. By contrast, at the
other end of the continuum, although the Allies
anticipated analogous lingering resistance
movements in Germany and Japan after their
respective surrenders, none occurred, perhaps
because there was no corresponding hope of
ultimately overturning the Allied victory. The above
examples point to a complex relationship between
the attrition of physical means of waging war and the
hoped-for collapse of will.

If we take this model of complex behavior
combining physical and psychological dimensions
and apply it, not just to the great wars, but also to
the numerous smaller conflicts that have marked
the past 50 years and the emerging post-
September 11th world, another facet of the problem
emerges: the impact of symmetry on the nature of
the interactions.

Symmetric Versus Asymmetric Conflict

For all of the post-September 11th discussion of
asymmetric conflict, it is curious both that there has
been little agreement as to what constitutes an
asymmetric conflict and that there has been little or
no discussion as to an obvious first question: what is
symmetric conflict? This question of symmetry
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draws together the threads of the issues of means
and will, the roots of attrition warfare, and the nature
of effects-based operations. The preceding
discussion underlines the need to understand just
how a conflict might be expected to evolve and
therefore, how we might be called upon to adapt. In
part, the direction of a conflict's evolution will be
driven by culture and hence, will vary widely from
one opponent to the next. However, it will also reflect
what might be termed the mechanics of wars or
crises in general. The relative symmetry or
asymmetry of the will and capabilities of the
opponents in a conflict or crisis is one significant
factor in such mechanics.

Symmetric Conflict

The Civil War and the two World Wars were
symmetric contests in the classic sense. Nation-
states fought other nation-states or coalitions of
nation-states.*® War was formally declared or
sanctioned in some manner and, atrocities
notwithstanding, the warring parties observed a
basic law of war, with violators prosecuted by the
victors after the war. Navies fought navies. Armies
fought armies. Because of these symmetries, the
results of individual engagements and of protracted
campaigns could be measured in classic
Lanchestrian terms of forces and capabilities
destroyed. Yet, there was an additional and much
more significant symmetry to these wars. Both sides
in each of these conflicts had both great means and
great will (see Figure 2). In fact, it was the
combination of the great means and the great will
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Nation-State/ Nation-State/
Coalition Coalition
Great Means Great Means
VS.
Great Will Great Will

—

Attrition-Based Warfare

Figure 2. Symmetry of Means and Will = Symmetric Warfare

that could be brought to bear by competing nation-
states that gave these struggles their character as
protracted wars of attrition.

Consider the plight of General Robert E. Lee, the
Confederacy’s leading commander during the U.S.
Civil War. Lee managed to defeat the Union Army of
the Potomac about once every 4 to 6 months for
most of the war.>* Most of these defeats probably
would have been considered decisive by the
standards of the previous Napoleonic wars.
However, in the Civil War, about 4 to 6 months after
each of these “decisive” battles, Lee found himself
confronting a larger, better-equipped Army of the
Potomac. The North had the means needed to
generate and equip new forces after each defeat,
and it had the will to do so time and again. It is that
symmetry of great means and great will on both
sides that gave the war the character of a protracted
attrition war. The same is true of the First and
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Second World Wars, and may be extended to the
Cold War as well. After 150 years of such
symmetric, attrition-based warfare, this model of
symmetric conflict has shaped our nation’s
conscious and unconscious perception of what war
is or ought to be.

In these symmetric attrition conflicts, it may be
argued, the bigger and more determined the two
contestants were, the less likely it was that one of
them would break quickly and the more likely the
conflict would be both protracted and attrition-
based. However, what if the opponents were not
symmetric, but asymmetric?

Asymmetric Conflict

There has been much discussion of asymmetric
conflict, but little agreement as to what constitutes
an asymmetry. In some interpretations, asymmetries
are considered to be any difference in military
forces, equipment, training, or organization that
might be exploited. While this is consistent with the
maxim that warfare is about finding and exploiting
asymmetries, it is equally applicable to the
symmetric conflicts just discussed, each of which
featured such asymmetries (U-boat warfare versus
antisubmarine warfare for example), and does little
to define the nature of the asymmetric conflict
challenge we now face. In another vein, it is
increasingly accepted that defining asymmetry in an
asymmetric conflict involves a reversal of some or all
of the symmetries we could observe in the three
great “wars of attrition.” Thus, nation-states may not
fight other nation-states, but may be pitted against
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guerrillas, ethnic liberation movements, or even
terrorists. Navies may not fight other navies, but
instead be required to enforce embargoes or project
power ashore against a variety of decidedly non-
naval targets. Armies may not fight other armies, but
have to contend with urban terrorists, guerrilla
warfare, peacemaking, or peacekeeping operations,
or, especially after September 11th, homeland
defense against a terrorist threat.*> However, if we
follow the line of reasoning generated by examining
the role of means and will in symmetric conflicts,
another possibility emerges. The truly critical
asymmetry may lie in the differences of will and
means between the opponents because these
differences shape the very mechanics of the conflict.
This suggests that the real definition of an
asymmetric conflict is one in which there is no
symmetry of will and means.

What might an asymmetry of means and will look
like? If a symmetric contest may be said to pit one
adversary with great means and great will against
another that also has both great means and great
will, then an asymmetric contest might be expected
to involve different combinations. The possibilities
can be outlined in terms of a simple quadratic
diagram (see Figure 3). The terms “great” and
“limited,” of course, are relative and simply denote
the direction of the disparity of means or will
between the two opponents. Still, they do serve to
define some key elements in the asymmetry.

In a contest between an entity that has both great
means and great will and an entity that lacks one or
both, the side with both great will and means is
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Creat Means Great Means
Crreat Will Limited Will
Limited Mecans Limited Mcans
Greal Will Limited Whill

Figure 3. Asymmetry of Means and Will

bound to prevail. The outcome is likely to be swift
where the challenger’s will is weak and his means
lacking. It may be less swift, but it will be just as sure,
where the means are available but the will lacking, or
where the will is strong but the means lacking.

A similar result is likely to emerge when one side
has either great means or great will and the other
has neither.

However, when the contest is between one power
that has great means and limited will and another
that has limited means but great will, the result is
likely to be far from being either certain or swift. In
fact, such a war is likely to involve protracted
operations that are reminiscent of symmetric wars of
attrition, even if the operations themselves may be
very different in character. This would indicate a
different paradigm for asymmetric conflict and a
different set of mechanics at work.
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Figure 4. Asymmetric Conflict

In such a conflict, each side has an advantage over
its opponent, but the advantages are very different
in nature. Both the opponents and the strategies
that they use may be fundamentally asymmetric. If
we return to the basic warfighting maxim that
success lies in attacking your opponent’s
weaknesses and not his strengths and by
extension, that warfare revolves about the creation
and exploitation of asymmetries, then we would
expect each side to exploit its greatest strength and
attack the other’s greatest weakness. However, as
illustrated in Figure 4, in this lopsided contest, there
are really two different asymmetries that might be
exploited. One side has an advantage in means.
Logically, we would expect that side to exploit its
advantage by attacking and destroying the other’s
more limited physical means, e.g. by pressing an
essentially attrition-based approach.

The other side has an advantage in will. Therefore,
we would expect that side to exploit its advantage
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by attacking its opponent’'s will to continue the
struggle, e.g. an essentially effects-based
approach focused on shaping the opponent’s
behavior. If we think about this type of asymmetric
contest between a power of great means but
limited will and another entity with great will but
limited means, it is immediately obvious that
numerous Cold War and post-Cold War conflicts fit
the description. This is especially true if we accept
that the entity with limited means may not be a
state at all but a guerrilla group, an ethnic or
religious liberation movement, or an international
terrorist organization such as al-Qaida.

However, we must add a caveat here. Even in the
heart of a massive war of attrition such as World War
II, resistance movements in occupied Europe and
the Philippines continued even after the
conventional armies were defeated. These
movements signal an important fact: An adversary
need not be both powerful and determined in order
to win. He need only be determined enough to
overcome any disparity of resources between
himself and his opponent. Stated differently, the
more determined (or fanatical or desperate) the
adversary is, the less reliant upon “means” he will
likely be.

Moreover, as the last line suggests, such an
asymmetric conflict need not be limited to war. The
model applies equally or better to operations other
than war across a spectrum from peacekeeping
operations to crisis responses to terrorism. Indeed, it
is the asymmetric rather than the symmetric model
of conflict that appears prevalent since the end of
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World War 11.5* Vietham and the Soviet experience in
Afghanistan offer good examples of asymmetries of
will and means in war. Both were regional conflicts in
which a small state or non-state liberation movement
confronted a great power. Neither challenger
possessed a size or resource base sufficient to
support an extensive, highly mechanized war effort.
Neither had the physical means to confront, much
less to wear down, the physical war-making capacity
of the United States or the Soviet Union in a
symmetric attrition war. To have any hope of
success, the challengers in both cases had to shift
the focus from a contest of means in which the
asymmetry worked against them, to one of will in
which they held (or at least believed themselves to
hold) an asymmetric advantage. In so doing, they
accepted a continuing asymmetry of means that
they could not in any event alter and concentrated
their efforts on the parallel but opposite asymmetry
of will. Their strategy, like that of a traditional
symmetrical war of attrition, was cumulative. They
understood that continued support by their
opponent’s public was the core requirement for a
lengthy war. They concluded that the cumulative
effect of protracted guerrilla operations could be to
erode that support, even though the more powerful
opponent retained military superiority in the field and
continued to win battles and destroy elements of
their own forces and capabilities.*

By zeroing in on the attrition of their opponent’s
political will as their strategic objective, they also
defined a much more manageable military task. In
this effects-based context, it was no longer
necessary to launch large concerted attacks to
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destroy their foe’s military capability and attain
victory. Rather, the foe’s will might be attacked by
sustaining a rate and scope of relatively small
attacks that was sufficient to inflict a level of
casualties and damage that might be considered
intolerable at home, regardless of whether they were
militarily significant in the field. At the tactical and
operational levels, this asymmetric use of limited
military power left the American and Soviet militaries,
designed for symmetric warfare with each other, with
little in the way of military capabilities or support
infrastructure that their large mechanized forces
could attack. Enemy formations were kept too small,
lines of communications too rudimentary, and the
infrastructure too sparse for classic attrition-based
warfare to work well. What is more, the dispersal had
a second, derivative effect because it enormously
increased the amount of effort required for the larger
powers and their local allies to achieve military
objectives based on attrition of physical means. The
scale of their efforts often became so
disproportionate to those of the guerrillas that it was
guestionable who was wearing whom down.

This asymmetric approach to warfare has been
remarkably successful. Not only did it thwart
superpower efforts in Vietham and Afghanistan, but
it also helped bring about the collapse of the
Western colonial empires in the years after World
War [1.** This same asymmetric approach also has
been manifest in a score of lesser encounters,
crises, and Operations Other Than War from
Somalia to Kosovo. It is also apparent in the
reasoning of terrorist organizations from the Irish
Republican Army to a long train of Middle Eastern
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terrorists. In each case, the challengers (states, non-
states, gangs, terrorists, or warlords) believed that
they simply had to be able to inflict sufficient pain
over a long enough period of time to wear down a
larger power’s will and thus wring from it the
concessions they sought.

In approaching such asymmetric conflict, it is easy to
focus on the perceived lack of will on the part of a
great power operating forward to protect what are
often extended or unclear national interests.
However, we need to carry this analysis an important
additional step and focus on the will of the
challenger. Is this will infinite? And if not, at what
point might it break? We observed earlier that in the
case of the World War Il resistance movements, it
was not necessary to be both big and determined to
stand up to a big and determined foe. It was only
necessary to be so determined as to overcome any
disparity in resources. That is, the will required to
succeed is relative. This suggests a relationship
between means and will that is something along the
following lines (See Figure 5).

The impact of means upon the outcome tends to
vary arithmetically, while that of will varies
geometrically. The more determined the foe, the
less means he will require in order to succeed in the
contest. The more constrained the task is, the
greater the probability is of success with the means
available. However, obviously if the means fall to
zero, no amount of determination will suffice to
make up the difference. This was the core reason
for the Roman resort to a total war solution to the
conflict with Carthage.*
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Probability
e 2
of = Mecans X Will
Success

Figure 5. Probability Equation

In the case of the World War Il Résistants, the
determination that balanced their lack of means
derived from their firm belief that the Allies still
fighting would eventually return with sufficient means
to redress an imbalance.* In the case of the guerrilla
movements, their determination did not necessarily
stem from any realistic hope of outside intervention
to redress the imbalance, but from a conviction
rooted in a historical, national, or religious destiny.
There was and is a sense of ultimate inevitability that
fortifies the will sufficiently to sustain the long-term
nature of a struggle and to endure the sacrifice of
lives entailed. When this will is put into the context of
a strategy that seeks to inflict damage and wear
down public support rather than to gain a military
victory, it can be sufficient to win.

If we apply the same logic to a different form of
guerrilla operation represented by international
terrorism, something similar emerges. There too, the
will of the terrorists need only be great enough to
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balance the greater means available to their
opponents. The terrorists may not be able to hope to
match the means of a great, industrialized state, but
assuredly believe that they have superior will. The
roots of that will may be in nationalism or ethnic
identity, as in the case of most of the guerrilla
operations cited. But, those roots may also lie in the
fact that the terrorists see themselves as part of an
inevitable historical process or as divine agents
whose deaths lead to martyrdom, as in the case of
al-Qaida terrorists. Such a religious context can also
yield the patience and endurance that comes from
operating on a divine rather than human time line.

If we follow this logic to its conclusion, given
sufficient will on the part of the terrorists, the means
required for initiating and sustaining a long-term
conflict may be very minor indeed. The World Trade
Center bombing in 1993, for example, was the
amalgamation of religious fanaticism and
commercially available materials. The attacks of
2001 used commercial airliners as gigantic missiles.
In each case, the willingness of the terrorists to
accept their own deaths and of the terrorist
leadership to trust to God and to ignore the follow-
on consequences multiplied the impact of the
minimal physical means available to them.

The New Security Environment:
Asymmetric and Symmetric Conflicts

Does this mean that asymmetric forms of conflict
have replaced the old attrition-based warfare driven
by a symmetry of means and will? In fact, the
definition of symmetric warfare in terms of will and
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means argues otherwise. If symmetric attrition
warfare arose when circumstances pitted states and
coalitions with great means and great will against
one another, then it stands to reason that similar
contests will tend to move in the same direction. This
is borne out by recent history. Since World War 1I,
classic, symmetric attrition wars have continued
around the world. Desert Storm, for all of the
apparent disparity of means involved, falls into this
category, as do multiple wars between Third World
states® including the Iran-Iraq War and a succession
of Arab-Israeli Wars. This persistence of symmetric
attrition warfare indicates that the conditions that
gave rise to symmetric, attrition-based wars
continue to exist. Asymmetric conflict has not
replaced symmetric conflict; it has come in addition
to it. In this same vein, we might expect that any
eventual conflict with a proverbial “peer competitor”
would, because of the symmetry that the word “peer”
implies, resemble the symmetric attrition-based wars
of the past more than any asymmetric conflict along
the lines of those just discussed.*

The model for fashioning military power or for
evaluating the applicability of network-centric and
effects-based operations suggested here is not a
tidy “either/or” of either a symmetric, attrition-based
conflict, or an asymmetric, effects-based conflict.
Rather, it is more along the lines of a continuum with
a total focus on means at one extreme and a total
focus on will at the other. This continuum would
extend from pure attrition-based approaches to
warfare (the total destruction of the Third Punic War)
at one end to a pure effects-based approach
(peacekeeping operations) at the other. Along this
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continuum, the mode of warfare toward which
opponents will be drawn is a function of the degree
of difference in their respective sizes, military
capabilities, and determination.®® The more
symmetric the means and will of the adversaries are,
the more likely they are to be drawn into a
fundamentally attrition-based conflict that continues
until one or the other contestant’s means and/or will
are exhausted. The more asymmetric the means
and will of the opponents are, the more likely they
are to take a more effects-based approach (for
example, centered on a damage infliction strategy in
a protracted low-intensity conflict) of which terrorism
must be considered a form.*

The above continuum becomes a bit clearer if we
compare the attrition-based and the behavior/
effects-based approaches to conflict and begin to
see where they differ and where they overlap (See
Figure 6). In this comparison, the focus on means
that is typical of a symmetric conflict produces what
is essentially an attrition-based approach to warfare
centered on attacking physical targets, usually to
meet military objectives and usually to produce
guantifiable results. This does not mean that the
result is a pure attrition approach in which the only
thing that matters is the destruction of forces and
capabilities. Such attacks certainly may have
psychological impacts in the manner of effects-
based operations. The distinction is that in attrition-
based operations, these impacts are usually a by-
product of the attack, rather than its purpose.
However, there is another important consideration.
Because attrition-based approaches to dealing with
conflict do involve physical damage to an opponent,
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such operations are restricted to wartime or to
combat operations short of war. In other words,
some form of a state of hostilities is a prerequisite to
their application. If opponents can deny us grounds
for such a state of hostilities, they can invalidate any
military strategy based on attrition.®

This same restriction applies in a different way to
attrition-based deterrence. If one’s only recourse is
to destroy targets, then the deterrent value of
military forces hinges on either their ability to
retaliate by destroying forces and capabilities, or the
ability to pre-empt an opponent’s action with similar
destruction. Both actions are credible only in
extreme situations, at or near the onset of
hostilities. Both have substantial political costs and
risks including the possibility of reciprocal
annihilation. Obviously, such threats are very
unlikely to deter an opponent who sees the conflict
in political terms in which such destruction might
create opportunities in the world media, or who
treats the destruction both as martyrdom and a
confirmation of the attackers’ intrinsic evil.

The above stands in sharp contrast to the
elements of a warfare approach dictated by a
focus on will and behavior. The military capabilities
needed to attack the physical means of an
opponent may be absolutely necessary to fight a
symmetric war of attrition, but they may also be
quite insufficient to deal with an asymmetric foe
whose focus is necessarily on our political will or
decisionmaking behavior. For such a foe, the focus
IS not on targets but on actions that are directed
toward political objectives and that revolve about
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the opponent’s will and decisionmaking structure,
both political and military. In short, the approach to
warfare is very fundamentally effects-based,
directed at shaping behavior.

Unlike the attrition-based approach, the effects-
based strategy is conceived and executed as a
direct assault on an opponent’s will and not a by-
product of destroying his capability to wage war. For
this reason, the role of the media and information is
no longer that of an ancillary support for morale as in
attrition-based campaigns, but as a central part of
the effort to assault the public will. Because the
target is human behavior, the results are not
incremental, but nonlinear in the manner of the
proverbial “straw that broke the camel's back.” Pain
is inflicted until the victim can stand no more.
Further, because the actions undertaken and the
pain inflicted need not involve destruction, they need
not be confined to combat operations, but can span
the spectrum from peace to crisis to war.® Finally,
they can deter not simply on the basis of what can
be destroyed either in retaliation or pre-emptive
action, but rather by threatening a cumulative
psychological attrition inflicted relentlessly over time.

While this latter model is drawn from observation of
asymmetric conflicts, its use need not be restricted
to those who would challenge a great power. Indeed,
the cardinal advantage of the great power may prove
to be that it has the option of following either an
attrition-based or an effects-based approach, or
some combination of the two that best meets its
needs at any particular time.
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The New Security Environment and
Effects-Based Operations

What becomes clear in the foregoing discussion is
that attrition-based operations, no matter how
efficient we may make them, do not work very well
against an asymmetric adversary who has
minimized his dependence on conventional physical
means of waging war. Still more importantly, the
concept of attrition, because it does rely on
destruction and thus on the existence of some
recognized state of hostilities, does not apply where
there is no state of hostilities, or if such hostilities are
precisely what the military force is attempting to
thwart. Because these operations short of combat
comprise both the core of our national efforts to deal
with the post-September 11th security environment
and the vast majority of all military operations, we
clearly need something other than an attrition-based
metric for military operations and for our acquisition
of effective military power. In brief, new information
technologies and network-centric thinking must be
put into a context within which they can address the
complex interaction between nations, would-be
nations, and other challengers in which the attrition
of an opponent’s physical means of waging war is
not a central factor of strategy. The effects-based
approach to military operations provides the
gateway into doing just this.

But that is not all. Even in symmetric combat
operations against a peer adversary in which
attrition is a key factor, the focus on will and behavior
promises to give our military forces the nonlinear
impact they will need to succeed. Such capabilities
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could achieve our military objectives without the
protracted conflict and massive casualties that have
marked the great attrition wars of the past 150 years.
In essence, although the warfare decisions that
emerge from an effects-based thought process may
still be denominated in terms of targets or forces and
capabilities to be destroyed, the core of the
approach is not the destruction of targets, but an
action-reaction cycle in which success is defined by
the behavior produced.

Finally, effects-based operations are not simply a
mode of warfare. They encompass the full range of
actions that a nation may undertake in order to
induce a particular reaction on the part of an
opponent, ally, or neutral. They represent a unified
approach to national strategy that is as much at
the root of peacetime operations as it is of wartime
operations. Thus, the concept of effects-based
operations becomes the key to applying network-
centric capabilities and concepts on multiple levels
to deal with a security environment that combines
both old and new threats and that will require both
combat operations and a broad range of
operations short of combat, including those
directed at establishing a stable deterrence regime
on a global scale.

All of the above begs the real question: just what are
effects-based operations? To proceed any further,
much less to make the tantalizing marriage between
network-centric and effects-based ideas a reality, we
must first flesh out our definition and theory of
effects-based operations, then describe its
application to military operations, and finally assess
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how the efficiencies of network-centric thinking and
capabilities might best be applied. This is the task of
the following chapters.

Network Centric Warfare can be concisely defined as the
concept of linking all aspects of warfighting into a shared
situation awareness and understanding of command intent so
as to achieve a unity and synchronicity of effects that
multiplies the combat power of military forces. Network-
centric operations are then military operations across the
spectrum of conflict from peace, to crisis, to war to which the
concepts and capabilities of Network Centric Warfare have
been applied.

’Logically, it is not enough to figure out how network-centric
capabilities might apply to a given generic military operation.
If that generic military operation serves little purpose in
meeting our strategic, operational, and tactical objectives,
then no matter how well we accomplish it, the capabilities will
have little value.

*As a working definition, we can consider “strategic
deterrence” to be the neutralization or foreclosure of direct
threats to the peace, prosperity, and continued survival of the
nation.

*Majid Khadduri, for example, traces the polarization of Arab
society that resulted from expanding contacts with the West
as the Arab leadership attempted to adapt an established
system to new ideas without surrendering its Islamic identity.
Khadduri, Majid. Political Trends in the Arab World.
Baltimore; Johns Hopkins. 1972. pp. 2-7.

*Albert Hourani describes the economic, religious, and
cultural reactions of the Arab world to spreading contacts with
an intruding Western culture. He notes that one such reaction
was the Islamist movement surrounding the Muslim
Brotherhood and points to the work of Sayyid Qutb who, as
early as 1964, was calling for a jihad “not for defense only, but
to destroy all worship of false gods and remove all obstacles
preventing men from accepting Islam.”

Hourani, Albert. A History of the Arab Peoples. Cambridge;
Belknap/Harvard Press. 1991. pp. 445-6.

‘The idea of a broader integrated involvement in change is
not new and was noted very pointedly in the Iklé-Wohlstetter
report in 1988.
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Iklé, Fred C and Albert Wohlstetter, Chairmen. Discriminate
Deterrence, The Report of the Commission in Integrated
Long-Term Strategy. Washington. 1988. p. 15.

A frequent criticism of military crisis responses is that
ultimately they produce no discernible change in the local
situation. However, if we consider the military role not as one
of solving the problem but of buying time for an economic-
socio-political solution, then the response takes on a new
perspective. It may not at all be that the military intervention
that failed, but that the political and economic tools available
were not able to fashion a lasting solution in the period of time
the military intervention bought.

®See Edward Rhodes, “Conventional Deterrence: Review of
the Empirical Literature,” Second Navy RMA Round Table,
SAIC, Tysons Corner, Virginia, 4 June 1997.

°This was the essence of the French argument for an
independent “force de frappe” which was deemed a credible
response to any threat to France, whereas a U.S. response
that endangered American cities might not be believable or
believed.

lklé and Wohistetter, p. 35. In actuality, through the course
of the Cold War, each nuclear power recognized the dangers
of an uncontrolled escalation that might grow from any
military incident between them and was careful to avoid such
armed confrontation.

"As part of the stabilizing mental model, each of the Cold War
nuclear adversaries had a fairly detailed idea of what
strategic weapons the other side had available and how they
would be used. Thus, retaliation tended to be seen as a
largely mechanical, “sensor-to-shooter” endeavor initiated by
a national decision to respond.

2For purposes of this book, the term *“conventional
deterrence” is used to encompass everything but strategic
deterrence, i.e. weapons of mass destruction or of mass
effects.

*See the work of Prof. Edward Rhodes of Rutgers Center for
Global Security and Democracy, “Conventional Deterrence:
Review of Empirical Literature,” Second Navy RMA Round
Table, June 1998. “Conventional Deterrence,” Comparative
Strategy, Fall 2000. “Review Of Empirical Studies of
Conventional Deterence,” Working Paper, Columbia
International Affairs Online (CIAO), Columbia University. July
1999.

“The latter is of course present in strategic nuclear
deterrence in facets such as the secure second strike
capability that denies an opponent the possibility of an
incapacitating first strike.
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Under the United Nations Charter, states are given the right
to self-defense but not to retaliation, thus many nations have
tended to treat operations that would otherwise be considered
to be retaliatory in nature as acts of self-defense in the
context of this limited or conventional deterrence.

Waters, Maurice. The United Nations. New York; MacMillan
Company. 1967. pp. 553-579.

In the case of conventional deterrence, the unacceptable
result most probably will not be the annihilation of society, but
rather a political fall-out that could be counterproductive and
that would, hence, negate the effect that the power had
sought. Obviously, this sets up a sliding scale. The more
important the interest to be defended is, the more acceptable
any negative fall-out will be. The less important the interest is,
the more likely it is that possible negative repercussions will
outweigh any gains to be made from successful deterrence.

"Although it can be postulated that such a rational process of
calculation would have little to do with the reaction of an
irrational decisionmaker, it is probably closer to the truth to
say that any senior level decisionmaker is, by virtue of having
attained that position, rational. This does not mean that the
rationality would match Western notions of a rational
decisionmaker, but simply that some form of rational
calculation will almost inevitably be involved in perceiving and
reacting to the threat of retaliation. It is upon that calculation,
in whatever form it takes, that deterrence relies.

¥*Rhodes, “Conventional Deterrence,” p. 243.

¥In fact, conventional deterrence centers on the “niche
competitor,” a foe that is constantly probing for niches within
which he believes can compete successfully. Such niches
may be defined in political terms as a challenge that the
deterring power is unable to meet for political reasons or at
acceptable cost, or with the temporal terms, such as the
ability to engineer a military or a political fait accompli in such
a short time as to preclude an effective response. The niche
may be geographic, such as confining operations to an area
to which the adversary cannot obtain ready access or in
which his full capabilities cannot be brought to bear. Or it may
be a warfare niche, a military challenge for which the
deterring power has only a limited local or deployable
capability. In general, the smaller the disparity in capabilities
between the niche competitor and his opponent the larger the
number and variety of the niches that are likely to be available
to exploit, and the more frequent the challenges probably will
be. Obviously, for the challenger, the key to success in such
an endeavor is the ability to contain the conflict within the
chosen niche. This imposes two constraints on his niche



Chapter 1 51

strategy. First, he must be able to do something to achieve
the desired effect within his chosen niche. It does no good to
define a niche within which any action he undertakes will not
produce a worthwhile result. And second, he must be able to
discourage either vertical or lateral escalation that might
move the confrontation out of the niche to arenas in which he
cannot compete successfully. For example, the victim of the
niche challenger might increase the level of the military
confrontation by unexpectedly heavy reinforcement of forces
in the confrontation, or might attempt to move the
confrontation to other areas of competition geographic or
otherwise.

The success of a conventional deterrent under these
conditions hinges the ability either to counter any action the
challenger might take within any given political, temporal,
geographic, or warfare niche and/or to escalate a conflict
beyond the confines of that niche.

®We can look at the threat from al-Qaida in this vein. The
competitor seeks to avoid American retaliation by remaining
anonymous or by so decentralizing his action that the military
power of the United States cannot be brought to bear.
Similarly, the terrorist cells seek to operate in a boundary
niche between states, between external and internal security,
and between peace and war

“The introduction of more efficient ways of applying military
power to this end, whether by increasing the number of
sorties and targets each day, or by nodal targeting to reduce
the number of targets we need to destroy to incapacitate an
opponent, do not change the fact that the fundamental
objective remains the attrition of enemy capability to wage
war.

?In 1916, the Chief of the German General Staff, General von
Falkenhayn set out to exploit the German advantage in
manpower by creating a situation in which would produce
such a large number of French casualties as to gradually
grind down the physical ability of the French Army to resist.
Keegan, John. The First World War. New York. 2000, p 278.
#The dangers associated with a shift from attrition warfare to
the unknown of Network Centric Warfare or a still evolving
concept of effects-based operations are particularly
significant for the United States, a country that was
particularly well suited to fight and win such wars of attrition.
From the epoch of the Civil War onwards, the American
“nation in arms” had an economy and demography sufficient
to support massive armies and an industrial production that
enabled it to overwhelm its enemies war production. It also
had the ability to mobilize national opinion and, hence, the
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political capacity to outlast its opponents. Finally, because of
its nearly insular geography, the United States (like Britain)
could use the sea and its naval power to create a homeland
sanctuary even as it projected its own massive military
overseas to fight in the enemy’s backyard.

|t might be argued that the Second Punic War, which
decisively defeated Carthage, was the result of a successful
attrition strategy and that the Third Punic War was a different
“total war,” though it remained a clear logical descendent of
Cato’s “Carthage must be destroyed” injunction.

Goldsworthy, Adrian. The Punic Wars. New York. 1998. pp.
198ff.

#For a frontier settlement in North America, defense was not
something to be provided by a distant army, however well
trained. It was something to which every man and woman
contributed because the penalty for failure was death. The
result was the same militia system that so bedeviled the
conventional British armies during the American Revolution.
Burgoyne’s defeats at Bennington and Saratoga, for example,
were largely at the hands of a militia army that had not existed
2 weeks before the battles and did not exist 2 weeks later.
The idea of the citizen soldier appears to have crossed the
Atlantic with Lafayette who formed French citizen soldiers
into what is now the Garde Républicaine. This idea was later
adapted by Carnot into the lIévée en masse.

Galvin, John R. The Minute Men. Washington; Brassey’s.
1989.

*Revolutionary France, like the late 20th-century United
States, had the advantage of numbers. In 1800, France was
by far the most populous country in Western Europe. It had a
large and robust economy and an extensive civil
infrastructure, particularly of roads. As a result, even as late
as the 100 days in 1815, France was able to generate large
armies on short notice. It was this size and capacity that
sustained Napoleon through a quarter century of almost
incessant wars.

Durant, Will and Ariel. The Age of Napoleon. New York;
Simon and Schuster. 1975. pp. 3-6 and 179ff.

The Napoleonic wars introduced many elements of modern
attrition warfare: massive forces, the nation in arms, and the
destruction of the military means of a nation to resist.
However, as a rule, these conflicts only indirectly touched on
the civil means of creating military power, chiefly in the
Continental System and the British Orders in Council. Thus,
while Napoleon inflicted a draconian peace on Prussia after
Jena, for example, he only sought to destroy the Prussian
Army and not the means for Prussia to create military power.
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*The Gettysburg Address. President Abraham Lincoln. 1863.
#Lincoln probably would have been horrified to see his words
extrapolated in this way. But Lincoln appears to have
understood their implications and the need for attrition
warfare in defeating the South, supporting Grant's plan to
wage such a war while at the same time repeatedly saying
that he did not want to know what those plans were.
Sandburg, Carl. Lincoln, The Prairie Years and the War
Years. Easton; Norwalk. 1984. pp. 464-5.

®Grant, U.S. The Personal Memoirs of U.S. Grant. Easton;
Norwalk. 1989. p. 469.

“Grant writes that, although he had started the campaign in
the West insisting that property rights be respected, he came
to conclude that such an approach prolonged the war and
that it was ultimately more “humane” to destroy all means by
which the rebellion could be sustained.

Grant. Memoirs. pp. 191-2.

*This plan was outlined in April 1864 just after Grant took
command of the Union armies and was elaborated
successively over the course of the next 4 months.

Foote, Shelby. The Civil War: A Narrative. Time-Life, Vol. 10.
Alexandria, Virginia. 2000. pp. 26ff.

®Hayes, Carlton J. A Brief History of the Great War. New
York: MacMillan Company. 1925. pp. 41-55.

*Although sometimes ignored amid a lingering residue of
World War | propaganda, 1914 Russia, Germany, and
Austria-Hungary were all constitutional monarchies with
functioning, democratically elected parliaments that voted to
go to war and thereafter sustained the war effort by approving
a succession of war budgets. It was not until the October
Revolution of 1917 in Russia that this ceased to be the case.
Similarly, it is noteworthy that Austria-Hungary’s collapse and
disintegration in October 1918 occurred in the context of its
parliamentary system and without any effort by the monarchy
or military to reverse that decision by force.

Keegan, pp. 415-416.

*Douhet, Giulio. The Command of the Air. Washington DC;
Office of Air Force History. 1983.

*In the case of Japan’s island empire, this interdiction was in
great part the fruit of a submarine campaign that sank most of
the irreplaceable Japanese merchant marine.

“Williamson Murray writes, “We now know that these massive
assaults on Germany’s cities did in fact impair German
morale substantially. What British air theorists failed to take
into account, however, was the reality that modern states
(democratic as well as totalitarian) possess enormous powers
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of compulsion. As a result, there was no outlet for the drastic
effects that the bombing had on German morale — the
concentration camp and the Gestapo were more than enough
to keep the population in line.”

Murray, Williamson et al. An Historical Perspective on Effects-
based Operations. Institute for Defense Analyses, Joint
Advanced Warfighting Project; Alexandra, Virginia. October
2001. p. 29.

*®In the case of Japan, only outlying islands, e.g. Okinawa and
Iwo Jima, were taken by storm and the government appears
to have yielded in the face of the total destruction intimated by
the atomic bombing of Hiroshima and Nagasaki. However,
even in the face of these bombs and the Emperor’s
intervention, hardline military resistance to surrender
continued. It is instructive that the Allies feared continued
resistance by diehard elements of the civilian population and
recalcitrant military even after a formal surrender.

*This look at attrition warfare can be taken a step further. The
Soviet defeat in the Cold War may be laid to the Soviet
Union’s being overwhelmed by America’s superior ability to
maintain a large and rapidly modernizing military force while
at the same time increasing its economic base. The Soviets
were astute enough to recognize that their own inability to do
both meant there would be an ever widening gap in
capabilities and no Soviet hope of ever catching up. In effect,
the United States and its allies won the Cold War by forcing
the Soviet economic system into bankruptcy, that is, by
destroying the Soviet means of continuing the competition
without having to defeat Soviet forces in battle.

“The duel between Generals Pétain and von Falkenhayn at
Verdun excepted. (Keegan, pp 278ff.) One can also make a
case that Stalin realized from the start that he would have to
fight a war of attrition against the Germans when they
invaded and, indeed, such attrition warfare had historic
antecedents in Kutuzov’s winter campaign against Napoleon.
Nevertheless, in the early stages of the German invasion in
1941, the Red Army defended forward and adopted a
scorched earth policy only when the front collapsed.

“Grant, for example, says, “Up to the Battle of Shiloh, I ...
believed that the rebellion against the Government would
collapse suddenly and soon if a decisive victory could be
gained over any of its armies.”

Grant. pp. 191ff.

“This is most evident in the lead up to World War | when
European military planners, with the model of the U.S. Civil
War before them, nonetheless based their assumptions on
the models of the 1866 Austro-Prussian War and the 1870-1
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Franco-Prussian War. Those wars were swift and decisive
and seemed to point to a military revolution based on mass
mobilization and railroads, factors that caught the great
powers up in the “Gun of August” entanglement of alliances
and inflexible time lines.

Keegan, pp. 212-3.

“Notable exceptions were in World War 1l when the Nazis and
Japanese sought to enslave the conquered peoples of
Eastern Europe and China respectively, or the parallel but
soon abandoned Morgenthau Plan by which the Allies were to
have reduced post-war Germany to an agricultural state.
“Murray Gell-Mann, “The Simple and the Complex,” in David
S. Alberts and Thomas J, Czerwinski. Complexity, Global
Politics, and National Security. Washington, DC. 1997,
pp. 10-11.

“At the time the French government capitulated, plans were
being implemented to shift the center of French resistance,
together with the French Navy and as much of the Army as
could be transported, to North Africa which itself contained a
sizeable French army.

Churchill. Their Finest Hour. p. 201.

“William Shirer traces the divisions between right and left in
French society back to the beginning of the Third Republic in
1872.

Shirer, William L. The Collapse of the Third Republic, An
Inquiry into the Fall of France in 1940. New York: Simon and
Schuster. 1969.

“These differences came to a head during the socialist
government of Léon Blum in the 1930s.

“Ready, J. Lee. World War Two: Nation by Nation. London;
Arms and Armour. 1995. p180ff, p. 116ff.

Colton, Joel. Léon Blum, Humanist in Politics. New York;
Knopf. 1966.

“As a result, in the aftermath of June 1940, French at all
levels and of both right and left tended to see the 1940 defeat
as the inevitable result of the policies and weaknesses of the
Third Republic itself.

Smith, Allen. The Road to Vichy, The Writings and Journals of
Constant Caulry, 1938-1945. Unpublished thesis, College of
William and Mary; Williamsburg, Va. 2002. pp.3-7.

*The Confederacy is included as a nation-state.

**Johnson, Robert and Clarence Clough Buel eds. North to
Antietam: Battles and Leaders of the Civil War. New York:
Castle Books. 1956. pp. 449-695.

®2Gray, Colin. “Thinking Asymmetrically in Times of Terror.”
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Parameters. Spring 2002, p. 5ff.

|t is certainly tempting to imagine that a confrontation with
another large industrial power on the order of Germany or the
Soviet Union is unlikely for well into the present century. It is
also tempting to imagine that any future confrontation with a
lesser adversary will proceed in the manner of a Desert
Storm. However, the World War | example carries a warning.
The great power strategists and planners before that war had
the clear example of the American Civil War before them. Yet,
they chose to study different examples, those of the Austro-
Prussian War of 1866 and the Franco-Prussian War of 1870-
1, wars that seemed to confirm the validity of their preferred
approach to war and left them unprepared for the conflict of
1914-1918.

*There is an assumption here that the challenger can be sure
that his own public support will outlast that of the larger
power. This is not a foregone conclusion. For one, the
robustness of the larger power’s public support is likely to be
a function of how directly the challenger threatens what that
public perceives to be its vital national interests, such as the
safety of its citizens. Too much of a challenge, thus, can
provoke the larger power’s public and create an equality of
will between the two sides yielding the victory to the bigger
side. Similarly, the challenger must pay attention to his own
support, much as Mao enjoined guerrillas always to be able
to swim in the sea of the local peasantry.

*Consider that, in the 20 years after the end of World War II,
the great colonial empires of the British, French, and Dutch
collapsed in disarray even though parts of those empires had
been held securely with minimal military forces for two to
three centuries beforehand. The colonial powers fought to
maintain or restore a local hegemony, but this goal was not
strongly shared by electorates at home with the result that the
tolerance for physical attrition of any kind was extremely low,
a distinct contrast with the situation in World Wars | and 1.
The indigenous rebels, on the other hand, fought to oust a
foreign power and establish a national entity. In so doing,
indigenous leaders often built on an extensive knowledge of
their imperial enemy. Many had been educated in the “mother
country” and perceived that there was no stomach for the
commitment of blood and treasure that would be required to
hold the empires by force. While not all of the colonies were
the scene of guerrilla warfare, the British experience in
Malaya and Kenya, the French in Indo-China, Madagascatr,
and later Algeria, and the Dutch in the East Indies, all pointed
to the difficulty of attempting to halt opposing guerrillas if
independence were not granted.
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*Goldsworthy, pp. 353-6.

0One might also speculate that the failure to generate an
equivalent resistance movement in Germany in 1945
stemmed from the basic lack of any such hope.

*#“Third World” is used here in Nehru’s original context, that is,
states that were not formally members of either the NATO or
Warsaw Pact.

*However, we must add an additional important caveat here.
In the final analysis of each of these wars and conflicts,
symmetric and asymmetric, the choice of what kind of war to
fight was not for one side’s planners and strategists to make.
Their enemies chose. They chose by not “breaking” as the
strategists had planned. They chose by how they decided to
fight, by their stalwart reactions to defeats and losses of men
and materiel, by the resources they committed, and by the will
to resist that they were able to generate and maintain.

©If we take this observation a step further, the more
successful we are in implementing an American military
revolution, the more asymmetric our opponents must become
if they are to have any chance of challenging us successfully.
“Strausz-Hupé, Robert. “The New Protracted Conflict.” Orbis.
April 2002.

20One might argue here, for example, that treating a large
scale terrorist action as a criminal matter rather than as an act
of war also has the effect of ruling out the attrition-based
responses for which American and Western militaries in
general are best equipped.

®In fact, the almost Manichean dichotomy of military
operations into war versus “operations other than war”
reflects a holdover from Cold War thinking in an age whose
military challenges are more properly described by a
continuum that runs from peace through crises of every sort,
to wars that are equally varied in size and scope.






CHAPTER 2

Network-Centric
Operations: The
Starting Point!

Given the radical change in the existing world
order that we have experienced since the end of
the Cold War and patrticularly since September 11th,
it is hardly surprising that we should begin to think
not only of “transforming” our military forces, but also
in terms of some form of “revolution” in military
affairs (RMA). While transformation® offers the
prospect of multiplying the power of our own military
forces, perhaps the more compelling argument in its
favor is the specter of a successful RMA in the
hands of an opponent producing a devastating
defeat. Indeed from a semantic standpoint, the real
military revolution in our modern world would be one
that overthrew the existing world order and not one
that somehow sustained it.

In this regard, perhaps the most poignant message
carried by the story of the French collapse in the
1940 blitzkrieg is not so much the desirability of
finding an American RMA as it is the absolute
necessity to avoid being surprised and defeated by
someone else’s RMA. In the final analysis, our

59
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interest in Network Centric Warfare may not be so
much a question of figuring out how to be the
Germans of 1940. More than anything else, it may
be determining how to avoid being the French. This
unstated fear of being on the losing end of an RMA
is the underlying motivation of much of the RMA
debate. That same fear is also at the root of much of
the growing interest in effects-based operations.

The blitzkrieg example underlines something else
as well. In many respects, a military development
may be revolutionary not because of the speed
with which it takes place, or because of the novelty
of the means used, but because of the result it
achieves. A revolution in military affairs is
revolutionary because it constitutes a sharp break
with the accepted way of doing things, a change
that enables the RMA military force to defeat an
opponent conclusively.®* The problem is that
peacetime tests of such a prospective military
revolution can never fully replicate either combat
conditions or the uncertainties of war. However
closely an opponent’s activities have been
monitored, and however frequently the elements of
a would-be RMA have been practiced, the
outcome and success of the prospective revolution
will never be known until it’s too late* and the battle
is won or lost.

It is in this context that both Network Centric Warfare
and effects-based operations must be considered.
Either separately or together, both Network Centric
Warfare and effects-based operations may be said
to constitute an embryonic, would-be military
revolution. Neither is entirely new in the sense that
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both can be traced to fundamental military principles
long antedating the Cold War. However, both take on
a significant new dimension in the Information Age.
Both are also evolving significantly in response to
the changing missions and threats of the post-
September 11th world. Both display a renewed focus
on more traditional military operations rather than a
Cold War-style strategic nuclear standoff. Both
reflect attempts to think differently and to harness
new technologies. Finally, like other would-be
military revolutions of the past, both may ultimately
be confronted with a challenge that their advocates
had not anticipated and they may fail. Herein lies the
core challenge. How do we best adapt the new
technologies and the new thinking to the missions
our military forces are likely to face in our new
security environment while recognizing that others in
that world will be attempting to create their own
revolutions with us as the target?

Network Centric Warfare,
Technological Revolutions and
Combat Efficiency

It seems appropriate that any discussion of
transformation should start with Network Centric
Warfare, the concept of linking all aspects of
warfighting into a shared situation awareness and
shared understanding of command intent so as to
achieve a unity and synchronicity of effects that
multiplies the power of military forces. The
Department of Defense Report to Congress on
Network Centric Warfare of July 2001 notes that
Network Centric Warfare involves networking in
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three domains of warfare (the physical, information,
and cognitive domains) so as to “generate
increased combat power by: better synchronizing
effects in the battlespace; achieving greater speed
of command; (and) increasing lethality, survivability,
and responsiveness.”™ In their seminal book,
Network Centric Warfare, Developing and
Leveraging Information Superiority, Alberts,
Garstka, and Stein describe “Network Centric
Warfare” in this manner:

NCW is about human and organizational
behavior. NCW is based on a new way of
thinking, network-centric thinking, and
applying it to military operations. NCW
focuses on the combat power that can be
generated from the effective linking or
networking of the warfighting enterprise. It is
characterized by the ability of geographically
dispersed forces to create a high level of
shared battle space awareness that can be
exploited via self-synchronization and other
network-centric operations to achieve
commander’s intent. NCW supports speed of
command, the conversion of a superior
information position to action. NCW is
transparent to mission, force size, and
geography. Furthermore, NCW has the
potential to contribute to the coalescence of
the tactical, operational, and strategic levels
of war. In brief, NCW is not narrowly about
technology, but broadly about an emerging
military response to the Information Age.®

Network-centric operations, then, are the application
of the concepts and principles of Network Centric
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Warfare to military operations across the spectrum
of conflict from peace, to crisis, to war.

As this description suggests, Network Centric
Warfare and network-centric operations are closely
aligned with the emerging new technologies of the
so-called Information Age. But, the description
does more than that. It implies that the new
technologies by themselves are not enough and
that the real potential of network-centric operations
stems from some innovative thinking as to how to
use these technologies. Thus, in the manner of Dr.
Krepinevich’s definition of a revolution in military
affairs, the new technologies must be accompanied
by changes in organization, doctrine, and tactics,
just as the inter-war years’ new technologies,
radios, aircraft, and armor needed to be used as a
different combined arms force to create a blitzkrieg
RMA. There is still another dimension to this
combination of new technologies and new thinking.
Network Centric Warfare may also provide the
means for executing an old concept, effects-based
operations, in a new way that is both precise and
dynamic. It is this prospect that will be explored in
this book.

The common thread that runs through the definition
of Network Centric Warfare, the introduction of new
technologies, and the exploration of a concept of
effects-based warfare is the search for greater
combat efficiency. That is, the purpose of each
technology and concept is a reduction in the relative
amount of military or other power needed to
undertake a given mission, to fulfill a given task, or
to create a specific outcome. The attraction of
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Network Centric Warfare and effects-based warfare
is the prospect that they can yield improved combat
efficiency. The challenge is to understand how they
might do this and what combination of technologies
used in support of which concepts would yield the
greatest combat efficiency.

We need to be careful in how we proceed. The
Alberts et al. description of Network Centric Warfare
implies a distinction between a military technical
revolution (MTR) and a RMA similar to that drawn in
the Introduction to this book. Whereas the MTR
applies new technology to existing ways of war, the
RMA combines new technology with new tactics,
doctrine, and/or organization, e.g. the blitzkrieg, or
combines new or existing technologies in a new
concept of warfare, e.g. the levée en masse and the
Napoleonic revolution.

If we apply this construct to Network Centric
Warfare and effects-based operations, three
distinct levels of potential improvement in combat
efficiency begin to emerge. The first level of
improvement would derive from the application of
new technologies to existing forces, doctrine,
tactics, and organization and the existing concepts
of warfare. The second level of improvement would
derive from the adaptation of doctrine, tactics, and
organization to optimize the impact of the new
technologies. Finally, the third level of improvement
in combat efficiency would then derive from the
application of the new technology and thinking to a
different style of warfare, an avenue we will explore
in effects-based operations.
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The idea of combat efficiency and the three levels
of potential improvement in efficiency, each tied to
different aspects of the RMA debate, offer a
framework for more detailed consideration of how
both Network Centric Warfare and effects-based
operations fit into the larger picture of the new
security environment, what military forces do in it,
and how they are organized.

First Level Improvement in Combat
Efficiency: New Technologies

The most straightforward and understandable
potential improvement in combat efficiency is to be
derived from applying the emerging military and
dual-use technologies for forces, doctrine,
organization, and tactics to existing concepts of
warfare. The use of new technology to multiply the
impact of military forces seems almost axiomatic
and, indeed, is the staple of the current acquisition
process. The only challenge would appear to lie in
determining which technologies in which
combinations hold the most potential. Still, this is
not as simple as it sounds.

Three Technological Revolutions

The driving force behind the discussion of Network
Centric Warfare has been a revolution in information
technology that has been building over the last
decade and more. Still, this information is only part
of the picture. In reality, we must think in terms of an
interlocking set of three different technological
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revolutions: one in sensors, one in information
technology, and one in weapons technology.’

» Sensor Technology. The revolution in sensor
technology is twofold: one element is the move
toward sensors that are able to achieve a
comprehensive, near-real-time surveillance over
vast areas, and the other is a move toward
smaller, cheaper, more numerous sensors that
can be netted to detect, locate, identify, and
track targets.® The latter is of particular
significance. Not only will the sensors produced
by the revolution be smaller, cheaper, and
therefore, much more numerous, but they will
also be of an almost bewildering variety. Each
will test some specific set or range of
phenomena, e.g. acoustic, seismic, and
infrared, with each stream of information
integrated both with that of different sensors and
over time. Together, these trends can provide
the quantity and quality of data to create a
“situational awareness” that is “global in scope
and precise in detail.” Already, this trend is
being reflected in the expanding efforts of the
U.S. Army and U.S. Marine Corps to exploit
fields of unattended ground sensors, including
some insect-like mobile sensors. It is also
reflected in the U.S. Navy’s exploration of a
concept of an “Expeditionary Sensor Grid” of
thousands, if not tens of thousands, of sensors
that might be deployed by an operational
commander in tiers of overhead, unmanned
aerial and surface sensors spread across a
forward battlespace on and under the sea,
ashore and in the air.
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* Information Technology. The true utility of the
new sensors described above can only be
appreciated if we think of them in the context of
sensor fields or entire surveillance systems.
The military success of the sensor revolution is
contingent upon an equal and parallel success
in networking them into a system of systems.
New information technology provides this
network backbone. It lends the sensor
revolution a real military significance. The
reason is twofold. First, the networking allows
us to expand the capability of the sensors both
by better integrating the data collected, and by
allowing the sensors to interactively build on
one another’s efforts. This latter networking can
in turn permit a dumbing down of the sensors
involved so as to make them still cheaper and
potentially more numerous. Second, the scope
and scale of the data provided by the sensor
revolution is likely to be of such a quantity that
it would be unmanageable save for an
information revolution that will bring the
geometric increase in computing power
necessary to process, collate, and analyze the
resulting quantity of sensor data. In short,
without networking, the sensors could achieve
only a very limited part of their impact and their
numbers and diverse data streams might even
become counterproductive.

What is more, the revolution will also provide
the means of distributing information to any
designee or “shooter” anywhere in the world at
near-real-time speeds. Unless the “command
and control™ of the forces receiving the sensor
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information were equal to the task, the influx of
information would likely overwhelm
commanders and become dysfunctional. Thus,
the information revolution must also contribute
the means of ensuring both that the right
information reaches the right decisionmaker at
the right time in the right form, and that the
decisionmaker can make the best use possible
of it in executing command intent, however it
may be expressed. If we take this latter thought
a step further, we can also look for information
technology to provide better information and
displays to help decisionmakers appreciate the
rapid successions of complicated tactical and
operational data that make up a modern
engagement. Still more importantly, we might
use the new technology to address the still
more complex, subjective, and usually
ambiguous information inherent in exploiting
the human dimension of war.

» Weapons Technology. If the network-centric
revolution was limited to the first two
technologies alone, a battlefield commander
might find himself inundated with a quantity of
targets that would completely outstrip his
supply of weapons. The third component of the
triple revolution provides the means of
exploiting these sensor and information
revolutions. The focus of this weapons
revolution is not toward increasingly precise
weapons but toward smaller, cheaper, and
more numerous weapons that are precise
enough to exploit the data provided by sensors
and information systems. Like the information
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and sensor revolutions, the revolution in
weapons is twofold. Better streams of targeting
data can permit a “dumbing down” of
expensive guidance packages and thus reduce
costs. And, new designs, better electronics,
“lean manufacturing,” and mass production of
much larger numbers of weapons can
decrease the cost for a given level of accuracy
and capability.” Indeed, the sensor and
information revolutions enable us to think not
only in terms of cheaper missiles, but also in
terms of unmanned combat air vehicles that
can be far cheaper than manned platforms as
the delivery means for this new generation of
cheap precise weapons.

...and Combat Efficiency

If we accept that the first level of improvement in
combat efficiency stems from applying these new
technologies to the existing ways of war, then the
major challenge in attaining the first level of
improvement in combat efficiency is figuring out
which technologies in which combinations might
best enable us to meet our strategic objectives and
provide the best return on our investment. The
guestion of which combinations work best is
particularly important. As our outline of the three
revolutions indicates, the real impact of the
technologies upon warfare derives from the
synergies of combining different technologies drawn
from different revolutions.” Improved sensors can
help us to find more targets more quickly and
accurately and to detect enemy actions and
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reactions sooner. But, the amount of data these
sensors can provide would overwhelm us without
better information systems to process and handle
the data stream. Better information technologies
similarly might enable us to move data and
information faster and to disseminate both combat
information and directives more rapidly and with less
error. But, the combinations of sensors and
information systems we create could simply leave us
with massive amounts of targeting information if we
did not have the larger numbers of weapons needed
to exploit that information, and so on.

The idea of combining a variety of different
technologies to achieve new synergies seems
axiomatic. The difficulty is in determining which
synergies are likely to result and how these will
evolve over time. In this vein, the triple
technological revolution poses five challenges with
which we must deal:

* First, the three technological revolutions are
largely independent of each other and, thus, will
almost inevitably be out of synch. This is
especially true since the sensor and information
revolutions are largely being developed by
civilian industry and follow a timetable that
bears little relationship either to developments in
the other revolutions or to military need.

» Second, there will be a continual interaction
among the new technologies. Innovations in one
area may be expected to have a direct impact
on the utility of technologies in other areas. For
example, the new information technologies that
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permit sensors to be more autonomous might
enable an expansion in the size and scope of
the sensor fields that can be managed within an
existing surveillance system. Furthermore,
developments in one area may spark changes
in others. Improved guidance on weapons or
the introduction of improved unmanned combat
air vehicles, for example, could change the
nature and function of sensor fields.

* Third, the synergies that emerge from the
interaction of the new technological
developments can be both positive and
negative.” Although we are accustomed to
thinking of one technology building on another,
in fact, some of the synergies may actually be
negative. A slower pace of development in one
technology revolution could inhibit progress in
another, such as bandwidth restrictions limiting
the size of sensor fields that can be monitored.
Additionally, a new technology in the hands of a
would-be opponent could potentially defeat the
purpose of an entire development effort. A
series of developments in information
technology that permit us to centralize
command and control, for example, may create
a vulnerability that a precise weapon can
exploit. Still more likely, if new information
technology were used to drive a centralization
of command instead of a de-centralization, it
could reduce our agility just when it is most
needed to deal with adversaries who have used
new sensors and information technologies to
de-centralize their operations.
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 Fourth, as the last point suggests, because
much of the triple revolution either is in civilian,
“dual use” technologies or is readily available on
the international market, there is no American or
Western monopoly on the systems emerging or
how they are adapted to military use. To the
contrary, other states and non-state actors may
pick and choose from a global technological
“grab bag” to create their own would-be
revolution, a revolution that may well be focused
on defeating the United States and the West. As
the cost of the new technologies declines over
time, furthermore, the number of actors who
could potentially afford the technologies needed
to pose an asymmetric threat will expand,
multiplying the number and variety of potential
applications of the technologies we must
confront. Moreover, because smaller actors and
non-state actors must rely on commercial-off-
the-shelf technology, they can largely avoid
cumbersome acquisition procedures that afflict
the asymmetric foes. This can give them an
advantage in speed and surprise. In essence,
as soon as they can identify a technology
synergy and buy it, they can exploit it.

* Fifth, none of the three revolutions is close to
being finished. Each of the technological
revolutions is likely to continue to expand and
accelerate in the decades to come. Each new
development can spawn new potential
synergies like a succession of ripples
spreading out over a lake. Thus, our problem
is not simply that of finding a one-time
revolutionary synergy for our own use, but
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rather that of managing a stream of potential
synergies, many of which might be used
against us.

In brief, the three technological revolutions present a
nearly infinite and constantly changing plethora of
potential military synergies that will change even as
we attempt to apply them to existing concepts,
doctrine, tactics, and organization. Given the fluidity
and complexity of the three technological
revolutions, how do we identify those technologies
and those combinations that offer the most potential,
both for ourselves and for our would-be opponents?

To some degree, by applying the principles of
“system of systems” engineering, we can identify
some of the potential synergies, test them, and
incorporate them into our deliberate planning
process. Better sensors and information clearly
could create better situational awareness and thus
reduce fratricide and enable us to detect enemy
moves as they occur. Better targeting data would
mean that fewer weapons would be required for a
given mission, and so on. Although this multiplying
web of potential synergies may sound complex, the
impact of the new technologies can be readily
quantified. By comparing the results of a given
mission or tactic using older systems and forces with
the results of the same mission or tactic using new
systems or forces, we can obtain very exact results.

However, this ability to quantify is seductive.
Because comparisons of limited changes in existing
systems can yield very exact results, we can find
ourselves in the position of the man looking for his
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lost keys by the light post because that is where he
can see best. Similarly, if we focus only on that which
we can quantify, we stand a good chance of making
only incremental changes in current capabilities
since that is what we can best quantify, a fault for
which the current acquisition system has been
frequently chastised. The result would be to end up
improving our capacity to fight the last war, like
France in the face of the blitzkrieg.*

It is worth noting in this regard that, during the inter-
war period, the most Iimpressive military
technological advances and investments were made
by France, not by Germany. These technologies,
embodied in the Maginot Line, were tested and
evaluated, and “proven” to be an order of magnitude
more effective than the fortifications of World War 1.**
Nor were the French unaware of the emerging
technologies of their epoch. In 1940, French tanks
were often better than their German counterparts
and their aircraft were more numerous.*® However,
what shaped the blitzkrieg was how the Germans
used the technologies they had available and their
organization, strategy, and tactics.

The key question raised by the technological
revolutions outlined above is the same one that
distinguishes a MTR from a RMA. That question is
not: how do we use the new technologies to execute
our current tactics and doctrine better? It is instead:
how might the new technologies enable us to do
things differently? This, indeed, is the essence of
transformation. The challenge posed by this
guestion is to create doctrine, organizations, and
tactics that optimize emerging technologies or that
incorporate them into new concepts of warfare that
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better adapt our capabilities to the changing security
environment. In the final analysis, without the new
thinking, the new technologies are likely to increase
efficiency in a way that is largely arithmetic and
incremental in nature. They enable us to execute
today’s tactics and operations in a quantifiably better
way, but they still leave us with traditional, tightly
controlled, and synchronized operations that are
hierarchically planned and executed.*

We can palpably sense that there is something
missing in this technology-focused, first level of
improvement in combat efficiency. Not only does the
application of new technologies to existing concepts,
organization, doctrine, and tactics beg the question
of what those same technologies might have done in
a different context, but it largely ignores an even
greater issue. The post-September 11th missions
our military forces now face are not and will not be
the same as those for which our Cold War platforms,
organization, and tactics were designed. The
evolving synergies of the triple technological
revolution draw us to look at a second level of
combat efficiency in which changes in technologies
are coupled with change in how we think about war.
This next level of combat efficiency has come to be
embodied in the idea of Network Centric Warfare.

Second Level Improvement in
Combat Efficiency: Network Centric
Warfare

Fittingly, the concept of Network Centric Warfare

builds on some key warfare changes that can grow
from the three technological revolutions. One such



76 Effects-Based Operations

change is the use of sensors and networking to
improve situational awareness, precision, and self-
synchronization to carry out more operations during
a given period of time and to focus those actions on
the right target at the right time to optimize impact.
The speed and precision brought by networking can
likewise provide the potential to exploit very specific
battlefield opportunities and to operate at a pace
calculated to overwhelm an enemy’s capacity to
respond. Also, network-centric capabilities portend
a highly agile force able to change from one rapid,
precise operation to another at will, and able to
compress complex targeting processes to fit the
nearly real-time dimensions of the battlefield.
Finally, networking also has the potential to
increase the amount and quality of the information
and knowledge available to commanders at every
level both on and off the battlefield. For our
understanding of Network Centric Warfare and its
role in improving combat efficiency, the critical point
is not that these capabilities may exist, but rather
how the capabilities come together in Network
Centric Warfare and how the resulting network-
centric operations are more efficient.

The concept of Network Centric Warfare now
evolving applies the new technologies to two ends:
to explore new ways to do existing missions better;*
and to find ways to undertake missions that we might
never before have attempted. The latter is a critical
part of dealing with a fast changing security
environment and especially the threats of
asymmetric threats. The Navy Warfare Development
Command’s draft “Capstone Concept for Naval
Operations in the Information Age” begins to define
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a working concept for the application of these
Network Centric Warfare concepts to military
operations. The Capstone Concept refers to
network-centric operations “as the art of deriving
maximum force power through the rapid and robust
networking of diverse, well-informed, and
geographically separated warfighters” so as to
“enable a precise, agile style of maneuver warfare.”
What does that mean, and how does it increase
combat efficiency?

Proponents of network-centric operations explain
the impact on combat efficiency in this manner. In
traditional military operations, a mission is assigned
and planned, forces are generated, and operations
are executed to concentrate power on an objective.
This is a highly coordinated, “stepped” cycle (see
Figure 7): periods of relative inaction, during which
forces are generated and actions coordinated (the
flat part of the step) alternate with periods of action,
when combat power is applied (the vertical part).
However, if forces were networked to create a near-
real-time situational awareness, then we could act
continuously along a relatively smooth “combat
power curve.” We would no longer need to pause
before deciding on further action; the information
and coordination needed would already be there.

The shared situation awareness promised by
network-centric operations would also permit a
flattened decentralized command structure in
which decisions could and would be made at the
lowest practicable level of command. Combined
with self-synchronization, it would permit us to
reclaim the “lost combat power” between the
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optimal combat power curve and the steps of the
planned synchronization as illustrated in the
diagram. Finally, as we train and organize to work
with these capabilities and perfect our
decisionmaking, the pace of these semi-
independent operations might accelerate further to
permit a steeper combat power curve and with it a
new, more rapid speed of command.

Speed of Command

Although equating accelerated self-synchronized
operations to increase combat efficiency makes
intuitive sense, it needs further explanation. One
way of doing this is to look at the diagram’s “steps”
in the context of the Observe, Orient, Decide, and
Act (OODA) loop concept proposed by Colonel
John R. Boyd, USAF. However, instead of treating
the OODA loops* as circles, we can look at them
as a succession of linear cycles overlaid on the
steps described. Col. Boyd’s Observe, Orient and
Decide phases then would equate to the flat part of
the step while the Act phase would be the vertical
or action part of the step (see Figure 8). Plotted on
axes of time (x) versus cumulative application of
military force (y), the “steps” then become OODA
cycles with each Act adding to the total of the
military force applied.

If we were somehow able to compress the length of
time required to complete an observation of the
opponent’s actions sufficient to make a decision,
and/or if we were similarly able to shorten the time
needed to re-orient our activities and then to decide
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on a course of action, then the impact on the
combat power curve would be to greatly increase
its slope (see Figure 9).

The result would be the increase in the speed of
command theorized in Figure 7, our original diagram.

While this may be sufficient to explain the diagram in
Figure 9, it falls into a trap. We seem to equate the
length of the OODA loop or decision cycle with the
pace of operations. Yet, we know that much more is
involved in conducting military operations.? We
know that to act, we must do a great deal more than
simply observe, orient, and decide. Actions are
physical in nature and require physical preparations
as well as decisionmaking. Accordingly, we must
look beyond the OODA decision cycles to a larger
dimension that might be termed a “combat power
generation cycle.” That cycle encompasses not only
the act of observing, orienting, and deciding, but also
the whole range of parallel physical acts necessary
to actually generate combat power, or act.

Self-Synchronization

This broader conception of the combat power
generation cycle introduces new dimensions to each
phase of Boyd's OODA loop. For example, the
“observe” process includes both the decision to
observe certain activities and the physical actions
needed to acquire the intelligence, surveillance, and
targeting data and to transmit it to the right people or
systems. New sensor and information technologies
can compress this process significantly, but there is
a limit to how much.
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Moreover, to optimize the impact of precision, we
need more than sensor-based awareness; we need
to identify specific vulnerabilities. To do that, we
need to know the enemy better. Although this
“knowing” draws on sensor information and as a
result, will be subject to some time compression, the
knowledge also depends on regional expertise and
on intelligence databases developed long before the
battle begins. Thus, the new sensors and
information technology can only shorten the cycle to
the degree that the physical actions needed for long-
term collection and analysis have already been
completed and that knowledge is already available
on the network.

A similar limit emerges in the “orient/decide”
phase.” Better awareness helps us avoid mistakes
and use assets more efficiently, but we must still
complete a set of physical actions to generate
military power. We may have to move the carrier
within range of the objective, plan and brief the
mission, fuel and arm the aircraft, and launch
them.* We may also have to deliver follow-on air
strikes to achieve an objective. The pace of these
actions is determined by the physical capabilities of
systems and people. An aircraft carrier can move
only so fast and its flight deck operations can be
hurried along only so much. Efficiency is as much a
function of how we organize, train, and equip our
forces as it is of how the information flows. The
same is true of the “act” phase. Once in the air,
aircraft must proceed to the target and then, at a
time dependent on a series of physical constraints
(the speed of the aircraft, range of its weapons, and
the distance to be traveled), launch their ordinance.
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To increase the impact of network-centric-derived
speed of command and thus combat efficiency, we
must accelerate both parts of the combat cycle, the
OODA cycle and the process of generating combat
power. A strike sortie generation demonstration
conducted by the U.S.S. Nimitz (CVN 68) in 1997%
provides a good example of how these two elements
come together. The Nimitz demonstration used a
rudimentary network to aid targeting and
decisionmaking, but then focused on optimizing the
battle group, the carrier, and the airwing to make
better use of the increased information that the
network made available. Among other things, it
added pilots to its embarked airwing,” introduced
new high-speed cyclical operations,” and relied on
accompanying missile ships for air defense of the
battle group. The result was a fourfold increase in
sorties over a 4-day period. Arming each aircraft with
multiple precision weapons, each of which could
reliably destroy an aimpoint, further multiplied the
effect. The battle group thus established a faster,
more efficient power generation cycle, one that
(when combined with network’s ability to identify the
“targets that count” in commensurate numbers)
produced an order of magnitude increase in the
group’s combat efficiency.?®

This achievement is significant for several reasons.
First, the Nimitz operation shows that using better
equipment, organization, training, and information
can shorten the combat power generation cycle,
and thus take advantage of network-centric speed
and awareness. However, it also indicates
something else; the time required for combat power
generation will vary with equipment, training, and
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organization, just as it did on the Nimitz before and
after new measures were implemented. That
suggests that dissimilar military forces have power
generation cycles of radically different lengths. For
example, the length of the Nimitz’'s cycle would
differ from that of a squad of SEALs (U.S. Navy
special operations forces) inserted from a
submarine, or of a cruiser firing Tomahawk land
attack missiles, or of a squad of Marines in a
firefight, or of bombers operating from bases in the
continental United States (see Figure 10).

The Nimitz demonstration also points to another
differential in the impact of training and
organization. Thus, not only are different kinds of
units differently equipped and therefore subject to
different physical limits in how fast they can react,
but different units of the same type will have
received different levels of training and display
different proficiencies that will also have an impact
on the speed of their performance.

In a traditional battle, the commander manages the
complex interaction among these different combat
cycles by coordinating subordinate units so that
their respective “act” phases strike the enemy at
the same time or in some prescribed sequence.
Indeed, one can hardly imagine the D-Day landings
in the absence of such coordination to mass the
fires and effects of the massive Allied forces. And
as the complexity of the Allied landings underlined,
the more diverse the forces involved, the greater
the coordination problem is likely to be. The
difficulty is that by coordinating to this degree, the
entire effort is held hostage to the speed of the
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slowest combat cycle, with all other units
deliberately kept from achieving their optimum
tempo of operations so as to mass the effects
needed or to be mutually supportive. Therefore, the
commander deliberately foregoes additional cycles
of applied power that might have been generated
by quicker paced forces, and so less power is
applied overall (see Figure 11). In short, “by
optimizing mass, we minimize efficiency.”®

As if this were not enough of a challenge, most of
our wartime operations do not involve uniquely U.S.
forces. The norm is a coalition operation of some
form. Thus, the problem is not only the differences
between unit types and levels of proficiency on the
U.S. side, but an even greater variance between
U.S. units and the analogous Allied units. Each Allied
unit almost inevitably will have different equipment
and different training as well as in all likelihood
different rules of engagement. These will in great
degree govern the varying lengths of the coalition’s
combat power generation cycle (see Figure 12).

In fact, the pace of coalition operations are very
much governed by these factors to the point that
the overall combat power generation cycle of the
coalition as a whole may bear little resemblance
to those of the individual players. While these
problems can in some respects be ameliorated by
integrated alliance working arrangements such as
in NATO, in general, the problem encountered by
the commander in coordinating the “act” phases of
multiple forces and multiple allies increases
almost exponentially as the number of coalition
partners increases.
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Shared Situation Awareness, Shared
Understanding of Command Intent

How does Network Centric Warfare better enable
the commander to deal with this complex challenge
and optimize the pace of his operations?

Increases in an individual unit’'s speed of command,
or decisionmaking, can certainly enable us to reduce
OODA cycle lengths and thereby increase the pace
of operations, to a point. Similarly, better equipment,
organization, and training of that unit can also
increase its pace of operations. But, the key
guestion that emerges from the discussion above is
not about individual units, but about how disparate
units of all descriptions can be coordinated to
increase the overall pace of operations and
firepower of the force as a whole, whether it is
entirely American or a coalition. The implied solution
is to somehow permit each unit to operate at its
optimal pace, thus reclaiming the “lost combat
power.” But, how do we do this without making the
overall force dysfunctional and, perhaps, fratricidal?

Here is where the agility derived from Network
Centric Warfare becomes important. This agility and
the speed and precision it exploits all derive from the
amalgam of information tools, sensors, and
communications that constitutes the information
back plane of network-centric operations. The
network permits us to undertake more actions in a
given time, to focus those actions better, to act and
react faster, and to do so with more certainty. That is
to say that networking permits our military forces to
become more efficient.
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The contribution of Network Centric Warfare
centers on creating a shared situational
awareness and a shared understanding of
“‘command” intent.** The assumption here is that, if
unit commands down to the tactical level have a
general awareness of the overall situation and a
specific awareness of their position in it, then they
will be able to operate freely and coordinate
among themselves so as to optimize the
capabilities of each unit. The ability to use the
shared situational awareness in this manner is
clearly much 