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Section 1

Introduction and Background

This report completes the Department of Defense’s (DoD’s) response to the provisions of
Section 934 of the Defense Authorization Act for FY01 (Public Law 106-398).! This section
calls for the Secretary of Defense, in consultation with the Chairman of the Joint Chiefs of
Staff, to develop two reports related to Network Centric Warfare (NCW). SEC.934 (c)
directs the Secretary, in consultation with the Chairman of the Joint Chiefs of Staff, to submit
to the Congress a report on the development and implementation of NCW concepts. SEC.
934(d) directs a study on the use of Joint experimentation for developing NCW concepts and
a report on the results of this study.

With respect to the first of these two reports, DoD submitted an interim response to
Congress, Sense of the Report, in March 2001. This report provided a definition and
explanation of terms and an initial perspective on where NCW is today and where it is going
in the DoD. With respect to the second of these reports, the U.S. Joint Forces Command
prepared and submitted a report on the status of NCW and Joint Experimentation in March
2001. This report is the final submission associated with SEC. 934 (c¢) and completes DoD’s
response to Congress pursuant to Section 934 of Public Law 106-398. It provides a thorough
explanation of NCW concepts, details relevant DoD activities, assesses DoD progress, and
describes the way ahead.

1.1 Congressionally Directed Action
Section 934 of Public Law 106-398 stipulated that areas listed below be addressed:

SEC. 934. NETWORK CENTRIC WARFARE

1. Findings. Congress makes the following findings:

(a) Joint Vision 2020 set the goal for the DoD to pursue information superiority in order that
joint forces may possess superior knowledge and attain decision superiority during
operations across the spectrum of conflict.

(b) One concept being pursued to attain information superiority is known as NCW. The
concept of NCW links sensors, communications systems, and weapons systems in an
interconnected grid that allows for a seamless information flow to warfighters, policy
makers, and support personnel.

1 http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=1 06_cong_public laws&docid=f:publ398.106
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(c) The Joint Staff, the Defense Agencies, and the military departments are all pursuing
various concepts related to NCW.

Goal. It shall be the goal of the DoD to fully coordinate various efforts being pursued by the
Joint Staff, the Defense Agencies, and the military departments as they develop the concept

of NCW.

Report on NCW

(a) The Secretary of Defense shall submit to the congressional defense committees a report
on the development and implementation of NCW concepts within the DoD. The report
shall be prepared in consultation with the Chairman of the Joint Chiefs of Staff.

(b)

The report shall include the following:

vi.

Vii.

viii.

A clear definition and terminology to describe the set of operational concepts
referred to as "network centric warfare."

An identification and description of the current planned activities by the Office of
the Secretary of Defense (OSD), the Joint Chiefs of Staff, and the United States
Joint Forces Command relating to NCW.

A discussion of how the concept of NCW is related to the strategy of
transformation as outlined in the document entitled Joint Vision 2020, along with
the advantages and disadvantages of pursuing that concept.

A discussion on how the Department is implementing the concepts of network
centric warfare as it relates to information superiority and decision superiority
articulated in Joint Vision 2020.

An identification and description of the current and planned activities of each of
the Armed Forces related to network centric warfare.

A discussion on how the Department plans to attain a fully integrated, joint
command, control, communications, computers, intelligence, surveillance, and
reconnaissance (C4ISR) capability.

A description of the joint requirements under development that will lead to the
acquisition of technologies for enabling network centric warfare and whether
those joint requirements are modifying existing service requirements and vision
statements.

A discussion of how DoD activities to establish a joint network centric capability
are coordinated with other departments and agencies of the United States and
with United States allies.

A discussion of the coordination of the science and technology investments of
the military departments and Defense Agencies in the development of future joint
network centric warfare capabilities.

The methodology being used to measure progress toward stated goals.

1-2
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4. Study on the Use of Joint Experimentation for Developing NCW Concepts.

(a) The Secretary of Defense shall conduct a study on the present and future use of the joint
experimentation program of the DoD in the development of NCW concepts.

(b) The Secretary shall submit to the congressional defense committees a report on the
results of the study. The report shall include the following:

i. A survey of and description of how experimentation under the joint
experimentation at United States Joint Forces Command is being used for
evaluating emerging concepts in network centric warfare.

ii. A survey of and description of how experimentation under the joint
experimentation of each of the armed services are being used for evaluating
emerging concepts in network centric warfare.

iii. A description of any emerging concepts and recommendations developed by
those experiments, with special emphasis on force structure implications.

iv. The Secretary of Defense, acting through the Chairman of the Joint Chiefs of
Staff, shall designate the Commander in Chief (CINC) of the United States Joint
Forces Command to carry out the study and prepare the report required under
this subsection.

5. Time for Submission of Reports. Each report required under this section shall be submitted
not later than March 1, 2001.

CONFERENCE REPORT LANGUAGE HR 016-945, pg. 839.
Network Centric Warfare (sec. 934)

The House bill contained a provision (sec. 907) that would require the Secretary of Defense to
submit a report to the congressional defense committees outlining the efforts of the Department to
define and integrate network centric warfare concepts into its vision for future military operations.

The Senate amendment contained a similar provision (sec. 906) that would require the Secretary
of Defense to submit three reports: (1) a report on the implementation of NCW principles; (2) a study
on the use of joint experimentation for developing NCW concepts; and (3) a report on science and
technology programs to support NCW concepts.

The House recedes with an amendment that would establish a requirement for the Secretary of
Defense to submit two reports: (1) a report on implementation of NCW principles; and (2) a study on
the use of joint experimentation for developing NCW concepts. The amendment would further clarify
specific elements of the information to be included in the reports.

1-3
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1.2 Mapping From SEC. 934 to Report

The Department recognized that this direction by the Congress provided an opportunity
not only to assemble a comprehensive report on its thinking and activities related to NCW,
but also to stimulate a continuing dialogue both within DoD and between DoD and the
Congress on this subject.

The report maps to the tasking by Congress as follows:

1. A clear definition and terminology to describe the set of operational concepts
referred to as “Network Centric Warfare.”

These activities are discussed in numerous places throughout the report. The
following sections focus upon the strategy and policy elements related to enabling
and facilitating the development of NCW concepts and capabilities. Joint Forces
Command achievements were discussed in the report submitted on 8 March 2001,
included in Appendix H of this report.

— Section 2.2.3 relates Decision Superiority and Knowledge Superiority to
cognitive domain operations.

— Section 3.2 provides definitions of terms used in describing NCW.

— Section 3.3 addresses concepts that use different terminology but are related to
the goals of network centricity.

— Section 5.2 defines the term Infostructure.

— Section 7 describes the Mission Capability Package (MCP) concept.

2. An identification and description of the current and planned activities by the
Office of the Secretary of Defense (OSD), the Joint Chiefs of Staff, and the
United States Joint Forces Command relating to NCW.

— Section 7.1.1 describes the strategy of Co-Evolution to develop NCW.

— Section 9.2.2.1 describes the activities of the Combined Communications
Electronics Board (CCEB) to coordinate C4ISR planning.

— Section 9.2.2.2 describes Coalition Interoperability initiatives being conducted
under the CCEB.

— Section 9.3 describes the 1999 recommendations of the Defense Science Board
for the establishment of a focal point for coordinating the Global Information
Grid (GIG) as a key transformative activity in the DoD.

— Section 10.3 describes changes in the Acquisition system to expedite
development of NCW.
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Section 11 provides a detailed overview of ongoing developments and initiatives
relating to NCW within the Office of the Secretary of Defense, the Joint Chiefs of
Staff, and the United States Joint Forces Command.

Appendix H provides the text of the U.S. Joint Forces Command report to
Congress about activities related to NCW and Joint Experimentation.

. A discussion of how the concept of NCW is related to the strategy of

transformation as outlined in the document entitled Joint Vision 2020, along
with the advantages and disadvantages of pursuing that concept.

Section 2 describes the relationship between NCW and DoD Transformation,
including the relationship between NCW and Joint Vision 2020.

Section 3.4 discusses how Information Superiority and NCW transform the
practice of nine fundamental principles of war.

Section 10.4.7 describes how science and technology success is dependent upon
co-evolution of technology, doctrine, and organization.

Section 9.2.2 describes GIG Architecture Development

. A discussion of how the Department is implementing the concepts of NCW as it

relates to information superiority and decision superiority articulated in Joint
Vision 2020.

Section 5 describes the Prerequisites that lead to implementation of NCW.

Section 7 describes the DoD NCW Implementation Strategy.

Section 6 describes the things that are enablers of NCW.

Section 9.2 describes Policy and Governance that guide the CINCs, Services, and
Agency in development of the Global Information Grid.

. An identification and description of the current and planned activities of each of

the Armed Forces relating to NCW.

Section 3.3.1 contains examples of Service NCW Concepts that are developing
NCW.

Section 4 provides an Overview of Service Visions and Concepts and summarizes
the individual Service concepts that are stated in detail in Appendix A.

Section 8.2 provides a detailed discussion of experimentation conducted by the
Services that provides evidence of the value of NCW.
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Section 8.2.1.1 describes U.S. Air Force Air-to-Air Mission experimentation in
NCW.

Section 8.2.1.2 describes U.S. Army Advanced Warfighting Experiment (AWE)
Maneuver experimentation activity.

Section 8.2.1.6 describes U.S. Air Force Split-Based Operations.

Section 11 summarizes NCW-Related Initiatives and Programs and provides links
to detailed descriptions in Appendix E.

Appendix E provides Service and Agency NCW-related initiatives and programs.

. A discussion of how DoD plans to attain a fully integrated Joint C4ISR

capability.

Section10.3.1 describes how the Defense Acquisition System is emphasizing
Joint interoperability requirements in development of C4ISR systems.

Section 9.2.1 lists Guidance and Policy Memoranda for CINCs, Services, and
Agencies, emphasizing integrated Joint development of NCW implementation.

Section 9.2.2 describes GIG Architecture development.

Appendix E, paragraph 6, describes NCW-related initiatives and programs by
BMDO to ensure Joint integration of Service and Agency efforts in support of
the BMDO mission to provide Ballistic Missile Defense.

Appendix G lists analysis, experimentation, and Advanced Concept Technology
Demonstrations (ACTD) activities that address multiple NCW focus areas.

. A discussion of the Joint requirements under development that will lead to the
acquisition of technologies for enabling NCW and whether those Joint
requirements are modifying existing service requirements and vision statements.

Section 10.2 describes the revised Requirements Generation System of the DoD.

Appendix B, paragraphs 2.3 and 2.4, describe how the Navy is developing new
warfare requirements processes to achieve NCW goals.

Appendix B, paragraph 3, describes how the U.S. Marine Corps is developing
new warfighting requirements processes to achieve NCW goals.

Appendix E, paragraph 3 (Navy Initiatives and Programs), describes how the
Navy is organizing Mission Capability Packages that include: GIG, and Theater
Air and Missile Defense (TAMD). All Navy C4ISR programs are connected to
one or more MCP, thus giving visibility to the contribution of individual
programs to the Joint Mission.
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8. A discussion of how DoD activities to establish a Joint network-centric capability
are coordinated with other departments and agencies of the United States and
with United States Allies.

Section 8.2.1.2.3 describes UK Exercise Big Picture 1 experimentation with
NCW.

Section 8.2.1.3 describes U.S. Navy experimentation with Combined Forces
Command Korea.

Section 8.2.1.5 describes real world operations with Coalition forces during
Operation Allied Force, the Kosovo air operation.

Section 9.2.2.1 describes the activities of the Combined Communications-
Electronics Board Coalition Wide Area Network to coordinate C4ISR planning.

Section 9.2.2.2 describes Coalition Interoperability initiatives being conducted
under the CCEB.

Section 11.7 discusses engagement with Allies and Partners and specific
initiatives to improve interoperability.

Appendix B, paragraph 1.4.3, describes Army concepts for Allied
interoperability.

Appendix C, paragraph 2.2, describes Navy experimentation with Allied forces to
improve Allied interoperability.

Appendix C, paragraph 4, explains the U.S. Air Force concept of operations for
Allied interoperability.

Appendix E, paragraph 3.3.3, describes the Navy initiative for Allied
interoperability with Information Technology for the Twenty-first Century.

9. A discussion of the coordination of the science and technology investments of the
military departments and Defense Agencies in the development of future Joint
NCW capabilities.

Section 5.4 describes research required to build new capabilities in the cognitive
domain.

Section 10.4 describes the DoD process of coordination of research and
development investments and emphasizes the importance of NCW for DoD
Science &Technology.

Section 10.4 refers to specific ACTDs that are developing science and technology
products for NCW.
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— Appendix E, paragraph 3.4.4, details the Navy Knowledge Superiority and
Assurance science and technology program.

— Appendix F describes Defense Technology Objectives supporting NCW.
10. The methodology being used to measure progress towards stated goals.

— Section 3.2.8 establishes central NCW Hypotheses.

— Section 8 addresses NCW Assessment, Analysis, and Evaluation, Including
Evidence of NCW Impacts.

— Section 8.1.2 discusses Measuring DoD Progress Toward a Network-Centric
Force.

1.3 Organization of the Report

This report to the Congress on NCW consists of a stand-alone Executive Summary, a
detailed report, and stand-alone unclassified and classified Appendixes.

The unclassified appendixes include descriptions of Service and Agency NCW-related
visions, concepts, initiatives, and programs. A classified appendix provides details of
evidence to date regarding the mission effectiveness of NCW concepts and capabilities.

The main body of the report is organized around three primary themes. The following
roadmap summarizes the focus of these three themes:

About NCW (provides an overview of NCW concepts and theory, discusses the role of
NCW in DoD transformation, and provides an overview of Service Visions and Concepts for
NCW)

Section 1: Introduction and Background

Section 2: DoD Transformation

Section 3: NCW Concepts and Theory

Section 4: Overview of NCW Service Visions and Concepts

Road to NCW (prerequisites for NCW; enabling NCW; DoD NCW implementation
strategy; approaches to NCW assessment, analysis, and evaluation; and evidence compiled to
date of the power and promise of NCW)

Section 5: Prerequisites for NCW
Section 6: Enabling NCW
Section 7: DoD NCW Implementation Strategy
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Section 8: NCW Assessment, Analysis, and Evaluation, Including Evidence of NCW
Impacts

Implementing NCW (the key role of the GIG, DoD’s strategy, policies and
procedures DoD initiatives and programs designed to make NCW a reality, an assessment of
progress to date, and recommendations for accelerating our rate of progress)

Section 9: Global Information Grid
Section 10;: NCW and DoD—Policies and Processes

Section 11: Current and Planned NCW-Related Initiatives and Programs

Section 12: Findings and Conclusions

1.4 Relationship to the Quadrennial Defense Review (QDR)

The drafting of this report preceded the start of the QDR currently in progress, and will
be completed prior to its conclusion. A draft of this report and other material related to
NCW, have been made available to those engaged in the QDR. As a result, QDR discussions
have been informed with respect to network-centric concepts, their relationship to
transformation, and the potential of NCW to dramatically increase combat power.

The QDR terms of reference direct that plans and programs take full account of the
transition of Space, Information, and Intelligence assets from enablers of current U.S.
military activities to core capabilities of the future force. This clearly would pave the way
for Network Centric Operations (NCO). Furthermore, plans and programs under
consideration in the areas of C4ISR, IO, and space are being assessed with respect to their
potential contributions to network-centric capabilities. Since QDR deliberations are ongoing,
it would be premature to include specifics in this NCW report.
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Section 2

DoD Transformation

DoD is fully committed to creating a 21% century military by taking advantage of
Information Age concepts and technologies, particularly new “business models” and
information technologies.

2.1 What is DoD Transformation?

Information technology (IT) provided the building blocks for the Internet, radically
restructured the economics of information, and enabled new ways of doing business that
have created a “new economy.” These same dynamics can help DoD transform its primarily
platform-centric force to a network-centric force—a force with the capability to create and
leverage an information advantage and dramatically increase combat power, a force that will
enhance the Department’s capability to preserve global peace and dominate across the
spectrum of military operations if required to restore tranquility.

The Commander in Chief, President Bush, amplified this commitment to transformation
and highlighted the enabling role of IT during his remarks at the U.S. Naval Academy
Commencement on May 25, 2001, when he stated:

... We must build forces that draw upon the revolutionary advances in the
technology of war that will allow us to keep the peace by redefining war on our
terms. I'm committed to building a future force that is defined less by size and
more by mobility and swiftness, one that is easier to deploy and sustain, one that
relies more heavily on stealth, precision weaponry and information technologies.

Few within the DoD will dispute the importance of the need for transformation.
However, transformation clearly means different things to different people. For some, it is
synonymous with modernization and focused on material acquisition. For others,
transformation goes beyond normal modernization, which is evolutionary in nature (‘bigger,
faster, further’), to embrace innovative and fundamental changes in the way the armed forces
operate.?

Recently, the Secretary of Defense has approved definitions of transformation and
modernization for use in the QDR. These definitions are provided in the box on the next

page.

2 Joint Staff Whitepaper on “Transforming to Joint Vision 2020,” February 2001.

2-1



<< Table of Contents < Executive Summary Apppendices >

Transformation: the evolution and deployment of combat capabilities that
provide revolutionary or asymmetric advantages to our forces.

Modernization: the replacement of equipment, weapons systems, and facilities in
order to maintain or improve combat capability, upgrade facilities, or reduce
operating costs.

Even those who agree on the importance and necessity of transformation may disagree on
the risks associated with transformation. Complicating matters further, some critics of
transformation argue that the current security environment does not justify the cost and risk
that transformation would entail.3

This report takes the position that the appropriate application of IT, in conjunction with
other technologies (such as stealth and precision weaponry), can both modernize the force
and enable changes in the way the armed forces operate. With this premise, it is clear that a
DoD transformation that leverages IT, by necessity, must involve not only adapting to new
systems capabilities but also developing new paradigms for their use.

The challenge for DoD is to harness the power of information technologies to develop
concepts of operation and command and control approaches that will be information-driven
rather than uncertainty-driven. Our ability to integrate across a number of dimensions will
determine how successful we are in bringing all of the available information and all of our
available assets to bear in any given situation or circumstance. These dimensions include
time, echelons, functions, geography, agencies, and coalitions. DoD needs to assemble
“systems of systems” (SoS) (with co-evolved organizations, doctrines, processes, and
information flows) that will enable this integration to occur. For example, temporal
integration (such as getting the commander’s intent to all relevant subordinates at the same
time) promises to result in less confusion and to reduce the fog of war while at the same time
enabling a greater degree of simultaneity. The same Information Age technologies will also
enable continuous Command and Control (C2) processes, to replace the cyclical processes of
the Industrial Age. Integration across echelon and function can also reduce the fog of war
and help ensure coordination of activities such as logistics, operations, and intelligence.
Integration across space or geography is key to the ability to mass effects without the need to
mass forces. Finally, integration of coalition operations and interagency efforts is essential
to achieve a unified effort, one of our most urgent challenges. The ultimate goal of DoD
transformation must be the development of a force that provides the warfighting commander
in chief (CINC) with the capability to dominate across the spectrum of operations within the
context of the future security environment.

3 Steven Metz, American Strategy: Issues and Alternatives for the Quadrennial Defense Review, p. vii.
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2.2 Joint Vision 2020 and NCW

2.2.1 Joint Vision 2020

Joint Vision 2020 builds upon and extends the conceptual template established by Joint
Vision 2010 to guide the continuing transformation of America’s Armed Forces. The
primary purpose of those forces has been, and will be, to fight and win the Nation’s wars.
The overall goal of the transformation described in Joint Vision 2020 is the creation of a
force that is dominant across the full spectrum of military operations—persuasive in peace,
decisive in war, preeminent in any form of conflict.4

If the U.S. Armed Forces are to be faster, more lethal, and more precise in 2020 than they
are today, the United States must continue to invest in and develop new military capabilities.
Joint Vision 2020 describes the ongoing transformation to those new capabilities. As first
explained in Joint Vision 2010, and dependent upon realizing the potential of the information
revolution, today’s capabilities for maneuver, strike, logistics, and protection will become
dominant maneuver, precision engagement, focused logistics, and full dimensional
protection.>

The Joint Force, because of its flexibility and responsiveness, will remain the key to
operational success in the future. The integration of core competencies provided by the
individual Services is essential to the Joint team, and the employment of the capabilities of
the Total Force (active, Reserve, Guard, and civilian members) increases the options for the
commander and complicates the choices of our opponents. To build the most effective force
for 2020, U.S. Armed Forces must be fully Joint: intellectually, operationally,
organizationally, doctrinally, and technically.6 The overarching focus of Joint Vision 2020 is
full spectrum dominance—achieved through the interdependent application of dominant
maneuver, precision engagement, focused logistics, and full dimensional protection.
Improved capabilities for Joint C2 are key to achieving this goal.

Joint Vision 2020 also highlights the key role that multinational operations and
interagency operations must play in enabling full spectrum dominance. In addition, Joint
Vision 2020 describes the key role that organizational and conceptual innovation must play
in conjunction with technological innovation to enable transformation.

4 Joint Vision 2020. Office of Primary Responsibility; Director for Strategic Plans and Policy, Joint
Staff/J5; Strategy Division, Published by: U.S. Government Printing Office, Washington, DC, June 2000,
p. 1. [www.dtic.mil/JV2020]

5 [Ibid, p. 1-2

6 Ibid, p.2.
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2.2.2 Joint Vision 2020 and Network Centric Warfare

Network Centric Warfare is a warfighting concept that allows us to achieve Joint Vision
2020 operational capabilities. It is a maturing approach to warfare that is specifically

designed to achieve the multi-dimensional integration and synergies necessary to realize
DoD transformation goals.

Network Centric Warfare allows the force to achieve an asymmetric information
advantage. This information advantage is achieved, to a large extent, by allowing the force
access to a previously unreachable region of the information domain—the network-centric
region—that is broadly characterized by both increased information richness and increased
information reach, as portrayed in Figure 2-1.7 NCW is predicated upon dramatically
improved capabilities for information sharing. When paired with enhanced capabilities for
sensing, information sharing can enable a force to realize the full potential of dominant
maneuver, precision engagement, full dimensional protection, and focused logistics.

A
. Network-Centric
Information .
. Region

Richness

« Content

» Accuracy

* Timeliness

* Relevance

Platform-Centric
Region
Information
Reach

Figure 2-1. Network-Centric Region of the Information Domain

7 John J. Garstka, “Network Centric Warfare: An Overview of Emerging Theory,” PHALANX, December

2000, Vol. 33, No. 4, p. 1, 28-33.
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A Network-centric capabilities allow the force to attain an improved information position
that can partially “lift the fog of war” and enable commanders to improve their decision
making and fight in ways that were not previously possible.

Realization of the full potential of Network Centric Warfare requires not only
technological improvements, but the continued evolution of organizations and doctrine and
the development of relevant training that will enable U.S., Allied, and coalition forces to
develop and sustain an asymmetric advantage in the information domain.

The relationship between NCW and Joint Vision 2020 operational concepts is discussed
below, starting with relationship between NCW and Information Superiority. A much
broader discussion of the collection of concepts and underlying assumptions that are
associated with Network Centric Warfare is provided in Section 3 and amplified in greater
depth in the remainder of the report.

2.2.3 Information Superiority and Decision Superiority

2.2.3.1 Information Superiority

Joint Vision 2020 states that information superiority is fundamental to the transformation
of the operational capabilities of the Joint force. Central to this premise is the explicit
acknowledgement of the ongoing “information revolution” and its impact in creating a
qualitative change in the information environment that will result in profound changes in the
conduct of military operations. Joint Vision 2020 characterizes information superiority as
having the following attributes:8

e A state of imbalance in one’s favor in the information domain
e State of imbalance is potentially transitory in nature
e State of imbalance is enabled, in part, by information operations

e Information contributing to this state is not perfect—the “fog of war” is reduced—but
not eliminated

These and other attributes of information superiority are explored in greater depth in
Section 3.

The ability of the Joint force to achieve an asymmetric information advantage will be
dependent upon its ability to get accurate and timely information for all aspects of the
battlespace, analyze it, and disseminate militarily exploitable information to the commanders

8 Ibid, p. 8-10, 28-30.
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of space, air, land, and undersea forces while denying adversaries access to that information.?
The impact of this degree of information advantage is emerging from Joint and Service
experimentation. One of the key insights that has been gained to date is that networking
enables a force to share information to a degree unprecedented in military operations. This
previously unachievable capability, currently manifested in information constructs such as
the common operational picture (COP), will be a principal enabler of the increased combat
power that will be generated by the 2020 operational concepts.

2.2.3.2 Decision Superiority

Joint Vision 2020 recognizes that an information advantage can be effectively translated
into a competitive advantage when it enables commanders and their forces to arrive at better
decisions and implement them faster than an opponent can react. In a noncombat situation,
this translates to the capability to make decisions at a tempo that allows the force to shape the
situation or react to changes and accomplish its mission. These collective capabilities are
referred to as “decision superiority.”10 Decision superiority results from superior
information filtered through a warfighter’s experience, knowledge, training, and judgement.
A commander's capability to achieve decision superiority is enhanced through the expertise
of supporting staffs and the efficiency of associated processes.

Joint Vision 2020 also states that decision superiority does not automatically result from
information superiority, that organizational and doctrinal adaptation, relevant training and
experience, and the proper command and control mechanisms and tools are equally
necessary. In addition, it is important to note that decision superiority does not refer solely to
the capability of commanders to make decisions, but rather to an improved capability of a
warfighting force to make decisions.

A real world example of the power of decision superiority exists at the tactical level in
the air-to-air mission. In this mission area, dramatic increases in information sharing enabled
by networking provide warfighters with significantly enhanced shared situational awareness.
This enhanced situational awareness enables aircrews to fight smarter and make better
decisions faster by employing new tactics, techniques, and procedures. As a result, they are
able to fight smarter and win more decisively. An operational special project conducted by
the USAF in the 1990s demonstrated how pilots flying F-15Cs equipped with tactical data
links could increase mission effectiveness (measured in kill ratios) by over 100%. Across a
broad spectrum of engagement scenarios, from one-on-one engagements to eight vs. sixteen

9 Transformation Study Report, “Transforming Military Operational Capabilities,” Executive Summary,
p. 20.

10 Joint Vision 2020, p. 8-10.
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engagements in day and night conditions, the combination of information advantage and a
decision-making advantage resulted in a 2.6-fold increase in kill ratios. An in-depth
discussion of this powerful example of the power of NCW is provided in Section 8.2.

2.2.4 Dominant Maneuver

Dominant Maneuver is the ability of Joint forces to gain positional advantage with decisive
speed and overwhelming operational tempo in the achievement of assigned military tasks.
Widely dispersed Joint air, land, sea, amphibious, special operations, and space forces,
capable of scaling and massing force or forces and the effects of fires as required for either
combat or noncombat operations, will secure advantage across the range of military
operations through the application of information, deception, engagement, mobility, and
counter-mobility capabilities.

The Joint force capable of dominant maneuver will possess unmatched speed and agility
in positioning and repositioning tailored forces from widely dispersed locations to achieve
operational objectives quickly and decisively. The employment of dominant maneuver may
lead to achieving objectives directly, but can also facilitate employment of the other
operational concepts. For example, dominant maneuver may be employed to dislodge enemy
forces so they can be destroyed through precision engagement. At times, achieving
positional advantage will be a function of operational maneuver over strategic distances.
Overseas or US-based units will mass forces or effects directly to the operational theater. !

Network Centric Warfare capabilities will support the conduct of dominant maneuver by
enabling:

e Adaptive and concurrent planning
e Coordination of widely dispersed units

e (Gathering of timely feedback on the status, location, and activities of subordinate
units

e Anticipation of the course of events leading to mission accomplishment

The Joint force will also be capable of planning and conducting dominant maneuver in
cooperation with interagency and multinational partners with varying levels of commitment
and capability.

The capability to rapidly mass force or forces and the effects of dispersed forces allows
the Joint force commander to establish control of the battlespace at the proper time and place.
In a conflict, this ability to attain positional advantage allows the commander to employ

11 1pid., p. 20.
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decisive combat power that will compel an adversary to react from a position of
disadvantage, or quit. In other situations, it allows the force to occupy key positions to shape
the course of events and minimize hostilities or react decisively if hostilities erupt. And in
peacetime, it constitutes a credible capability that inhibits potential adversaries while
reassuring friends and Allies.12

Beyond the actual physical presence of the force, dominant maneuver creates an impact
in the minds of opponents and others in the operational area. That impact is a tool available
to the Joint force commander across the full range of military operations. In a conflict, for
example, the presence or anticipated presence of a decisive force might well cause an enemy
to surrender after minimal resistance. During a peacekeeping mission, it may provide
motivation for good-faith negotiations or prevent the instigation of civil disturbances. In
order to achieve such an impact, the commander will use information operations as a force
multiplier by making the available combat power apparent without the need to physically
move elements of the force. The Joint force commander will be able to take advantage of the
potential and actual effects of dominant maneuver to gain the greatest benefit.!13

Insight into the relationship between information superiority and decision superiority and
its capability to enable dominant maneuver can be gained from the following concrete
example from the recently completed Division Capstone Exercise (DCX)—Phase I
(described at length in Section 8.2.1.2.5). The following quote from LTC “Ric” Rierra, a
battalion commander who participated in this exercise, highlights how a common operational
picture can provide commanders at the tactical level with the capability to make better
decisions, and in some cases, fight in ways that were not previously possible. During this
exercise, the OPFOR had planned a trap for LTC Riera’s battalion, which consisted of two
companies of M2A3s Bradley fighting vehicles reinforced by a company of M1A2-SEP
tanks. The OPFOR let his battalion proceed with an attack up a valley as the OPFOR pulled
back, and then launched a rear attack, making wide hooks around both of his flanks.

As a battalion commander, I need to see platoons. [ need to see what platoons
are doing. Idon’t need to see all the things on the battlefield, just the things that
are important to me. That makes decisions easier.

I had to fight in one direction and then turn and fight in another. Two things
enabled me to do that: the soldiers with their level of training, and this command

12° 1bid,, p. 20.

13 Ibid, p. 21.
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and control system that allowed me to make better decisions. It’s not perfect, but
it’s a lot better than I've ever had. It’s powerful stuff.14

LTC “Ric” Riera, USA
2" Battalion, 8" Infantry, 4" ID

2.2.5 Precision Engagement

Precision Engagement is the ability of Joint forces to locate, survey, discern, and track
objectives or targets; select, organize, and use the correct systems; generate desired effects;
assess results; and reengage with decisive speed and overwhelming operational tempo as
required, throughout the full range of military operations.

Simply put, precision engagement is effects-based engagement that is relevant to all
types of operations. Its success depends on in-depth analysis to identify and locate critical
nodes and targets. The pivotal characteristic of precision engagement is the linking of
sensors, delivery systems, and effects. NCW concepts and capabilities effectively network
sensors, command and control, and shooters to engage with precision across the depth and
breadth of the battlespace.

In the Joint force of the future, this linkage will take place across Services and will
incorporate the applicable capabilities of multinational and interagency partners when
appropriate. The resulting system of systems will provide the commander the broadest
possible range of capabilities in responding to any situation, including both kinetic and
nonkinetic weapons capable of creating the desired lethal or nonlethal effects.!3

The concept of precision engagement extends beyond precisely striking a target with
explosive ordnance. Network Centric Warfare capabilities will enhance the capability of
the Joint force commander to understand the situation, determine the effects desired,
select a course of action and the forces to execute it, accurately assess the effects of that
action, and reengage as necessary while minimizing collateral damage.

For example, Fleet Battle Experiment (FBE)-Foxtrot, which was conducted in
conjunction with Joint and combined exercise in the Arabian Gulf in November—December
1999, demonstrated the potentially dramatic impact that robust Joint command and control
can have in enabling precision engagement and achieving CINC warfighting objectives.
FBE-Foxtrot employed a Joint Fires Element in conjunction with improved capabilities for
information sharing to engage a broad class of targets across the depth and breadth of the
battlespace. This improved capability for precision engagement enabled the Maritime

14" Dennis Steele, “Dust, Digits, and Steel: Launching Warfare’s Future,” Army, June 2001, p. 36.

15 Joint Vision 2020, p. 22.
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Component Commander to employ parallel operations to coordinate the protection for in-
stride anti-submarine warfare and mine warfare efforts and open a key choke point on a
timeline not previously possible. (An overview of the Fleet Battle Experiment series is
provided in Appendix C, paragraph C.2.3).

During conflict, the commander will use precision engagement to obtain lethal and
nonlethal effects in support of the objectives of the campaign. This action could include
destroying a target using conventional forces, inserting a special operations team, or even the
execution of a comprehensive psychological operations mission. In other cases, precision
engagement may be used to facilitate dominant maneuver and decisive close combat. The
commander may also employ nonkinetic weapons, particularly in the arena of information
operations where the targets might be key enemy leaders or troop formations, or the opinion
of an adversary population.16

In noncombat situations, precision engagement activities will focus on nonlethal actions
that shape the perception and, therefore, the actions of participants. These actions will be
capable of defusing volatile situations, overcoming misinformation campaigns, or directing a
flow of refugees to relief stations, for example. Regardless of its application in combat or
noncombat operations, the capability to engage precisely allows the commander to shape the
situation or battle space in order to achieve the desired effects while minimizing risk to
friendly forces and contributing to the most effective use of resources.!”

2.2.6 Focused Logistics

Focused Logistics is the ability to provide the Joint force the right personnel, equipment, and
supplies in the right place, at the right time, and in the right quantity, across the full range of
military operations. This will be made possible through a real-time, web-based information
system providing total asset visibility as part of a common relevant operational picture,
effectively linking the operator and logistician across Services and support agencies.
Through transformational innovations to organizations and processes, focused logistics will
provide the Joint warfighter with support for all functions.

Focused logistics will provide military capability by ensuring delivery of the right
equipment, supplies, and personnel in the right quantities, to the right place, at the right time
to support operational objectives. It will result from revolutionary improvements in
information systems, innovation in organizational structures, reengineered processes,
and advances in transportation technologies. The transformation that will facilitate the

16 1bid., p. 22-23.

17 Ibid., p. 23.
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ultimate realization of the full potential of focused logistics is ongoing and significant
progress has been made.!8

Focused logistics will effectively link all logistics functions and units through
advanced information systems that integrate real-time total asset visibility with a common
operational picture. These systems will incorporate enhanced decision-support tools that
will improve analysis, planning, and anticipation of warfighter requirements. They will
also provide a more seamless connection to the commercial sector to take advantage of
applicable advanced business practices and commercial economies. Combining these
capabilities with innovative organizational structures and processes will result in
dramatically improved end-to-end management of the entire logistics system and provide
precise real-time control of the logistics pipeline to support the Joint force commander’s
priorities. The increased speed, capacity, and efficiency of advanced transportation systems
will further improve deployment, distribution, and sustainment. Mutual support relationships
and collaborative planning will enable optimum cooperation with multinational and
interagency partners.!?

The result for the Joint force of the future will be an improved link between operations
and logistics resulting in precise time-definite delivery of assets to the warfighter. This
substantially improved operational effectiveness and efficiency, combined with increasing
warfighter confidence in these new capabilities, will concurrently reduce sustainment
requirements and the vulnerability of logistics lines of communication, while appropriately
sizing and potentially reducing the logistics footprint. The capability for focused logistics
will effectively support the Joint force in combat and provide the primary operational
element in the delivery of humanitarian or disaster relief, or other activities across the range
of military operations.20

2.2.7 Full Dimensional Protection

Full Dimensional Protection is the ability of the Joint force to protect its personnel and

other assets required to decisively execute assigned tasks. Full dimensional protection is
achieved through the tailored selection and application of multilayered active and passive
measures, within the domains of air, land, sea, space, and information across the range of
military operations with an acceptable level of risk.

18 Ibid., p. 24.
19 Ibid, p. 24-25.

20 1bid., p. 25.
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U.S. military forces must be capable of conducting decisive operations despite our
adversaries’ use of a wide range of weapons (including weapons of mass destruction), the
conduct of information operations or terrorist attacks, or the presence of asymmetric threats
during any phase of these operations. Our people and the other military and nonmilitary
assets needed for the successful conduct of operations must be protected wherever they are
located—from deployment, to theater combat, to redeployment. Full dimensional protection
exists when the Joint force can decisively achieve its mission with an acceptable degree of
risk in both the physical and information domains.?!

The capability for full dimensional protection incorporates a complete array of both
combat and noncombat actions in offensive and defensive operations, enabled by
information superiority. It will be based upon active and passive defensive measures,
including theater missile defenses and possibly limited missile defense of the United States;
offensive countermeasures; security procedures; antiterrorism measures; enhanced
intelligence collection and assessments; emergency preparedness; heightened security
awareness; and proactive engagement strategies. Additionally, it will extend beyond the
immediate theater of operations to protect our reach-back, logistics, and key capabilities in
other locations.

An example of the significant contributions that Network Centric Warfare capabilities
will make to mature full dimensional protection capabilities is provided by the U.S. Navy’s
Cooperative Engagement Capability (CEC), a bedrock capability for Theater Air and Missile
Defense (TAMD). CEC provides a compelling existence proof of the power of Network
Centric Warfare. By robustly networking air-, sea-, and land-based sensing capabilities,
CEC enables commanders to significantly enhance shared situational awareness and
dramatically increase mission effectiveness in the TAMD mission. Operational tests to date
have demonstrated CEC operational effectiveness against the most challenging air defense
threats. CEC is nearing Initial Operational Capability and is currently being pursued by the
British Royal Navy. This breakthrough Network Centric Warfare capability is discussed in
detail in Section 8.2.1.4 and Appendix E, paragraph 3.8.6

There is a critical need for protection of the information content and systems vital for
operational success, including increased vigilance in counterintelligence and information
security. The Joint force of 2020 will integrate protective capabilities from multinational and
interagency partners when available and will respond to their requirements when possible.
Commanders will thoroughly assess and manage risk as they apply protective measures to
specific operations, ensuring an appropriate level of safety, compatible with other mission
objectives, is provided for all assets.?2

21 pbid., p. 26.

22 1bid., p.27.
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The Joint force commander will thereby be provided an integrated architecture for
protection, which will effectively manage risk to the Joint force and other assets, and
leverage the contributions of all echelons of our forces and those of our multinational and
interagency partners. The result will be improved freedom of action for friendly forces and
better protection at all echelons.?3

2.2.8 The Global Information Grid (GIG)

Joint Vision 2020 highlights the importance of U.S., Allied, and coalition forces
achieving dramatically improved capabilities for operating in the information domain. The
concept for achieving this capability to operate in the information domain is the GIG. It is
described in Joint Vision 2020 as “...the globally interconnected, end to end set of
information capabilities, associated processes, and people to manage and provide information
on demand to warfighters, policy makers, and support personnel.”24

The GIG will help enable Network Centric Warfare and Network Centric Operations by
improving information sharing among all elements of a Joint force, and with Allied and
coalition partners. This improved information sharing provides the basis for shared
situational awareness. The success of the GIG will depend in large part on how well it helps
achieve fully interoperable forces by connecting today’s islands of interoperability to allow
force-wide information sharing.

The improved capabilities for information sharing enabled by the GIG will provide
commanders with improved capabilities for Joint command and control. Improved
information sharing will dramatically improves commanders’ capabilities for formulating
and disseminating intent based on up-to-date knowledge of the situation that exists in the
battlespace. In addition, the capabilities provided by the GIG will enable Joint force
headquarters to be more dispersed and survivable and subordinate unit headquarters to be
smaller, more agile, mobile, and dispersed. Furthermore, the GIG will provide the
infostructure for advanced command and control applications that will enable flexible and
adaptive coordination of forces and sensors.25

The GIG will also help facilitate information exchange with the diplomatic and law
enforcement communities as well as with non-governmental and private organizations. DoD
needs to be able to work with these organizations across the spectrum of conflict, during
planning, execution, and post-execution phases in support of a variety of missions.

23 Ibid., p. 217.
24 Ibid,, p. 9.

25 Ibid., p. 31-33.
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In addition, improved GIG capabilities for Network Operations (NetOps) will provide
enhanced, shared situational awareness of the network. This awareness is critical to
preparing and reacting to adversary information operations and will enhance the
effectiveness and execution of NCO/NCW.

The role of the GIG in enabling NCW, Information Superiority, and ultimately full
spectrum dominance is portrayed in Figure 2-2. An in-depth discussion of the GIG is
provided in Section 9 and Appendix D, where service and agency contributions to the GIG

are discussed.
Full Spec ﬁminance

Information Superiority

Network-Centric Warfare

Figure 2-2. The GIG as an Enabler

The GIG will dramatically improve capabilities for force and enterprise-wide information
sharing by leveraging rapidly advancing information technology to create a network-centric
information environment. In addition to providing the building blocks of the GIG,
information technology will increasingly permit Joint forces to integrate the traditional forms
of information operations with sophisticated all-source intelligence, surveillance, and
reconnaissance in a fully synchronized information campaign. Central to this information
campaign will be improved capabilities for information operations.

2.2.9 Information Operations

Information operations—those actions taken to affect an adversary’s information and
information systems while defending one’s own information and information systems.
(JP1-02) Information operations also include actions taken in a noncombat or ambiguous
situation to protect one’s own information and information systems as well as those taken to
influence target information and information systems.

Information operations are essential to achieving full spectrum dominance. The Joint
force must be capable of conducting information operations, the purpose of which is to
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facilitate and protect U.S. decision-making processes, and in a conflict, degrade those of an
adversary. While activities and capabilities employed to conduct information operations are
traditional functions of military forces, the pace of change in the information environment
dictates that we expand this view and explore broader information operations strategies and
concepts.26

We must recognize that “nontraditional” adversaries who engage in “nontraditional”
conflict are of particular importance in the information domain. The United States itself and
U.S. forces around the world are subject to information attacks on a continuous basis
regardless of the level and degree of engagement in other domains of operation. The
perpetrators of such attacks are not limited to the traditional concept of a uniformed military
adversary. Additionally, the actions associated with information operations are wide-
ranging—from physical destruction to psychological operations to computer network
defense. The task of integrating information operations with other Joint force operations is
complicated by the need to understand the many variables involved (summarized in the
following box).27

The Variables of Information Operations

b

e Multidimensional definition and meaning of “information’
resource, or domain of operations

target, weapon,

e Level of action and desired effect—tactical, operational, strategic, or combination

e Objective of operations—providing information, perception management, battlefield
dominance, command and control warfare, systemic disruption, or systemic
destruction

e Nature of situation—peace, crisis, or conflict

Our understanding of the interrelationships of these variables and their impact on military
operations will determine the nature of information operations in 2020. The Joint force
commander will conduct information operations whether facing an adversary during a
conflict or engaged in humanitarian relief operations. Such operations will be synchronized
with those of multinational and interagency partners as the situation dictates. New offensive
capabilities such as computer network attack techniques are evolving. Activities such as
information assurance, computer network defense, and counter deception will defend

26 Ibid., p. 28-30.

27 Ibid., p. 28-30.
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decision-making processes by neutralizing an adversary’s perception management and
intelligence collection efforts, as well as direct attacks on our information systems. Because
the ultimate target of information operations is the human decision maker, the Joint force
commander will have difficulty accurately assessing the effects of those operations. This
problem of “battle damage assessment” for information operations is difficult and must be
explored through exercises and rigorous experimentation.28

The continuing evolution of information operations and the global information
environment holds two significant implications. First, operations within the information
domain will become as important as those conducted in the domains of sea, land, air, and
space. Such operations will be inextricably linked to focused logistics, full dimensional
protection, precision engagement, and dominant maneuver, as well as Joint command and
control. At the same time, information operations may evolve into a separate mission area
requiring the Services to maintain appropriately designed organizations and trained
specialists. Improvements in doctrine, organization, and technology may lead to decisive
outcomes resulting primarily from information operations. As information operations
continue to evolve, they, like other military operations, will be conducted consistent with the
norms of our society, our alliances with other democratic states, and full respect for the laws
of armed conflict. Second, there is significant potential for asymmetric engagements in the
information domain. The United States has enjoyed a distinct technological advantage in the
information environment and will likely continue to do so. However, as potential adversaries
reap the benefits of the information revolution, the comparative advantage for the US and its
partners will become more difficult to maintain.2%

NCW offers the potential for dramatic advantages, but carries the risk of a major loss of
capability if our networks are penetrated or significantly disrupted.30 As NCW capabilities
increase in maturity and warfighters effectively exploit enhanced shared situational
awareness enabled by information sharing, the ability to defend networks that enable this
information sharing becomes increasingly important. Consequently, progress in
implementing Network Centric Warfare is closely linked to improvements in information
operations and information assurance capabilities.

28 Ibid., p. 28-30.
29 Ibid., p. 28-30.

30 Transformation Study Report, Transforming Military Operational Capabilities, Executive Summary, p. 20.
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Section 3

Network Centric Warfare Concepts and Theory

3.1 Evolution of Warfare

Warfare takes on the characteristics of its Age. NCW continues this trend—it is the
military response to both the challenges and the opportunities created by the Information
Age. The term, NCW, provides a useful shorthand for describing a broad class of
approaches to military operations that are enabled by the networking of the force.
“Networking the Force” entails much more than providing connectivity among force
components in the physical domain. It involves the development of doctrine and associated
tactics, techniques, and procedures that enable a force to develop and leverage an
information advantage to increase combat power.

Consequently, the terms “Network Centric Operations” and “NCW?” are used to describe
various types of military operations in the same way that the terms “e-business” and “e-
commerce” are used to describe a broad class of business activities that are enabled by the
Internet.31 Scott McNealy, chairman and CEO of Sun Microsystems, recently stated, “The
“e” in e-business is redundant.”32 His basic point is that e-business has to be about creating
value and making a profit or it is not going to be relevant. In a similar sense, NCW is very
much about warfare—about employing Information Age concepts to increase combat power

in war and mission effectiveness in operations other than war.

The competitors who were first able to correctly identify the opportunity space provided
by the Internet and e-business have been able to reap disproportionate rewards. The DoD
seeks similar disproportionate advantages in future conflicts as we develop and implement a
strategy for a network-centric transformation.

3.2 Definitions

The term Information Superiority,33 despite its introduction several years ago, still lacks
precision in its predominant popular usage. Similarly, the term NCW is, as yet, not

31" Amir Hartman, John Sifonis, John Kador, Net Ready: Strategies for Success in the E-conomy, McGraw
Hill, 2000, p. xvii-xviii.

32 Seott McNealy, “It’s like...Businesses Built on Metaphors Still Need Value,” Forbes ASAP, October 2,
2000, p. 47.

33 JP 1-02 Department of Defense Dictionary of Military and Associated Terms: “The degree of dominance

in the information domain which permits the conduct of operations without effective opposition.”
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universally accepted in the Defense community nor are NCW concepts universally
understood. The term NCW was first introduced to a wide audience in 1998 in the article
“Network Centric Warfare: Its Origins and Future,” in Proceedings of the Naval Institute.3*
This article described a new way of thinking about military operations in the Information
Age and highlighted the relationship between information advantage and competitive
advantage. Given the short period of time that has transpired since then, there has been an
enormous amount of progress in getting the fundamental tenets of Network Centric
Operations understood.

There is an emerging understanding within the DoD and the international defense
community of the power of Network Centric Operations. This understanding is the
cumulative effect of the publication of tens of articles, the presentation of hundreds of
briefings, and the distribution of tens of thousands of copies of the book Network Centric
Warfare: Developing and Leveraging Information Superiority.35 Additional factors that
have contributed to this understanding include the reprinting and distribution of the book by
leading IT and defense companies (Sun Microsystems, EMC, and Boeing), its translation
into the Japanese and Korean languages, and the worldwide downloading of the book in PDF
format via the Internet at http://www.dodccrp.org/publicat.htm.

There is a growing appreciation of the fact that it is far more important to get the basic
ideas of Network Centric Operations across than it is to force people to adopt a particular
label or term. Human nature and the sheer size and diversity of DoD and its supporting
community make it inevitable that different enclaves have and will continue to coin their
own terms to express the fundamental ideas that lie at the heart of NCW.

DoDI 5000.2, “Operation of the Defense A quisition System,” Section 4.6.2.2 (October 23, 2000):
Information Superiority is defined as the capability to collect, process, and disseminate an uninterrupted
flow of information while exploiting or denying an adversary’s ability to do the same. Information
Superiority is achieved in a non-combat situation or in one in which there are no clearly defined adversaries
when friendly forces have the information necessary to achieve operational objectives.

OASD(C3I) characterization of Information Superiority as the right information, to the right people, at the
right times, in the right form, secure and assured, while denying adversaries the ability to do the same.

34 VADM Arthur K. Cebrowski, USN, and John J. Garstka, “Network Centric Warfare: Its Origin and
Future,” Proceedings of the Naval Institute 124:1 (January 1998), p. 28-35.

35 David S. Alberts, John J. Garstka, and Frederick P. Stein, Network Centric Warfare: Developing and
Leveraging Information Superiority, 2™ Edition (Rev.), Washington, D.C., CCRP Press, 1999.
www.dodccrp.org/publicat.htm
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Therefore, this report goes beyond the labels to the ideas behind them, pulling together
those DoD activities and initiatives that reflect the central hypothesis of NCW whether or not
the term NCW is used.

This section provides definitions of Information Superiority and NCW. These definitions
provide a context for the detailed discussions found in this report.

3.2.1 Fundamentals of Information Superiority

Information Superiority is a state of imbalance in one’s favor in the information
domain.3¢ 37 Information Superiority has also been described in terms of what is needed to
achieve it; e.g., the ability to get the right information to the right people, at the right times,
in the right forms, while denying an adversary the ability to do the same.

Information Superiority derives from the ability to create a relative information
advantage vis-a-vis an adversary. The concept of an information advantage is not new.
Commanders have always sought—and sometimes gained—a decisive information
advantage over their adversaries. Indeed surprise, one of the immutable principles of war,
can be viewed as a type of information advantage that one force is able to establish over
another.

An information advantage can:

e Be persistent or it can be transitory

e Exist in some areas of the battlespace but not others
e Be measured in the context of a task or set of tasks

e Be created by taking actions to reduce our information needs and /or increase the
information needs of an adversary

e Be achieved through the synergistic conduct of information operations, information
assurance (IA), and information gain and exploitation38

During World War II, a key contributor to the success of Operation Overlord, the Allied
invasion of Europe in June of 1944, was the ability of Allied Forces to establish and maintain

36 Joint Vision 2020.
37 Office of the Assistant Secretary of Defense (Command, Control, Communications, & Intelligence),
“Information Superiority Making the Joint Vision Happen,” Pentagon, Washington, D.C., November 2000.
www.c3i.osd.mil/infosuper/

38 bid.
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an information advantage at the operational level of war. The ability of the Allied
intelligence apparatus to break German codes and keep Allied codes secure gave Senior
Allied Commanders confidence that the vast deception operation preceding Operation
Overlord had succeeded.3® Furthermore, at the time of the invasion, Allied Forces were
aware of the geographic positions of all but two of the forty plus divisions of German Army
Groups B and G.40 41 This significant information advantage, combined with aggressive
deception operations, enabled Allied Forces to achieve surprise and a decisive force
advantage on the beaches at Normandy and the surrounding countryside.4? Nevertheless, at
the tactical level, there were several instances during the invasion where Allied Forces did
not have an information advantage, where landing craft attacked the wrong beaches,
paratroops from the 82" and 101* Airborne Divisions were dropped or landed in the wrong
places, and attack aircraft bombed the wrong targets.43

Some have mistakenly thought of an information advantage simply in terms of the
information and communications capabilities that one force has in comparison to an
adversary. This idea leads to an over emphasis on information processes—collection,
analysis, dissemination, and so forth. But this is not what information advantage is all about.
It is important to assess a force’s information capabilities relative to their needs. Concepts of
operation; command approaches; organizational forms; doctrine; tactics, techniques, and
procedures (TTPs); rules of engagement (ROEs); level of education and training; and the
characteristics of weapons systems (taken together these all form a mission capability
package) determine a force’s information-related needs. The ability of a force to
successfully carry out a military operation depends in large part on the degree to which its
information needs are met.

Information needs can vary considerably. Throughout history military organizations,
doctrine, command concepts, and TTP (subset of mission capability packages) were designed
to minimize the amount of information and communications required because capabilities in
these areas were very limited. The information-related capabilities we currently have allow

39 Anthony Cave Brown, Body Guard of Lies, Bantam Books, New York, NY, 1976, p. 1-10, 647-687.
40 Ipid., p. 664.

41 John Keegan, Six Armies in Normandy: From D-Day to the Liberation of Paris, Penguin Books, 1982,
p. 335-340.

42 Brown, p. 647-687.
43 Keegan, Six Armies in Normandy: From D-Day to the Liberation of Paris, Penguin Books, 1982,

p. 69-114, 131-132.
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us to develop TTP for C2 that can take advantage of our advanced information capabilities,
but do not force our adversaries to mirror us in this regard. Therefore, there is no
information “gap” or “information arms race” that we can force. Consequently we will face
adversaries whose information-related needs will be asymmetrical to ours. What will matter
is which force does a better job satisfying their respective information needs, not which side
has better information-related capabilities. Thus the advantage is determined by comparing
each side’s information capabilities relative to their needs.

Simply minimizing one’s information-related needs is not a winning strategy. Success
will instead depend upon the ability to match concepts of operations (CONOPS) with
information-related capabilities. Competitive advantages accrue to organizations that
successfully master the art of creating and leveraging an information advantage.44 Using
Information Age technologies, organizations can put Information Age concepts to work
moving information not people, conducting distributed operations, and substituting
information for mass. The key is to find the right balance in which information-related
capabilities are matched with a CONOPS, organization, approach to command and control,
and the capabilities of the people and the weapons systems.

3.2.2 New Type of Information Advantage

Since the concept of a relative information advantage is clearly not new, two questions
come to mind:

1. Can Information Technology help a force develop a new type of information
advantage?

2. Ifso, how?

The answer to the first question is yes and the answer to the second question is
networking. In this context, networking is being used in its broadest sense to include the
networking of information-related processes and all forms of collaboration among a better-
informed set of participants. Since some of the most significant benefits of networking are
not immediately apparent, they are worth highlighting.

First and foremost, networking changes the topology of the information domain and as a
consequence, changes the economics of information. This allows individuals and
organizations to operate in a different part of the information domain. The information
domain can be characterized in terms of the broad attributes of information richness and

44 Alberts, Garstka, and Stein, Network Centric Warfare: Developing and Leveraging Information
Superiority, 2™ Ed. (Rev). Washington, D.C., CCRP Press, 1999, p. 28-51.
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information reach.4> Broadly speaking, information richness is a measure of the quality of
information and information reach is a measure of the degree to which information can be
shared (this is discussed in detail in the soon to be released C4ISR Cooperative Research
Program (CCRP) book ).46

In other words, networking provides access to a new part of the information domain—the
network-centric region.4” Constructs such as common operational pictures (COPs) and
collaborative planning environments reside within this region of the information domain.

Operating in this network-centric region of the information domain allows warfighters to
achieve information positions not previously feasible and, as a result, to develop a new type
of information advantage previously unattainable. This new “network-centric information
advantage” is portrayed in Figure 3-1 in comparison to a “platform-centric” information
advantage.

45 Philip Evans and Thomas Wurster, Blown to Bits: How the New Economics of Information Transforms
Strategy, Harvard Business School Press, 2000, p. 23-38.

46 David S. Alberts, John J. Garstka, Richard E. Hayes, and David A. Signori, Understanding Information
Age Warfare, Washington, DC, CCRP Publication Series, August 2001.
http://www.dodccrp.org/publicat.htm

47 John J. Garstka, “Network Centric Warfare: An Overview of Emerging Theory,” PHALANX, December
2000, Vol. 33, No. 4, p. 1, 28-33.
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Figure 3-1 New Type of Information Advantage

The ability to develop and leverage this new type of information advantage is at the core
of the increased combat power enabled by Network Centric Operations and inherent in the

warfighting concepts of Joint Vision 2020.

3.2.3 Fundamentals of Network Centric Warfare

NCW is warfare. To understand what is different about NCW, as well as to understand
the source of increased combat power associated with NCW, one has to simultaneously focus
on the three domains of warfare and the interactions among them. These domains, the
physical domain, the information domain, and the cognitive domain, are depicted in

Figure 3-2.48 49

48 Ibid.

49 Information Superiority Metrics Working Group White Paper.
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Figure 3-2. Domains of Warfare

3.2.4 The Physical Domain

The physical domain is the place where the situation the military seeks to influence
exists. It is the domain where strike, protect, and maneuver take place across the
environments of ground, sea, air, and space. It is the domain where physical platforms and
the communications networks that connect them reside. Comparatively, the elements of this
domain are the easiest to measure, and consequently, combat power has traditionally been
measured primarily in this domain. In our analyses and models, the physical domain is
characterized as reality, or ground truth. Important metrics for measuring combat power in
this domain include lethality and survivability.

3.2.5 The Information Domain

The information domain is where information is created, manipulated, and shared. It is
the domain that facilitates the communication of information among warfighters. It is the
domain where the command and control of modern military forces is communicated, where
commander’s intent is conveyed. The information that exists in the information domain may
or may not truly reflect ground truth. For example, a sensor observes the real world and
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produces an output (data) which exists in the information domain. With the exception of
direct sensory observation, all of our information about the world comes through and is
affected by our interaction with the information domain. And it is through the information
domain that we communicate with others.

Consequently, it is increasingly the information domain that must be protected and
defended to enable a force to generate combat power in the face of offensive actions taken by
an adversary. And, in the all-important battle for Information Superiority, the information
domain is ground zero.

3.2.6 The Cognitive Domain

The cognitive domain is in the minds of the participants. This is the place where
perceptions, awareness, understanding, beliefs, and values reside and where, as a result of
sensemaking, decisions are made. This is the domain where many battles and wars are
actually won and lost. This is the domain of intangibles: leadership, morale, unit cohesion,
level of training and experience, situational awareness, and public opinion. This is the
domain where an understanding of a commander’s intent, doctrine, tactics, techniques, and
procedures reside. Much has been written about this domain, and key attributes of this
domain have remained relatively constant since Sun Tzu wrote The Art of War. The
attributes of this domain are extremely difficult to measure, and each sub-domain (each
individual mind) is unique.

Note that all of the contents of the cognitive domain pass through a filter or lens we have
labeled human perception. This filter consists of the individual’s worldview, the body of
personal knowledge the person brings to the situation, their experience, training, values, and
individual capabilities (intelligence, personal style, perceptual capabilities, etc.). Since these
human perceptual lenses are unique to each individual, we know that individual cognition
(understandings, etc.) is also unique. There is one reality, or physical domain. This is
converted into selected data, information, and knowledge by the systems in the information
domain. By training and shared experience we try to make the cognitive activities of military
decision makers similar, but they nevertheless remain unique to each individual, with
differences being more significant among individuals from different Services, generations,
and countries than they are among individuals from the same unit or Service.

3.2.7 NCW Defined

NCW involves “networking” in all three of these domains. In its fully mature form,
NCW possesses the following characteristics:

Physical Domain:

e All elements of the force are robustly networked achieving secure and seamless
connectivity.
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Information Domain:
e The force has the capability to collect, share, access, and protect information.

e The force has the capability to collaborate in the information domain, which enables a
force to improve its information position through processes of correlation, fusion, and
analysis.

e A force can achieve information advantage over an adversary in the Information
Domain.

Cognitive Domain:

e The force has the capability to develop and share high quality situational awareness.
e The force has the capability to develop a shared knowledge of commanders' intent.
e The force has the capability to self-synchronize its operations.

In addition, the force must be able to conduct information operations across these
domains to achieve synchronized effects in each of these domains.

The central tenet of NCW is that a force with these attributes and capabilities will be able
to generate increased combat power by:

e Better synchronizing effects in the battlespace
e Achieving greater speed of command
e Increasing lethality, survivability, and responsiveness

This description of NCW characteristics relates to its fully mature form. In fact this
maturity may take years if not decades to be achieved. It is important therefore to be able to
understand NCW at various levels of maturity. The level of maturity achieved at any given
point in time can be expressed in terms of each of the domains. For example, in the physical
domain, one measure of maturity is the extent to which the force is networked. This notion
of NCW maturity will form the basis for measuring progress toward NCW implementation.
A detailed treatment is provided in Section 8.

To date, thinking about and experimenting with NCW concepts have tended to focus on
the tactical and operational levels of warfare, but they are applicable to not only all levels of
warfare but to all types of military activity from the tactical to the strategic. When network-
centric concepts are applied to operations other than war, we use the term Network Centric
Operations. At the operational level, Network Centric Operations provide commanders with
the capability to generate precise warfighting effects at an unprecedented operational tempo,
creating conditions for the rapid lockout of adversary courses of action.

3-10



<< Table of Contents < Executive Summary

Apppendices >

3.2.8 NCW Hypotheses

The fundamental characteristics of NCW can be described with a set of integrated
linkage hypotheses that can be organized into three classes:

1. Hypotheses of the first class deal with the relationships among degree of networking,
information sharing, improved awareness, improved information quality, and shared

situational awareness.

2. Hypotheses in the second class include those that involve the relationship between
shared situational awareness and synchronization, for example, the effect of different
degrees of shared situational awareness and/or collaboration or synchronization.

3. The third class of hypotheses involves the link between synchronization and mission

effectiveness.

Figure 3-3 is a graphical representation of an NCW value chain,> which depicts these
linkage hypotheses. This figure places the NCW value chain in the context of the domains of
warfare and relates Information Superiority, Decision Superiority, and Full Spectrum

Dominance.

50 Office of the Assistant Secretary of Defense, (Command, Control, Communications, and Intelligence),

Information Superiority: Making the Joint Vision Happen, November 2000, p. 11-12.
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Figure 3-3. NCW Value Chain with Linkage Hypotheses

While at a high level of abstraction, these NCW-related hypotheses may seem obvious,
(e.g., that improved sharing of information will result in more shared situational awareness)
there are a host of specifics that need to be better understood before NCW concepts can be
translated into real operational capabilities on a large scale. For example, it is important to

understand:

e The specific conditions under which the shared information—shared situational
awareness hypotheses are true

e The shape of the transfer function between information sharing and shared situational
awareness

e The variables that influence this relationship (e.g., nature of the information
exchange, quality of the information, degree of shared knowledge among the
participants)

e Barriers, such as information overload, that prevent shared information from

becoming shared situational awareness

e Approaches for overcoming these barriers
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The central NCW hypotheses and questions such as those listed above provide a useful
organizing logic for both Service and Joint Warfighting experiments.

3.3 Network-Centric Concepts—The Network as a Source of Value
Creation

All network-centric concepts share the same simple, yet powerful idea—the idea that
information sharing is a source of potential value. In the commercial sector, this value can
be measured in terms of four principal competitive attributes: functionality, reliability,
convenience, and cost.5! In combat operations, this value can be measured in terms of key
attributes of combat power, such as survivability, lethality, speed, timeliness, and
responsiveness.

Over the past few years of Internet growth, an important insight that has emerged from
the commercial sector is that the particular combination of factors that contributed to the
success of e-business concepts were not a priori intuitive. It is now clear in retrospect that
billions of dollars were invested in e-business concepts that were fundamentally flawed.>? In
some cases, intuition was correct, and in other cases, it wasn’t.

For example, in the case of eBay, one of the most successful e-businesses to date, the
initial intuition of its founder and chairman, Pierre Omidyar, was borne out in eBay’s
subsequent success.>3 According to Pierre Omidyar, when he initially started the eBay Web
site on Labor Day in 1995, he had an intuitive appreciation of the value of the information
richness and information reach that eBay would provide, but he was unprepared for the
overwhelming response by the market.

Similarly, in the fall of 1998 during Fleet Battle Experiment (FBE) Delta, when the U.S.
Navy networked elements of the Joint force in ways that had not been previously attempted,
they were experimenting with increased information richness and increased information
reach. Just as the founder of eBay was following his intuition, VADM Doran, then
Commander of the U.S. Navy’s 7" Fleet, and his staff were following their intuition when
they collaborated with Navy Warfare Development Command and experimented with

SI Christensen, et al., After the Gold Rush: Patterns of Success and Failure on the Internet, p. 22-24.
www.innosight.com.

52 Loc. cit.

53 David Bunnel and Richard A. Luecke, The eBay Phenomenon: Business Secrets behind the World’s Hottest
Internet Company, Wiley, Johnson, & Sons, Inc., 2000.
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network-centric concepts in the counter special operations forces (CSOF) mission and
validated the power of NCW.54

3.3.1 NCW Concepts

All NCW concepts share a common attribute: they are enabled by the networking of
various elements of the force. The network alone is not sufficient to generate increased
combat power, but it is the primary entry fee for enabling NCW concepts.

NCW concepts can be characterized by employing the multi-domain definition
introduced previously. However, there is not yet a generally agreed taxonomy for NCW
concepts. To a large extent, what has occurred to date is that initiatives, concepts, and
programs of record selectively network elements of the force and or deploy advanced
software applications. These activities are often given a name that is only marginally useful
in describing with any degree of specificity or precision the actual functionality of the
concept/initiative/program. This is addressed in the analysis of Service and Agency
initiatives, Section 11. Complicating this is the tendency for some concepts to be described
strictly in the context of a single domain, when in reality, all three domains must often be
employed to uniquely characterize a concept.

For example, some concepts have been described in terms of the types of entities in the
physical domain that are networked and the primary functionality improved. For example,
the terms “Sensor Network™ and “Sensor Grid” have been used to describe “concepts” that
selectively network various types of sensors that exist in the physical domain with the
objective of enabling improved sensing functionality (sensor tasking, sensor fusion), which
can be measured in terms of an improved information position in the information domain.55
(This improvement can be measured with the attributes of accuracy and timeliness.)

Other concepts, such as the Single Integrated Air Picture (SIAP) and the COP, that
correspond to a desired information position in the information domain, are often described
in ways that would not lead one to understand they are enabled by the networking of various
elements of the force in the physical domain. The relationship between a position in the
information domain and networking in the physical domain is portrayed in Figure 3-4.

Other terms, such as “engagement networks” and “engagement grids” are used to
describe concepts that primarily network shooters (and their embedded sensors) with C2
capabilities/nodes (decision makers with C2 responsibilities) with the objective of improving

54 Personal conversation with VADM Walter Doran, Washington, D.C., 5 Feb 2001.

55 An in-depth discussion of sensor networks is provided in Alberts, Garstka, and Stein, Network Centric
Warfare: Developing and Leveraging Information Superiority, p. 140-145.
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engagement functionality (e.g., weapon target assignment, collaborative planning) which can
also be measured.>® Examples include the “Ring of Fire” and the “Cooperative Engagement
Capability.”

s mrwm bt | g | 1 | Bt bl |

Network - Common Operational Picture -
Physical Domain Information Domain

Figure 3-4. Relationship Between Physical Domain and Information Domain

In some cases, these NCW concepts are enabled by the same network but employ
different applications with distinct functional behavior and performance. For example, in the
Cooperative Engagement Capability (CEC), sensing and engagement functionalities are both
improved.

Selected examples of each of these NCW concepts are provided below. A description of
each may be found in Appendix E.

Networked Sensors/Sensor Networks/Sensor Grids.:
e CEC Sensing Component is described in Appendix E, paragraph 3.8.6

e Network Centric Collaborative Targeting is described in Appendix E,
paragraph 5.3.1.5

e  Web-Centric ASW Network (WeCAN) is described in Appendix E,
paragraph 3.9.2

e Expeditionary Sensor Grid is described in Appendix A, paragraph 2, and
Appendix E, paragraph 3.4.8

56 Ibid., p. 157-186.
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Reconnaissance, Surveillance, Targeting, Acquisition (RSTA) Cloud: Army
concepts for RSTA are addressed in Appendix E, paragraph 2.2; U.S. Marine Corps
programs are described in Appendix E, paragraph 4.2 and 4.5.2

Joint Composite Tracking Network is described in Appendix B, paragraph 5.4

Networked Shooters/Engagement Networks/Engagement Grids:

Ring of Fire is described in connection with Navy experimentation in Appendix C,
paragraph 2.3 and Appendix E paragraph 3.2.2.2.

Engagement Grid is described in connection with Army Future Combat Systems in
Appendix E, paragraph 2.5

CEC Engagement Component is described in Appendix E, paragraph 3.8.6

Networks:

Link-16 is described in Appendix E, paragraph 3.4.18; and is referenced as a key
capability in connection with Single Integrated Air Picture by BMDO (Appendix B,
paragraph 5.4), Air Force (Appendix A, paragraph 4.2.2), in several locations in
Navy's Appendix E, paragraph 3.2.12, and in connection with Defense Technology
Objectives (Appendix F, paragraph 1)

SIPRNet

NIPRNet

Tactical Internet is described in Appendix E, paragraph 2.2
Coalition Wide Area Network (CWAN)

Joint Worldwide Intelligence Communications System (JWICS) is described in
Appendix D, paragraph 2.3.2

Network-Enabled Information Constructs:

Common Operational Picture (COP)
Single Integrated Air Picture (SIAP)
Common Relevant Operational Picture (CROP)

To a greater or lesser degree, the vast majority of concepts currently being explored in
Service and Joint Experiments and Demonstrations involve the networking of “things” in
various ways, shapes, and forms, and employ software applications that reside on the
network and enable significantly enhanced information sharing and collaboration. A vast
and diverse variety of terms are employed to describe these initiatives, which serves to
obscure the fact that they share a common theme—they all involve sharing of information
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among distributed entities and/or “networking” in the form of collaboration or self-
synchronization (which in turn is enabled by improved shared situational awareness).

3.4 Information Superiority, NCW, and the Principles of War

Several principles of war have emerged over thousands of years of conflict and are now
taught both to U.S. officers and, with some differences, to military personnel around the
world. They are listed in Table 3-1.

Table 3-1. Principles of War

Objective Offensive Mass
Economy of Force Maneuver Unity of Command
Security Surprise Simplicity

The DoD is undergoing twin revolutions driven by the concepts and technologies of the
Information Age. The Revolution in Business Affairs (RBA), modeled on the successes
experienced in the Commercial Sector, is transforming the business side of DoD while the
Revolution in Military Affairs (RMA), based upon adapting lessons from other domains to
the domain of warfare, is transforming military operations. These are not independent
revolutions. Transformations in the business side not only free up resources that can be more
highly leveraged by combatant commands, but also provide improvements in combat support
that enable more effective concepts of operation, organization, doctrine, and the like. They
enable the RMA and will transform military operations, increasing the tempo of operations,
the speed of command, and, as a result, achieve greater lethality with increased survivability.
The net result of RBA and RMA synergy will be an opportunity for quicker and more
decisive victories, using less “tail” (support) and bringing to bear more “tooth” (warfighting
capability).

The ongoing, information-driven RMA promises to improve our ability to realize each of
these enduring principles in practice.

Objective. The principle of the objective refers to focusing the entire effort in ways that
ensure the assigned military mission (the objective) is achieved. Information Superiority,
which includes creating and maintaining a continuous, high quality information flow
throughout the force and creating shared situational awareness in the form of a COP for all
commands, helps to ensure a clear and common understanding of the objective to be
supported, the threats to mission accomplishment, and the commander’s chosen course of
action for achieving the objective. Given the rapid pace of change in this battlespace and the
decision cycle speed needed to dominate it, the ability to share information, maintain a
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current COP, and enable commanders to work in a collaborative environment whenever
necessary are central to this principle. As our competitors get access to even more powerful
Commercial Off-the-Shelf (COTS) capabilities, only our ability to leverage these capabilities
to achieve dominant speed in decision making (speed of command) will enable us to
maintain the advantage.

Offensive. Seizing and maintaining the offensive, which enables the force to dictate the
terms of combat, is directly dependent on the ability to work inside (or faster than) an
opponent’s decision cycle (the response time, sometimes referred to as the Observe, Orient,
Decide, Act cycle (OODA) loop.) This is supported by Information Superiority both through
effective offensive information operations (which disrupt and slow an adversary’s decision
making and force decisions under greater uncertainty) and by improving the integration and
interoperability of C4ISR systems and processes across the board, from better monitoring of
the battlespace to faster fusion, improved decision quality and speed, to faster planning and
implementation times.

Mass. The principle of mass refers to concentrating military capabilities at the decisive
time and place. This remains true even in non-linear battles, as when the Viet Minh brought
major artillery and manpower to bear at Dien Bien Phu against the French. While this
principle has referred to massing forces in the past, the RMA allows the United States to
focus on massing effects through the use of enriched sensor capabilities and stand-off
precision weapons. The ongoing shift from platform-centric to network-centric platforms
and forces, enabled by Information Superiority, greatly improves our capacity to take
advantage of all the information available, reduce the risk to U.S. forces, and still inflict
maximum damage on an adversary.

Economy of Force. Economy of Force refers to the need to use as little capacity as
possible on aspects of the battle that are not central to the objective. Commanders think of
accepting risk in some parts of the battlespace in order to dominate in other parts considered
more crucial. Given Information Superiority with the implied improvement in knowing
adversary locations, status, and capabilities, as well as greater flexibility in using assets for
multiple purposes, this principle would be enhanced. With improved logistics; e.g., less
material forward and greater use of timely delivery, economy of force in transport and
maintenance would also benefit from Information Superiority.

Maneuver. The principle of maneuver deals with placing the enemy at a disadvantage
by wisely using the terrain and other aspects of the situation that constrain his courses of
action and providing our forces with an advantage through flexibility and adaptation to the
situation. Information Superiority provides high quality, current information about adversary
force situation, terrain, weather (and their interaction such as mud and fog), and adversary
capabilities as well as the knowledge necessary to exploit the mobility, stealth, and flexibility
of our own forces.
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Unity of Command. Unity of Command has long been understood as a prerequisite for
effective military action. Even in coalition operations for “soft missions,” such as peace
operations, the lessons learned activities often point to problems arising from forces
operating under different National commands and call for “unity of effort.” Whatever the
practical limits on unity for a particular operation, the ability to create and maintain a shared
picture of the commander’s intent, and the timely and assured dissemination of plans, orders,
reports, and other key information—all core elements of Information Superiority—are vital.

Security. The principle of security is also fundamental to military success. In today’s
military this translates into Information Assurance providing an uninterrupted flow of
authentic communications and information. If the information processing or
communications channels are compromised, or feared to be compromised, military success is
imperiled.

Surprise. Surprise is the ability to strike the enemy at a time, place, or manner for which
he is not prepared. It confers massive military advantage. Both intelligence preparation of
the battlespace and effective operational security (OPSEC) are essential to achieving
surprise. Offensive information operations, both to know the enemy’s state of readiness and
to deceive him about our plans, can add to the likelihood of successful surprise. At the same
time, the ability to know the battlespace in detail is crucial to finding opportunities for
surprise actions. The increased understanding of the situation that is achieved by sharing
information and collaboration and the ability to respond more rapidly that comes from new
command concepts has the potential to make every engagement an ambush turning what was
only an exceptional event into a standard operating procedure.

Simplicity. The principle of simplicity refers to the need to keep plans, guidance, and
orders clear and uncomplicated. It has been established over history that the debilitating
effects of human fatigue, excitement, and fear compounded by errors of miscommunication
and ambiguity, have proven to be one of the greatest problems in war—the famous “fog and
friction” of war. By reducing uncertainty (and thus simplifying the decisions to be made and
the situational variations that need to be considered) and by streamlining the processes of
situation assessment, planning, and execution, Information Superiority enables commanders
to work at a simpler, more coherent level.

Thus, as explained above, NCW enhances our ability to achieve each of the enduring
principles of war.
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Section 4

Overview of Service Visions and Concepts for NCW

An in-depth description of the Service’s and key Agencies’ Visions for NCW, as well as
their emerging concepts, their contributions to the Global Information Grid, and key NCW
initiatives is provided in the Appendices to this Report. Each of these discussions also
relates Joint Vision 2020 to NCW from the perspective of the individual Service or Agency.

As noted in Section 3.2, the term NCW is not universally accepted in the Defense
community, nor are NCW concepts universally understood. The Appendices further
illustrate this point. The Services and Agencies use many different terms in describing
initiatives and programs. However, the work they describe is consistent with the tenets of
NCW defined in the Executive Summary:

e A robustly networked force improves information sharing.

¢ Information sharing enhances the quality of information and shared situational
awareness.

e Shared situational awareness enables collaboration and self-synchronization; and
enhances sustainability and speed of command.

e These, in turn, dramatically increase mission effectiveness.

An overview of Service NCW Visions is provided below, to provide context for the
discussion in the body of the report and to provide an introduction for the rich and detailed
NCW discussion in that appears in the Appendices to this report.

4.1 Army NCW Vision

4.1.1 Joint Vision 2010/2020 and the Army Vision

Joint Vision 2010 and Joint Vision 2020 guide the continuing transformation of
America's Armed Forces toward a goal to create a force that is dominant across the full
spectrum of military operations. Similarly, The Army Vision provides the conceptual
template for transforming the Army into a force that is strategically responsive and dominant
across the full spectrum of operations and an integral member of the Joint warfighting team.
Both Joint Vision 2020 and The Army Vision are strongly dependent on the potential of
linking together networking, geographically dispersed combat elements. In doing so, the
Army expects to achieve significant improvements to shared battlespace understanding and
increased combat effectiveness through synchronized actions. This Joint concept of
operations is Network Centric Warfare (NCW).
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The NCW construct provides a valuable perspective for achieving success in a target-
oriented warfare situation, where timely, relevant, accurate, and precise information is
required to automatically engage targets expeditiously with the most effective weapons and
forces available. NCW emphasizes using networked intelligence, surveillance, and
reconnaissance (ISR) capabilities, and predetermined decision criteria, to support automated
responses from the “network™ to threats against individual platforms. It emphasizes the
importance of situational awareness for both targeting and decision making. It promotes the
value of information sharing, collaboration, synchronization, and improved interoperability
within the information domain. It suggests that information superiority and victory on the
battlefield will be dependent on technological solutions that will help us acquire, process,
exploit, disseminate, and protect information. Information superiority, knowledge, and
decision superiority are absolutely critical for the Army’s transformation to the Objective
Force and are key to maneuver- and execution-centric operations.

Some examples are:

e (ollaborative and simultaneous planning and execution among widely dispersed
commanders and staff saves planning and travel time, allowing commanders to focus
on information collection, decision making, and execution.

e Enroute mission planning and rehearsal among dispersed force elements prior to
deployment, enroute, and in theater.

e Command and Control on the Move allows commanders the freedom to move to
critical points on the battlefield.

e Split-based operations reduces the number of staff and support personnel required to
be deployed to theater thus reducing the associated Tactical Operations Center
footprint.

e Virtual support services support deployed forces from centers of knowledge in the
continental U.S.

e Distance learning and Knowledge Centers provide warfighters access to education,
training and knowledge.

e Integrated and layered Intelligence, Surveillance and Reconnaissance (ISR) allows
commanders, staffs and analysts worldwide to collaborate in the development of real
time combat information and near real time, predictive intelligence products for the
warfighter.

The theory behind NCW is that by linking sensor networks, command and control (C2)
networks, and shooter networks, we can achieve efficiencies in all military operations from
the synergy that would be derived by simultaneously sharing information in a common
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operating environment. In addition, such linkages allow for the discovery of new concepts of
operations both among Army forces and Joint forces in theater.

While NCW is the operational concept, the Global Information Grid (GIG), a major
Defense transformation initiative, is directed toward providing critical infrastructure
networking to the forces.

The goals of the GIG are to provide communications, security, processing, and
information dissemination management services to facilitate NCW; end-to-end connectivity;
and intra-service, Joint and Allied interoperability. The sensor grid, or network, must
anticipate and overcome future camouflage, concealment, and deception challenges to assure
that commanders see a true picture of the battlefield. Processors and powerful automated
decision aids must enable analysts to show not only what the enemy is currently doing, but
predict what he will most likely do over time.

4.1.2 What is Needed to Realize NCW and GIG

While NCW is an approach to the conduct of warfare that derives its power from the
effective linking together of battlespace entities, it is considerably more than that. It also
derives its power from human and organizational behavior changes and innovative changes
to the conduct of warfare that can be enabled by that networking.

To realize the potential of NCW we must:
e Turn ISR data into actionable combat information, knowledge and intelligence

e Disseminate knowledge over robust communications networks to decision makers
and weapon platforms at all echelons in time to act inside an adversary’s decision
cycle

e Leverage technologies that allow for greater access to databases and analytical efforts
located outside the theater of operations, thus enabling split-based operations

e Experiment with and exercise the elements of NCW and the GIG to determine critical
doctrinal and organizational alignments

4.1.3 Army Objective Force Concepts

The degree to which the Objective Force fully embodies the characteristics outlined in
the Army Vision—tresponsive, deployable, agile, versatile, lethal, survivable, sustainable—
will determine to a significant degree the overall capability of the force to carry out its core
operational tasks within the Joint campaign. From a C4ISR perspective, significantly
improved capabilities will be available and organic to combat battalions and brigades. The
current hierarchical nature of C4ISR will transition to a network-centric knowledge-based
approach where combat units employ Information Superiority and layered ISR capabilities to
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shape the battlespace and strike at decisive points and centers of gravity through distributed
operations.

Objective Force agility and versatility will enable transition between benign and hostile
environments, within and between operations, including transition from single area, single
objective operations to higher intensive offensive and defensive operations, and vice versa.
Objective Force units will deliver lethal overmatching combat power with integrated
combined arms capability at the lowest levels of organizational design. Central to this
capability is the ability to employ decisive fires, maneuver, and assault to assure complete
destruction of the enemy as described earlier.

At the tactical level, the close combat zone will expand in size and shift focus toward
organic capabilities to fight and win lethal close combat and beyond line of sight
engagements. Lethality is the sum of actions taken to close with and destroy the enemy.
Commanders will normally exhibit direct leadership through personal interaction and
example with the soldiers executing the operation. Here, more than anywhere else, the
commander qualities of physical courage, coolness, endurance, and the ability to make very
quick, correct decisions are of paramount importance. Lethal units will dominate battle
through employment of overmatching sensors and firepower capabilities at ranges that
exceed those of the enemy. Freedom of maneuver for lethal units will be provided through
mobile and survivable systems and units. Command concepts will emphasize the integration
of superior commander development, advances in C4ISR, and a decentralized control
structure. The commander’s decision making will repeatedly cycle through the act of
determining what conditions exist, what actions must be taken to master those conditions,
and how to execute those actions. Future battles will be characterized by more numerous,
discrete, and often nearly simultaneous tactical engagement executed by multiple combat
battalions. Underlining this will be the ability of the Future Combat Systems to generate
complementary and reinforcing firepower faster than the enemy. As the battalion closes on
the enemy, its elements will attach by line of sight (LoS), non-LoS, and BLoS with precise
destructive fires, obscuring effects, counter mobility fires and electronic warfare effects that
shock, isolate, disrupt C2, fix enemy maneuver forces, suppress ISR and fires, neutralize
enemy support, and blind the enemy. Each Future Combat System will be multifunctional,
combining two or more battlefield functions such as direct and indirect fires, point air
defense, battle command, mobility support, and ISR.

The ability of C4ISR systems to enable Information Superiority will be the key to the
support of survivability. Offensive Information Operations will directly support the
Objective Force capability to maneuver out of contact, target enemy C2, and hinder the
enemy’s ability to gain situational understanding. Likewise counter-reconnaissance and
defensive Information Operations will integrate capabilities to protect and defend friendly
information and information systems. Simply put, the paradigm of See First, Understand
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First, Act First, and Finish Decisively acknowledges the increased lethality of the future
battlefield and identifies the tasks necessary for soldiers to survive and win.

4.2 Navy NCW Vision

In response to the Enactment of Provisions of H.R. 5408, The Floyd D. Spence National
Defense Authorization Act for Fiscal Year 2001, the United States Navy would like to take
the opportunity to thank the House of Representatives for this opportunity to provide the
Congressional Defense Committees, via the Secretary of Defense, information relating to
efforts being pursued in the area of NCW. The Navy’s Network Centric Operations (NCO),
as defined in our report, are essential to projecting U.S. power and influence and continuing
the Navy contribution to National Security.

The United States Armed Forces’ information and knowledge superiority are the first line
benefactors during the implementation of the Navy’s NCW. The Navy is uniquely positioned
in current processes, capabilities, plans, and people to implement NCW philosophies
throughout the Joint and Coalition Forces.

NCW is a concept that has not been totally implemented. Implementing NCW will
require a holistic approach. It will require refinement of business practice, partnerships with
Industry, plans, and programs over the next several months. The Navy considers this report
to be an important beginning in the continuing development of Capstone Requirements and
will continue its dedicated leadership to establishing NCW doctrine. We welcome the
opportunity to provide you further information regarding the details as we progress in this
endeavor.

The Navy has developed “Network Centric Operations (NCO), A Capstone Concept for
Naval Operations in the Information Age,” which articulates the Navy's path to NCW. The
Concept applies the defining tenets of Joint and naval warfare to network-centric warfighting
and provides a vision of the new capabilities to be achieved. The improvements in the ability
to quickly attain and sustain global access as a result of this transformation are critical to
enabling the Navy’s forces to decisively influence future events at sea and ashore—Anytime,
Anywhere. Although the Network Centric Operations Capstone Concept is under review by
the Chief of Naval Operations (CNO) and has not yet been approved, many of the principles
contained within the NCO concept are contained in Naval doctrine, which is fundamentally
network centric. Naval Doctrine serves as a foundation for the flexible tactics that will be
the hallmark of a network-centric fighting force.

In developing NCW systems, a different approach to applying the principles must be
taken. NCW requires that technology, tactics, and systems be developed together. The CNO
Staff, the Fleet with the Navy Warfare Development Command, Naval Air Systems
Command, Naval Sea Systems Command, and the Space and Naval Warfare Systems
Command will work as a collaborative team in developing tactics, techniques, and
procedures; technologies, experimentation, simulation, systems, test, evaluation, training,
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and certification of the systems implementation of NCO as architectural systems and
capability components that serve the warfighter and provide for integrated mission
capabilities.

NCW serves the principals of forward presence, deterrence, reassurance, crisis response,
and the projection of combat Power. The NCO concept will evolve from a concept in Naval
Doctrine, to endure as an integral part of Joint Doctrine. The Navy will lead, in the
development of this Joint Doctrine, the blueprinting and engineering, integration and
certification of systems and capabilities that provide the CINC with a flexible combat force
to influence events from ashore, sea, air, and space.

Joint Vision 2020, naval policy, and vision statements point to three inescapable military
trends that will shape future operational capabilities:

e A shift in emphasis toward Joint, effects-based combat
¢ An increasing reliance on knowledge superiority

e Future adversaries will use technology to make rapid improvements in military
capabilities designed to provide asymmetrical counters to U.S. military strengths

Each of these trends underscores the increasing importance of information as a source of
power. Information protection, knowledge management, and networked sensor employment
and exploitation are vitally important to future warfighters. The Navy is already engaged in a
forward presence that is a built-in information advantage. The Navy-Marine Corps team, is
able to fight for and win, based on the projection of combat Power using the information and
knowledge advantage provided in NCW in any crisis or conflict.

The Navy vision for NCW is more fully stated in Appendix A.2 of the report.

4.3 U.S. Marine Corps NCW Vision

Throughout our Nation’s history, Marines have responded to national and international
brush fires, crises, and when necessary, war. The Marine Corps operates as MAGTFs, highly
integrated and networked combined-arms forces that include air, ground, and combat service
support (CSS) units under a single commander. In many respects the Marine Corps is by its
very design a network-centric warfighting force. Our challenge is to take advantage of the
rapid technological change that is continuously occurring, using industry standards to
analyze technology against force requirements.

While the Marine Corps has not historically used the term Network Centric Warfare, its
principles embodied by the term have been an integral part of Marine Corps operations for
years.

MAGTFs are organized, trained, and equipped from the operating forces assigned to
Marine Corps Forces, Pacific; Marine Corps Forces, Atlantic; and Marine Corps Forces,
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Reserve. The Commanders of Marine Corps Forces Pacific and Atlantic provide geographic
combatant commanders with scalable MAGTFs that possess the unique ability to project
mobile, reinforceable, sustainable combat power across the spectrum of conflict. Marine
Corps Forces, Reserve provides ready and responsive Marines and Marine Forces who are
integrated into MAGTFs for mission accomplishment.

Marine Expeditionary Forces (MEFs) are task-organized to fight and win our Nation’s
battles in conflicts up to and including a major theater war. Marine Expeditionary Brigades
(MEBSs) are task-organized to respond to a full range of crises, from forcible entry to
humanitarian assistance. They are our premier response force for smaller-scale contingencies
that are so prevalent in today’s security environment. Marine Expeditionary Units (Special
Operations Capable) (MEU SOCs) are task-organized to provide a forward deployed
presence to promote peace and stability and are designed to be the Marine Corps’ first-on-
the-scene force. Special Purpose MAGTFs (SPMAGTFs) are task-organized to accomplish
specific missions, including humanitarian assistance, disaster relief, peacetime engagement
activities, or regionally focused exercises.

MAGTFs, along with other Marine Corps unique forces, such as Fleet Anti-Terrorism
Security Teams (FASTs) and the Chemical Biological Incident Response Force (CBIRF),
represent a continuum of response capabilities tethered to national, Regional Combatant
Commanders, and naval requirements. Whether coming from amphibious ships, marrying up
with maritime prepositioning ships, arriving via strategic airlift, responding to terrorist
attacks, or handling calls for consequence management, they provide a scalable, networked,
and potent response force.

The Marine Corps provides today’s Joint Force Commanders with fully integrated
combined arms, effects focused, air-land-sea forces—forces fully networked to ensure
interoperability across a range of functions, distances, and missions. Future Marine forces,
task organized, forward deployed, and built around rapid effects oriented decision making,
will give tomorrow’s Joint Force Commander unparalleled options in a chaotic global
environment. These attributes, together with our expeditionary culture and unique training
and education, make the Marine Corps ideally suited to enable Joint, Allied, coalition, and
interagency operations, both today and in the future.

Marine Corps Strategy 21 — rooted in Joint Vision 2020 — provides the vision, goals, and
aims to support the development of our future combat capabilities. The Marine Corps will
continue to provide the National Command Authorities and Regional Combatant
Commanders with Marine forces that promote peace and stability through forward presence
and peacetime engagement. These forces will be able to respond across the complex
spectrum of crisis and conflict, and will be prepared to lead, follow, or be part of any Joint or
multinational force to defeat our nation’s adversaries.
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As we prepare to meet emerging challenges, Marines will capitalize on innovation,
experimentation, and technology to enhance existing capabilities while exploring and
developing new ones to maximize the effectiveness of our forces. Our new capstone
operational concept, Expeditionary Maneuver Warfare provides the foundation for a Marine
Corps organized, trained, and equipped to conduct expeditionary maneuver warfare in Joint
and multinational environments that involve interagency cooperation within the complex

to capitalize on and expand our networked command and control structure to train and
educate the future force in effects-sensitive decision making.

4.4 U.S. Air Force NCW Vision

The U.S. Air Force is an integrated aerospace force. Our operational domain stretches
from the earth’s surface to the outer reaches of space in a seamless operational medium. The
Air Force operates aircraft and spacecraft optimized for their environments, but the key to
meeting the nation’s needs with aerospace power lies in integrating these systems as a
network of interrelated capabilities and information. Using a network-centric approach to
our operations and planning, we not only take full advantage of expertise in the air, space,
and information domains, but we compound that expertise to achieve in Information
Superiority effects beyond what is possible in isolation. Our information capabilities support
operations across the entire aerospace domain. We are integrating air, space, and
information operations to leverage the strengths of each. Our airmen think in terms of
controlling, exploiting, and operating within the full aecrospace continuum, on both a regional
and global scale, to achieve effects extending beyond the horizon.

Intelligence, Surveillance, and Reconnaissance (ISR), acrospace power’s oldest mission
areas, provides Air Force and Joint decision makers at all levels of command with
knowledge—not merely data—about the adversary’s capabilities and intentions. Integrated
ISR assets directly support the Air Force’s ability to provide global awareness throughout the
range of military operations. With knowledge that far exceeds that which was possible only
a handful of years ago, decision makers achieve the fullest possible understanding of the
adversary. ISR contributes to the commander’s comprehensive battlespace awareness by
providing a window to our adversary’s intentions, capabilities, and vulnerabilities.

We are strengthening the ability of our commanders to employ aerospace forces through
improvements to their command centers. Our Aerospace Operations Centers (AOCs) will
enable them to control aerospace operations conducted in conjunction with Joint, Allied, and
Coalition partners. Through efforts such as the Combined Aerospace Operations
Center—Experimental (CAOC-X), we will develop new ways of directing aerospace forces,
while thoroughly testing the solutions.
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In the future, we will have the capability to gather and fuse the full range of
information—from national to tactical, in real-time, and to rapidly convert that information
to knowledge and understanding—to ensure dominance over adversaries.

The Air Force is configured as an Expeditionary Aerospace Force (EAF) capable of the
full spectrum of aerospace operations. We have constituted ten deployable Aerospace
Expeditionary Forces (AEFs). Two AEFs, trained to task, are always deployed or on call to
meet current operational requirements while the remaining force reconstitutes, trains,
exercises, and prepares for the full spectrum of operations. AEFs provide Joint force
commanders with ready and complete aerospace force packages that can be quickly tailored
to meet the spectrum of contingencies—ensuring situational awareness, freedom from attack,
freedom to manecuver, and freedom to attack.

AEFs provide the means for enabling the core competencies described in Air Force
Vision 2020:

e Aecrospace Superiority
e Information Superiority
e Global Attack

e Precision Engagement
e Rapid Global Mobility
e Agile Combat Support

The operational environment in which these competencies are exercised includes
numerous threats. Not just new adversarial aircraft, but advanced surface-to-air missiles,
theater ballistic missiles, cruise missiles, a multitude of international space systems, and an
ever-increasing information warfare threat. In this challenging environment, our improved
capabilities will provide Joint forces with the capability to deny an adversary not only the
traditional sanctuaries of night, weather, and terrain, but deny Information Superiority as
well.

With advanced integrated ISR and C2 capabilities, networked into a SoS, we’ll improve
our capabilities to find, fix, assess, track, target, and engage anything of military
significance, anywhere. We’ll evolve from doing this in hours, to doing it in minutes.
Information Superiority will be the pivotal enabler of this capability. We will continue to
improve our decision cycle, making better decisions faster—faster than an adversary can
react—to ensure information dominance over our adversaries.

We will continue to enhance our reach. We’ll be able to achieve greater desired effects
from whatever range we choose. Aerospace power’s ability to strike directly from the U.S.,
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or from regional bases, ensures maximum flexibility. Improvements in standoff and
penetration capabilities will enable us to operate with reduced vulnerabilities.

With advanced networked airborne and spaceborne sensors and weapons systems capable
of precisely engaging targets of all types, we will be able to strike effectively wherever and
whenever necessary. With future capabilities, we’ll harness new ways to achieve effects,
ranging from directed energy to non-lethal weapons.

We continue to improve our strategic agility, providing the mobility to rapidly position
and reposition forces in any environment, anywhere in the world. At the same time, our
combat support is becoming more agile. We are streamlining what we take with us, reducing
our forward support footprint by 50 percent. We will rely increasingly on distributed and
reachback operations to efficiently sustain our forces, providing time-definite delivery of
needed capabilities. Fast, flexible, responsive, reliable support will be the foundation of all
Air Force operations. To accomplish this, we will leverage a broad range of information
technologies to robustly network the force and continue transforming our operational
capabilities.

The U.S. Air Force vision for NCW is more fully stated in Appendix A.4 of the report.
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Section 5

Prerequisites for NCW

It is one thing to talk about network-centric concepts and quite another to see them
implemented. A lot of things need to come together to make a network-centric capability a
reality. This is because by their nature network-centric capabilities:

e Involve new ways of thinking about how task and missions can be accomplished
e Change organizational roles and responsibilities

e Require that information be shared outside of existing communities

e Depend, in part, upon the development of new technologies

e Require a better understanding of how to create, share, and exploit awareness

¢ Create combat and operational value in new ways

Therefore, to make NCW a reality, a number of conditions must exist. These include a
climate that fosters disruptive innovation, an infostructure that is robustly networked to
support information sharing and collaboration, an appropriate technology base, an improved
understanding of related issues, and a way of analyzing and assessing network-centric
capabilities. Each of these is discussed in more detail below beginning with the requirement
for innovation.

5.1 Innovation

Innovation is an essential core component of DoD’s transformation. However,
innovation is not always easy, and some types of innovation are more difficult to achieve
than other types. Organizations and individuals often tend to resist the change that is
required to foster a culture that supports and exploits the output of innovation. The greater
the change required the more resistance. The result is that many innovations often take a
very long time to gain acceptance and be institutionalized, often are not implemented in the
organization where they were conceived, and some innovations simply never see the light of
day. For example, while Xerox’s Palo Alto Research Center invented both the “computer
mouse” and the “Graphical User Interface” (GUI),” it was Apple Computer that effectively
exploited these innovations to create the Macintosh computer. Similarly, the British invented
the tank. Although they first employed it in combat during the Battle of the Somme on
September 15, 1916, and later at the Battle of Cambrai on November 20, 1917, they were not
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the first to learn how to fully exploit its capabilities. This was first shown by the Germans
with Blitzkrieg in 1939-1940.57

The President in his commencement address at the U.S. Naval Academy recently noted
the importance of innovation and the need to create a culture within the DoD that can support
and exploit innovation.>8

Creativity and imaginative thinking are the great competitive advantages of
America and America’s military. Today, I call upon you to seize and to join this
tradition of creativity and innovation. Our national and military leaders owe you
a culture that supports innovation and a system that rewards it.

As President, [ am committed to fostering a military culture where intelligent risk
taking and forward thinking are rewarded, not dreaded. And I'm committed to
ensuring that visionary leaders who take risks are recognized and promoted.

To understand why creating a culture and organizational environment that can support
the type of innovation that is required for successful transformation within the DoD is likely
to be challenging, it is important to understand that there are two distinct types of innovation.

In The Innovator’s Dilemma, Clayton Christensen introduced the concepts of “sustaining
innovation” and “disruptive innovation,” and explained why so many great companies have
failed when faced with the challenges posed by seemingly trivial or insignificant
technologies.>® Christensen describes sustaining innovations as those that improve the
performance of existing products or services along the dimensions of performance that
mainstream customers in major markets have historically valued. In other words, they give
customers something more or better in the attributes they already value.%0 In contrast,
disruptive innovations bring to market value propositions that are very different than those
previously available. Generally disruptive technologies underperform established products
when measured with mainstream market metrics. But they have other features that are
valued by some (usually new) customers that enable the products based on disruptive
technologies to gain an initial beachhead in a market. Christensen found that products based

57 Richard O. Hundley, Past Revolutions—Future Transformations, National Defense Research Institute,
RAND, 1999, p. 13-14.

58  President George W. Bush, Commencement Speech at U.S. Naval Academy, 25 May 2001.

59 Clayton M. Christensen, The Innovator’s Dilemma: When New Technologies Cause Great Firms to Fail,
Harvard Business School Press, 1997, p. xv-xvi.

60 Anirudh Dhebar, “Six Chasms in Need of Crossing,” MIT Sloan Management Review, Spring 2001,
p. 95-99.
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on disruptive technologies are typically cheaper, simpler, smaller, frequently more
convenient to use, and initially garner lower profit margins. As a consequence, products
based on disruptive technologies are not viewed by large companies as being adequate to
meet their growth needs. Over time, however, through a combination of technological and
process improvement and market feedback, the performance of products based on disruptive
technologies improves to the point that they are more attractive in terms of price and
performance than products produced by mainstream companies for the mainstream markets.
It is at this point that the market defects and embraces the disruptive innovation, and as a
consequence these new products displace existing products.

Central to Christensen’s argument is the observation of the key role that an
organization’s core competencies play in determining the success and failure of innovation.
For example, in the process of developing, marketing, and selling their products, companies
develop core competencies that can be described in terms of resources, processes, and values.
Resources include tangible items, such as people, equipment, technologies, and cash, as well
as intangible ones, such as product designs, brands, information, and relationships with
suppliers, distributors, and customers. Christensen defines processes as “the patterns of
interaction, coordination, communication, and decision making into products or services of
greater worth.” Most organizations have formal processes that are visible and explicitly
defined that co-exist with informal processes that are less visible and evolve over time.
Values are defined as “the standards by which employees set priorities that enable them to
judge whether an order is attractive or unattractive, whether a customer is more or less
important, whether an idea for a new product is attractive or marginal, etc.”®! The impact of
the interaction between values, processes, and resources is described below in the context of
sustaining innovation in the commercial sector and in the DoD.

A key finding is that the competencies that organizations develop in becoming
successful at sustaining innovation create impediments to disruptive innovation. Although
Christensen focused on the commercial sector, it is clear that the concepts he proposed apply
to innovation in warfare and military organizations and are particularly relevant to DoD’s on-
going transformation efforts. In retrospect, one sees the key role that values and processes
played in the success and failure of innovation in previous RMAs.

Sustaining Innovation: Most successful companies, at one time or another, become very
good at sustaining innovation, because they must continuously innovate to develop new
products to remain viable as business entities. In the process of developing, marketing, and
selling their products, companies develop a suite of core competencies that can be described
in terms of resources, processes, and values. For example, for companies to grow sales at a

61 Clayton M. Christensen and Michael Overdorf, “Meeting the Challenge of Disruptive Change,” Harvard
Business Review, March-April 2000, p. 66-76.
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healthy rate (15% to 20%), they need to be able to listen to and understand the needs of their
largest customers or customer base and to develop products that have features these
customers are interested in. In the process of becoming successful, companies develop
processes and values (rule sets, decision basis) for allocating resources internally and for
deciding how big a market needs to be to be worth pursuing. For example, a company with
$10 billion in sales, that is growing sales at a rate of 15%, needs to add $1.5 billion in new
sales to continue growing at the same rate. Consequently, only products or services that are
perceived able to contribute directly to achieving this level of sales or to provide profit
margins required to meet earnings objectives, are viewed as worth pursuing. As a result of
this decision logic, technology innovations that don’t meet these criteria are not pursued or
developed by large companies.62

An example of sustaining innovation is the innovation performed by Intel in developing
the Intel 486 chip after it had already developed the Intel 386 chip. A clear market existed
for the Intel 386 chip, and companies, such as Compaq and IBM, that bought the Intel 386
chip to include in their computer products were clearly interested in the improved
performance provided by the Intel 486 chip. Consequently, it was clear to the leadership at
Intel that a market existed for the Intel 486 chip, a product that improved the performance of
a computing architecture already proven and accepted in the market place.

Based on these insights, one can observe that DoD is second to none at sustaining
innovation. We build very good platforms and weapons and continuously perfect them.
DoD’s success at the development of stealth and precision weapons is a testimonial to our
ability to succeed at sustaining innovation. These capabilities are currently aligned with
existing “community values.” Senior leaders in key resource allocation positions share these
values. Warfighting commanders have a similar value system and demand these capabilities
and performance improvements from the business side of DoD. Consequently (and
logically) resources are allocated based on the warfighting calculus these leaders have
developed over their careers. Similarly, our processes for allocating resources and the
organizational relationships required for supporting the acquisition of major systems work
well.

Disruptive Innovation: Disruptive innovations pose challenges for commercial and
military organizations alike. In the commercial sector, disruptive technologies generally
underperform established products in mainstream markets when measured with traditional
value metrics, but have other features valued by small market segments.63 A key feature of
disruptive technologies is that initially there is a great deal of uncertainty regarding the size

62 Christensen, The Innovator’s Dilemma, p. XX-XXi.

63 Ibid., p. xv.
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and attributes of the potential market. In fact, as Christensen notes, there is a high likelihood
that no market data exists for the disruptive innovation.%4 As a result, in the judgment of
mainstream market decision making, the initial market opportunity is either viewed as being
inadequate to meet the growth needs of large companies or perhaps even non-existent. This
phenomenon generates a key insight into how one can begin to cope with the management
struggle required as an organization searches for ways to sustain market leadership in a
changing market environment. Examples of disruptive technological innovations in the
commercial sector include hydraulic construction equipment, steel minimills, and computer
disk drives.

Hydraulic vs. Cable Actuated Construction Equipment: Excavators and their steam
shovel predecessors are huge pieces of capital equipment sold to excavation contractors
(requiring significant levels of capital investment that are analogous to those made by DoD
and other armed forces). Over its history, leading firms successfully adapted a series of
sustaining innovations to improve their cable-actuated equipment. They effectively
developed competencies required to perform both incremental and radical technological
innovation at both the component and architecture level. However, almost the entire
population of cable-actuated shovel manufacturers was wiped out by a disruptive technology,
hydraulics, that market leaders, by listening to their best customers and honing their
economic structures with best business school practices had caused them to ignore.
Hydraulic construction equipment, when first introduced, did not have performance attributes
that allowed it to compete with cable-actuated equipment. It first succeeded commercially in
the mid-1950s in the form of the “backhoe” used to dig trenches for water and sewer lines
from the street to the foundations of houses, a relatively small segment of the construction
market, one that was not high margin or high volume for large equipment manufacturers.
These small jobs had never merited the time or expense required to bring in big, imprecise,
cable-actuated shovels. Consequently, the jobs had been done by hand. The backhoe
succeeded in this niche market by meeting the cost and performance needs of a new
customer base that was not served by existing products. Over time, the performance of
hydraulic construction equipment was improved, and over a period of years, hydraulic
construction equipment replaced cable-actuated construction equipment in almost all
markets. Only a small fraction of the established manufacturers (4 of 30) in the 1950s were
able to successfully transform themselves and produce competitive products that employed
hydraulic technology.63

Minimills vs. Integrated Steel Mills: A similar story is playing out in the steel industry,
where steel minimills’ share of the steel market has grown from zero in the mid-1960s to

64 Ibid., p. xxi-xxii, 147-163.

65 Ibid., p. 64-73.
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over 40 percent in 1995. Minimills get their name from the scale at which they produce cost-
competitive finished steel from scrap: in less than one-tenth the scale required for an
integrated steel mill, which uses traditional methods of iron ore and blast and basic oxygen
furnaces. When steel minimills first became operational in the mid-1960s, they could only
manufacture “rebar” (concrete reinforcement bars) from scrap steel, a relatively low quality,
low profit margin product that the big mills were happy to let go to the insurgents. Over
time, minimill technology gradually improved, producing higher quality products, first rebar,
and then seamless pipe, then structural steel, and finally sheet steel that could compete in
terms of quality and cost with the high margin product of integrated steel mills. Today,
minimills virtually dominate the North American markets for rods, bars, and structural
beams. Yet not a single one of the world’s major integrated steel companies has built a mill
employing minimill technology.66

Computer Disk Drives: Perhaps the most compelling case for the power of disruptive
innovation is the story of the IT companies that produced successive generations of computer
disk drives. From 1975 to the present, the computer industry has successfully developed five
different classes of disk drives to meet the demands of successive generations of computers:

Mainframe Computer 14 inch drives
Minicomputers 8 and 5.25 inch drives
Desktop Personal Computer 5.25 and 3.5 inch drives
Portable Notebook Computer 3.5 and 2.5 inch drives

While many people are aware of these successive generations of technology, few are
aware of the fact that, with few exceptions, the leaders in one generation of technology were
not the leaders of the next generation of technology. For example, when Seagate Technology
introduced the 5.25-inch drive in 1980, with an initial capacity of 5 and 10 megabytes (MB),
minicomputer manufactures were not interested. They were demanding drives with 40 and
60 MB. The initial success of the 5.25-drive was linked to the development of the personal
computer. Once the 5.25-inch drive became commercially viable, its performance measured
in terms of capacity improved by roughly 50% a year between 1980 and 1990. As the
rapidly increasing performance of 5.25-inch drives intersected the more slowly growing
performance of 8-inch drives, minicomputer manufacturers started using 5.25-inch drives.
By 1985 only half of the firms producing 8-inch drives had introduced 5.25-inch models.
The other half never did. Of the four leading 8-inch drive makers, Shugart Associates,
Micropolis, Priam, and Quantum, only Micropolis survived to become a significant

66 Ibid., p. 87-93.
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manufacturer of 5.25- drives, and that was only accomplished with Herculean managerial
efforts.67

A similar story took place at each of the other technology transitions. In each case, the
market leaders in one generation of disk drive technology were not the market leaders in the
next generation of disk drive technology.

In each of these historic examples, the market leaders had developed core competencies
that enabled them to excel at sustaining innovation and dominate their markets. They grew
their businesses by listening to their largest customers and developing products that met their
needs. However, in each case, the dominant companies were unseated in key markets by
competitors who were able to successfully perform disruptive innovation.

Implications for Military Organizations: In the context of warfare and military
organizations, it is now clear in retrospect that the theory of disruptive innovation,
appropriately modified, helps explain the revolutionary impact that key technologies have
had in warfare. In World War I (WWI), when the British first introduced the tank, its
technical performance was limited; consequently it was employed in a supporting role to
infantry. The full “revolutionary” potential of the tank was not fully realized until tank
technology improved and the German army developed the tactics, techniques, and
procedures of Blitzkrieg, which paired the tank with tactical aviation and the radio. One can
see that the same factors that inhibit successful companies from exploiting disruptive
technologies in the commercial sector (uncertainty, threats to existing values, competition for
resources with existing organizational power structures) were at work in the American,
British, and French Armies in the inter-war years. In retrospect, it is clear that the disruptive
attributes of the tank, which inhibited its early adoption by the Armies of the Allies, resulted
in the revolutionary impact of Blitzkrieg when the Germans first introduced it. In the
German Army, it was the leadership of General von Seeckt and others that enabled the core
competencies of the infantry (with its associated resources, processes, and values) to be
successfully disrupted. General von Seeckt was successful in part because he understood
that structural changes in the security environment created the need for innovation, he had
already established himself in the German Army based on traditional criteria for
performance, and he had the power necessary to champion disruptive innovation.68

67 Ibid., p. 3-28.

68 Stephen Peter Rosen, Winning the Next War: Innovation and the Modern Military, Cornell University
Press, Ithaca, New York, 1991, p. 76-105.
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Military organizations don’t necessarily “evolve.” They may or may not have
leaders able to create organizational processes and institutional rules that
are essential to that military’s ability to increase its combat potential.
American & British Aircraft Carrier Development, 1919-1941, p. 192.

A similar story was played out with carrier aviation. Here, the challenges of disruptive
innovation were met head on by the U.S. and Imperial Japanese Navies, but not by the Royal
Navy. In the U.S. and Japanese Navies, the combination of improvi